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1
00:00:45,412 --> 00:00:47,513
Through the darkness

2
00:00:47,515 --> 00:00:51,750
of the pathways that we marched,

3

00:00:52,819 --> 00:00:55,854

evil and good lived

side by side.

FATERBE P HIAT, BB S RMAIFAE,

4
00:00:55,856 --> 00:00:58,924
And this is the nature of...

Of life.
KA AE A A
5

00:01:15,041 --> 00:01:17,342
<i>We are in an unbalanced</i>

6

00:01:17,344 --> 00:01:21,547

<i>and in equivalent confrontation</i>
<i> between democracies</i>

7

00:01:21,549 --> 00:01:23,916
<i>who are obliged</i>
<i>to play by the rules</i>

8

00:01:24,551 --> 00:01:27,986
<i> and entities who think</i>
<i>democracy is a joke.</i>

B B S Z TR AR L AN NP5 10, IS LB 30 T8 3 U AR AR AR O IR 37—

MR
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9
00:01:30,090 --> 00:01:32,458
You can't convince fanatics

10

00:01:32,460 --> 00:01:37,062
by saying,

"hey, hatred paralyzes you,

11
00:01:37,064 --> 00:01:38,664
love releases you."

PRASRENS I 1 WXL TG <8, MR TR, R 24 RERR RIS H 52 .

12

00:01:39,766 --> 00:01:44,036

There are different rules that

we have to play by.

X AR A T 0B SF 1) 25 AR o

13

00:01:59,619 --> 00:02:02,287

Female newsreader:<i> Today, two of</i>
<i> Iran's top nuclear scientists</i>

14
00:02:02,289 --> 00:02:04,256
<i> were targeted by hit squads.</i>

Lo R SR, WA TFRITE AR AR AN SE SO 1 8 E SRR R B H s

15

00:02:04,258 --> 00:02:06,291
Female newsreader 2:

<i> ...In the capital Tehran.</i>

OB FER 0L 2. R R E AR R

16

00:02:06,293 --> 00:02:07,926

Male newsreader:<i> ...The latest</i>
<i> in a string of attacks.</i>

SRR BRI — R BIRE AR T

17
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00:02:07,928 --> 00:02:10,162
Female newsreader 3:<i> Today's</i>
<i> attack has all the hallmarks</i>

18

00:02:10,164 --> 00:02:12,331

<i> of major strategic sabotage.</i>

TR L 4: A RIGBEAT R H AR 5K SRS B AT B IR R BT AL

19

00:02:12,333 --> 00:02:13,432
Female newsreader 4:

<i> Iran immediately accused</i>

20
00:02:13,434 --> 00:02:14,666
<i>the U.S. and Israel</i>

21

00:02:14,668 --> 00:02:16,535
<i> of trying to damage</i>
<i> its nuclear program.</i>

LOPTRIRE AR DA 4 B IS R A P AR A AT TR ) S it 1) 5% [ AN DA € 51 EAT T 5B B

22
00:02:16,836 --> 00:02:19,471
Mahmoud ahmadinejad:

23

00:02:26,580 --> 00:02:32,317
I want to categorically deny
any United States involvement

24

00:02:32,319 --> 00:02:37,256

in any kind of act of violence

inside Iran.

LG A S I P BT JRE RSO S [ DT AT 2O B B A5 P9 T St ) AT
25

00:02:37,258 --> 00:02:40,425

Covert actions can help,

26
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00:02:40,427 --> 00:02:42,427
can assist.

MEEATEN RS 24 S AT SR 5 B

27

00:02:43,696 --> 00:02:46,598

They are needed, they are not

all the time essential,

AT R EX R B, (X IAE EREE

28

00:02:46,833 --> 00:02:51,270
and they, in no way,

can replace political wisdom.

AT XA BRI AT IR

£4

el

o

29

00:02:51,638 --> 00:02:53,872
Alex gibney:

Were the assassinations in Iran

30

00:02:53,874 --> 00:02:56,275
related to

the stuxnet computer attacks?

WL v A e PPRARIR R AT 35 T SRR S RS2 A % ?

31

00:02:57,443 --> 00:02:59,278
Uh, next question, please.

WA, iF AR — AN R

32

00:03:00,880 --> 00:03:02,447
Male newsreader:

<i> Iran's infrastructure</i>

33
00:03:02,449 --> 00:03:03,549
<i> is being targeted</i>

34
00:03:03,551 --> 00:03:06,718
<i> by a new and dangerously</i>
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<i> powerful cyber worm.</i>
FB AR R 51 R A O XN AL B L BRI SR SR B R 2% i ERARAE T B
ER7

35

00:03:06,720 --> 00:03:09,354
The so-called stuxnet worm

is specifically designed,

36

00:03:09,356 --> 00:03:11,690
it seems,

to infiltrate and sabotage

37

00:03:11,692 --> 00:03:14,826

<i> real-world power plants</i>

<i> and factories and refineries.</i>

JIT TR B DX 28 05 RO 752 — R R IR BT, B SR BE RS TE NI RIR B SE T A i A )L ) B
F ) T ENR R -

38

00:03:14,828 --> 00:03:16,228
Male newsreader 2:<i> It's not</i>
<i> trying to steal information</i>

39
00:03:16,230 --> 00:03:17,396
<i> or grab your credit card,</i>

SRR O EA SRR BRI NE B EGEE R

40

00:03:17,398 --> 00:03:20,199

<i> they're trying to get into</i>
<i> some sort of industrial plant</i>

41

00:03:20,201 --> 00:03:22,801
<i> and wreak havoc trying</i>
<i> to blow up an engine or...</i>

ERWEEAIETI] b, 808 5| B Al OB v 28 AT 3 B ™ B AR

42
00:03:22,803 --> 00:03:25,370
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Male newsreader 3:

503 I 4% A A 3:

43

00:03:39,052 --> 00:03:40,152
Male newsreader 4:

<i> No one knows</i>

00:03:40,154 --> 00:03:41,320
<i>who's behind the worm</i>

45

00:03:41,322 --> 00:03:42,988

<i> and the exact nature</i>

<i> of its mission,</i>

W AR L 4. A N RTE R WERORE IR HUR R T I, IR A JNTE 0 HUp R ) E A

il

46

00:03:42,990 --> 00:03:45,857
<i> but there are fears Iran</i>
<i> will hold Israel</i>

47

00:03:45,859 --> 00:03:49,228
<i> or America responsible</i>
<i> and seek retaliation.</i>

BB A AEC A BRE DL DA B BSE [ A DTAR AN, IR AR B2 4 it -

48

00:03:49,230 --> 00:03:50,329
Male newsreader 5:

<i> It's not impossible that</i>

49
00:03:50,331 --> 00:03:51,663
<i> some group of hackers did it,</i>

5B Ak 01 5. IXANTT e SR AL .

50

00:03:51,665 --> 00:03:53,732
<i> but the security experts</i>
<i> that are studying this</i>
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51

00:03:53,734 --> 00:03:56,501

<i> really think this required</i>

<i>the resource of a nation-state.</i>

TEAERI F0 7= Y 11 22 4 A 160 R A 0k 7 B 5 TR X BE VR A e S T

52

00:04:02,442 --> 00:04:04,376
Man: Okay, and spinning
%% 11}[3/3, 15 E

53

00:04:04,378 --> 00:04:05,844
Gibney: Okay, good.

Here we go.

FHAGE: LI, FATITIAE.

54

00:04:07,080 --> 00:04:10,382
What impact, ultimately,

did the stuxnet attack have?

55

00:04:10,384 --> 00:04:11,650

Can you say?

RS UF—UF, RIS MARAS b i Bt A RE R 52 2

56

00:04:12,452 --> 00:04:14,620
I don't want to

get into the details.

AT L7

57

00:04:14,854 --> 00:04:17,356
Gibney: Since the event

has already happened,

58

00:04:17,358 --> 00:04:21,059
why can't we talk more openly
and publicly about stuxnet?

SR BRI, BT A RRETE A F ik i FE 2
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59

00:04:21,061 --> 00:04:23,962
Yeah, | mean, my answer

is because it's classified.

R, RERENEE, R EE R VX EHE T,

60

00:04:24,430 --> 00:04:27,532
I...  won't knowledge...

You know, knowingly

61

00:04:27,534 --> 00:04:29,635
offer up anything

i consider classified.

PRFNIE, SMORARPAEAT NN E R R ERE T4 .

62

00:04:29,637 --> 00:04:31,870
Gibney: | know that you

can't talk much about stuxnet,

wATE: WEERAREL ZRILR M,

63

00:04:31,872 --> 00:04:35,274
because stuxnet

is officially classified.

KOS MWE T LR MRS T8 .

64

00:04:35,276 --> 00:04:36,642
You're right on

both those counts.

FEIX P T TR UL AE XS 1 o

65

00:04:37,110 --> 00:04:38,443
Gibney:

But there has been

66
00:04:38,445 --> 00:04:40,545
a lot reported
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about it in the press.

wA e (HRLER A CE LB TIRZ R T RMIRIE.

67

00:04:40,547 --> 00:04:42,781
I don't want

to comment on this.
TAEVFRIXA .

68

00:04:42,783 --> 00:04:47,052

I read it in the newspaper,

the media, like you,

AR —FE, WA BAE T T E.

69

00:04:47,054 --> 00:04:50,055

but I'm unable

to elaborate upon it.

B R RABEVELH R & AT ik

70
00:04:50,290 --> 00:04:52,457
People might find it frustrating

71

00:04:52,459 --> 00:04:54,993
not to be able to talk about it
when it's in the public domain,

MBI, FEA R E AR R M F R IR NRIHER

12

00:04:54,995 --> 00:04:56,395
but...

HRE...

73

00:04:56,397 --> 00:04:57,896

Gibney:

I find it frustrating.

HAE: R, XAHE S NHER .

74
00:04:57,898 --> 00:04:59,398
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Yeah, I'm sure you do.

R, FAHE IR .

75

00:04:59,400 --> 00:05:00,966
I don't answer that question.
A B ZX A ) R

76

00:05:00,968 --> 00:05:02,334
Unfortunately,

i can't comment.

SR, AR E .

77

00:05:02,336 --> 00:05:03,969

I do not know

how to answer that.
FRAANRITE Z A0 AT 9] 53X A ]

78

00:05:03,971 --> 00:05:06,138

Two answers before you even

get started, | don't know,

SEFR EAEARIT AR 2 AT AP TR, FRt AN FIE AT R T .

79

00:05:06,140 --> 00:05:08,940

and if 1 did, we wouldn't talk

about it anyway.

WU RENE, FATHANZIRIBE .

80

00:05:08,942 --> 00:05:10,776
Gibney: How can you have

a debate if everything's secret?

wANE: WRERF AR 1E, AR ST I e e ?

81

00:05:10,778 --> 00:05:12,811
I think right now

that's just where we are.

WIEAERE, KIERBATITRIER E A,
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82
00:05:13,112 --> 00:05:14,579
No one wants to...

BN

83

00:05:14,581 --> 00:05:16,982
Countries aren't happy

about confessing

84

00:05:16,984 --> 00:05:19,785
or owning up to what they did
because they're not quite sure

85

00:05:19,787 --> 00:05:21,653
where they want

the system to go.

WU B AT AN IS AR B T i R 319 1) RUORAAT T A AR B e B B AR L X

TR R R TT R -

86

00:05:22,288 --> 00:05:24,256
<i> And so whoever</i>

<i> was behind stuxnet</i>

87

00:05:24,258 --> 00:05:25,757
<i> hasn't admitted</i>

<i> they were behind it.</i>

FTEL, TR WERAERM T JERIENZ D), fhEA &N

88
00:05:29,595 --> 00:05:31,463
Gibney:

<i> Asking officials about stuxnet</i>

89
00:05:31,465 --> 00:05:32,998

<i>was frustrating and surreal,</i>

B BRS04 0 45 ol

90

& NIHAEHIRIANILSE ) -
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00:05:33,299 --> 00:05:35,834

<i> like asking the emperor</i>

<i> about his new clothes.</i>

XA RGNy ) 2 A AR AT — A

91

00:05:36,536 --> 00:05:39,638

<i> Even after the cyber weapon</i>
<i> had penetrated computers</i>

92
00:05:39,640 --> 00:05:41,039
<i> all over the world,</i>

93

00:05:41,307 --> 00:05:43,608
<i> no one was willing</i>
<i> to admit it was loose</i>

94

00:05:43,610 --> 00:05:46,011
<i> or talk about</i>

<i> the dangers it posed.</i>

BRIVt fEAE R 25 A 8@ I R S BN 2 5, 30 NS A & 18 B TBUE R

H R H TR AIER .

95

00:05:46,879 --> 00:05:49,147
<i> What was it about</i>

<i> the stuxnet operation</i>

96
00:05:49,149 --> 00:05:50,949
<i>that was hiding in plain sight?</i>

e P FIIRAE R GURAT AFER 7 A5 T UL AR BRGRAE A H B 2 M A5 BARAT ?

97

00:05:52,385 --> 00:05:54,152
<i> Maybe there was a way</i>
<i> the computer code</i>

98
00:05:54,154 --> 00:05:55,787
<i> could speak for itself.</i>
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WA — Ry AT PLE A AL .

99

00:05:56,556 --> 00:05:58,924
<i> Stuxnet first surfaced</i>
<i> in Belarus.</i>

i B IR B A AR

100

00:05:59,492 --> 00:06:01,860

<i> | started with a call</i>

<i> to the man who discovered it</i>

101

00:06:01,862 --> 00:06:04,863
<i>when his clients in Iran</i>
<i> began to panic</i>

102

00:06:04,865 --> 00:06:07,532

<i> over an epidemic</i>

<i> of computer shutdowns.</i>

23X A B BB BRL A BIAZ 008 75 i B s S Lt S R e i IR, FOT4R 5 I A4 i RE KB
H AT .

103

00:06:08,334 --> 00:06:11,570
Had you ever seen anything
quite so sophisticated before?

PR HT W it 52 2R A 4

104

00:07:34,987 --> 00:07:36,822
Eric chien:

<i> On a daily basis, basically</i>

105
00:07:36,824 --> 00:07:38,890
<i>we are sifting through</i>

106

00:07:38,892 --> 00:07:42,394

<i>a massive haystack looking for</i>
<i> that proverbial needle.</i>
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PRELTC SR AR HADE T, AR R RER AR ORI B 2

107

00:07:43,262 --> 00:07:46,231
We get millions of pieces

of new malicious threats

108

00:07:46,233 --> 00:07:48,099
and there are millions of
attacks going on

109

00:07:48,101 --> 00:07:49,301

every single day.

R, BATAC GBI, A T % S B A B .

110

00:07:49,469 --> 00:07:51,903
And only way are trying to
protect people

111

00:07:51,905 --> 00:07:53,505
and their computers and...
And their systems

112
00:07:53,507 --> 00:07:56,174
and countries' infrastructure

113

00:07:56,176 --> 00:07:58,276

from being taken down

by those attacks.

SR FRAN T — BRI A A2 5% 70 R P B BARAT TR FL I ARAT T B4 2R 48 DL B TR S ) 2k i
TR AN B X 6 T 52

114

00:07:58,278 --> 00:08:01,613

But more importantly, we have

to find the attacks that matter.

MY E R, AT H 5] X — A 1T .
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115

00:08:01,615 --> 00:08:03,348
When you're talking about
that many,

116
00:08:03,649 --> 00:08:05,917
impact is extremely important.

AR RARZE BT A%,  JL2E A B A R AR O B

117

00:08:18,297 --> 00:08:19,998

Eugene kaspersky:<i> Twenty years</i>
<i> ago, the antivirus companies,</i>

118

00:08:20,000 --> 00:08:21,700
they were hunting

for computer viruses

119

00:08:21,702 --> 00:08:22,968

because there were not so many.

Jo AREHEE: T, AR ERA AR ST SR EN R 1. By
it ENUR R AR AZ .

120

00:08:22,970 --> 00:08:26,271
So we had, like,

tens of dozens a month,

121

00:08:26,472 --> 00:08:29,040
and there was just

little numbers.

FTOLERA 1A 1 AT LU SRESL A e 240 PR/ 4

122

00:08:29,042 --> 00:08:33,245
Now, we collect millions

of unique attacks every month.

R4, BATEEA A AT AR BI80E 54— IS bE A

123
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00:08:34,614 --> 00:08:37,048
Vitaly kamluk:<i> This room we call</i>
<i> a woodpecker's room</i>

124
00:08:37,050 --> 00:08:38,383
<i>or avirus lab,</i>

HEREA. DT BATARIZ IR R 5 OR 1 2 J 7 sl o 7 S 6 %7

125

00:08:38,618 --> 00:08:40,552
and this is where

<i> virus analysts sit.</i>

AL AT A AR M

126

00:08:40,554 --> 00:08:42,521

<i> We call them woodpeckers</i>
<i> because they are</i>

127

00:08:42,523 --> 00:08:45,023

<i> pecking the worms,</i>

<i> network worms, and viruses.</i>

AT P LAFRAAT T AR 575 DR D Al AT Tl £ R —— i EROR 25

128

00:08:45,892 --> 00:08:49,127

<i> And we see, like, three</i>
<i> different groups of hackers</i>

129

00:08:49,129 --> 00:08:50,695

behind cyber-attacks.

TMIRAEIE AN RATHT W, WL B s 1975 5 A AE = AN SR A

130

00:08:51,464 --> 00:08:53,231
They are traditional

cyber criminals.

AT RAL G AR

131
00:08:53,399 --> 00:08:57,235
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Those guys are interested
only in illegal profit.

132

00:08:57,237 --> 00:08:58,637

And quick and dirty money.

IRLEGR AR R RO ARERA L P ] g Peis 43 28 L8 i 14k .

133
00:08:58,639 --> 00:09:00,805
<i> Activists, or hacktivists,</i>

134

00:09:00,807 --> 00:09:03,174
<i> they are hacking for fun</i>
<i> or hacking to push</i>

135
00:09:03,176 --> 00:09:04,442
<i> some political message.</i>

AR R B A L, L R AT Bk S SR EOE I R AT R — BBUAR(E R .

136

00:09:04,677 --> 00:09:07,045
<i> And the third group</i>
<i> is nation-states.</i>

11135 =Fh SR R 2 R 4L

137

00:09:07,246 --> 00:09:10,148
<i> They're interested in</i>
<i> high-quality intelligence</i>

138
00:09:10,150 --> 00:09:11,583
<i> or sabotage activity.</i>

ABATIX vt ZAHE R 13 AR B B G B O R

139

00:09:12,852 --> 00:09:15,353
Chien:<i> Security companies</i>
<i> not only share information</i>

140
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00:09:15,355 --> 00:09:17,088
<i> but we also share</i>
<i> binary samples.</i>

fij: e NFZAAMOEEEL, mH B

141

00:09:17,090 --> 00:09:18,690
<i> So when</i>

<i> this threat was found</i>

142

00:09:18,692 --> 00:09:20,525
<i> by a Belarusian</i>

<i> security company</i>

143

00:09:20,527 --> 00:09:22,861
<i> on one of their customer's</i>
<i> machines in Iran,</i>

144

00:09:22,863 --> 00:09:25,463

<i> the sample was shared amongst</i>
<i> the security community.</i>

FITUA 24 S B0 5 2 4 08 R AEARLATT AR AP B PP R = A BRI A B I 5 S MR A At L 224

LR EPSEET .

145

00:09:26,365 --> 00:09:27,933
When we try to name threats,
we just try to pick

146

00:09:27,935 --> 00:09:30,001
some sort of string,

some sort of words,

147

00:09:30,003 --> 00:09:32,571
<i> that are inside</i>

<i> of the binary.</i>

BIAN TG IXLE E i 20, FATH

148

SR EPRIg 2 B P S T AR
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00:09:33,739 --> 00:09:36,107
<i> In this case, there was</i>
<i>a couple of words in there</i>

149

00:09:36,109 --> 00:09:39,077

<i> and we took pieces of each,</i>
<i> and that formed stuxnet.</i>

IR IR R, AEPTRACRY, FRAVERI MUY, AR FAL SRR .

150

00:09:41,547 --> 00:09:44,749
I got the news about stuxnet
from one of my engineers.

FA N — A TREIM AR ELAG B (A7 SR P R A2 o

151

00:09:44,751 --> 00:09:47,452
He came to my office,

opened the door,

152

00:09:48,020 --> 00:09:51,022
and he said, "so, Eugene,

of course you know that

153

00:09:51,024 --> 00:09:53,625
we are waiting

for something really bad.

154

00:09:53,926 --> 00:09:55,093

It happened."

fiRBIFRIPAZ, RIGHETTT], At <0, FRABIR—ERIE, JATHe ki im i1 o
LMk CBRT.

155

00:10:01,801 --> 00:10:03,969

Gibney:<i> Give me some</i>

<i> sense of what it was like</i>

156
00:10:03,971 --> 00:10:05,370
in the lab at that time.
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HANE: YR I RAE S50 = LR A 4 R

157

00:10:05,372 --> 00:10:06,972
Was there a palpable

sense of amazement

158

00:10:06,974 --> 00:10:08,974

that you had something

really different there?

AR EER B IE SR FE R HEE, R 8RR BT 4

159

00:10:09,275 --> 00:10:11,276
Well, I wouldn't call it
amazement.

B, A AR

160

00:10:11,278 --> 00:10:13,345
It was a kind of a shock.

R —Fh=

161

00:10:13,746 --> 00:10:16,881
It went beyond our worst fears,
our worst nightmares,

162

00:10:17,249 --> 00:10:20,251

and this continued

the more we analyzed.

O RN OBERSZ A ), T IRA TR U & e A . JE AT b, X8
BB RHF S A

163
00:10:20,253 --> 00:10:22,220
The more we researched,

164

00:10:22,222 --> 00:10:25,223
the more bizarre

the whole story got.
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BEE BATHT TR, A TR DA S5 A7 AR ORI 2 HE SR P B A

165

00:10:25,558 --> 00:10:27,225
We look at so much malware
every day that

166

00:10:27,227 --> 00:10:29,160
we can just look at the code
and straightaway we can say,

TAVFRERIB A Z A, UETRITE — MU B H i .

167

00:10:29,162 --> 00:10:30,762
"okay, there's something bad
going on here,

168

00:10:30,764 --> 00:10:32,230
and | need to

investigate that."

AP, A SRR LI T, REESATRE,

169
00:10:32,232 --> 00:10:33,298
And that's the way it was

170

00:10:33,499 --> 00:10:35,433
when we looked at stuxnet

for the first time.

AT XA 7 3 R B R M

171

00:10:35,435 --> 00:10:37,936
We opened it up and there was
just bad things everywhere.

AT Mk a7, ROV DU R AL Al .

172

00:10:37,938 --> 00:10:40,405
Just like, okay, this is bad

and that's bad,
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HURIZHE, GFH0, R MERRT, X R RERR R

173

00:10:40,407 --> 00:10:41,940

and, you know,

we need to investigate this.
IEAR BT RITE ROIREE, JAT] 7 AT R A

174

00:10:41,942 --> 00:10:43,408
And just suddenly

we had, like,

175

00:10:43,410 --> 00:10:44,876

a hundred questions

straightaway.

FRAEIRIN ,  SRARIE]FRA THEE 2 1 HE A S im 2 DL i) et o

176

00:10:46,912 --> 00:10:49,347

<i> The most interesting thing</i>
<i> that we do is detective work</i>

177

00:10:49,349 --> 00:10:52,017

<i> where we try to track down</i>
<i> who's behind a threat,</i>

178

00:10:52,019 --> 00:10:53,585
<i> what are they doing,</i>
<i> what's their motivation,</i>

179

00:10:53,587 --> 00:10:55,320

<i>and try to really stop it</i>

<i> at the root.</i>

TRATI P i ) B A TR P AR B TR A, 2HB 0 BB % 5 T, EERATEMAT 4, %
HIRAA TSR 4, HEMERA EibE.

180
00:10:55,322 --> 00:10:57,689
<i>And it is kind of</i>
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<i> all-consuming.</i>

KR AR A VIR 7

181
00:10:57,691 --> 00:10:59,324
<i>You get this new puzzle</i>

182

00:10:59,326 --> 00:11:01,026
<i>and it's very </i>

<i>to put it down,</i>

183

00:11:01,028 --> 00:11:03,461

<i> you know, work until, like,</i>
<i> 4:00 am in the morning</i>

184

00:11:03,463 --> 00:11:04,663

<i> and figure these things out.</i>

PRATE B IZASH AR B R AE, EE e BN EEE WA, RE, BE2R R4 5, 0T
FESS DI L IX e A .

185

00:11:04,665 --> 00:11:07,465
<i>And | was in that zone where</i>
<i> | was very consumed by this,</i>

186

00:11:07,467 --> 00:11:09,601
<i> very excited about it,</i>
<i> very interested to know</i>

187
00:11:09,603 --> 00:11:10,869
<i> what was happening.</i>

FARF IR T RPTA NS, IF AR XA (R FITE B AL TH 4.

188

00:11:10,871 --> 00:11:14,005
<i>And Eric was also</i>

<i> in that same sort of zone.</i>

17 HLAE T A — s g R L e th 53—




RNANEFREH (Zero Day) FEEIF

189

00:11:14,007 --> 00:11:16,708

<i> So the two of us were, like,</i>
<i> back and forth all the time.</i>
T AFRATT A S X ARk AT

190

00:11:16,710 --> 00:11:19,444
Chien:<i> Liam and | continued</i>
<i>to grind at the code,</i>

191

00:11:19,446 --> 00:11:21,546
<i> sharing pieces,</i>

<i> comparing notes,</i>

192

00:11:21,548 --> 00:11:23,381

<i> bouncing ideas</i>

<i> off of each other.</i>

fi: ANEANAFR IS REY . R ECR . S, D B YRS AR

193

00:11:23,816 --> 00:11:25,283
<i>We realized that</i>

<i> we needed to do</i>

194

00:11:25,285 --> 00:11:28,353

<i> what we called deep analysis,</i>
<i> pick apart the threat,</i>

195

00:11:28,355 -->00:11:31,189
<i> every single byte,</i>

<i> every single zero, one,</i>

196

00:11:31,191 --> 00:11:33,291

<i> and understand everything</i>

<i> that was inside of it.</i>

FA TR BN FATIT 75 EEA AR BE 7 b, RICIZ Y 7 A B 77, B O A 1, 3
TR R AL e P R — NS .
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197

00:11:33,826 --> 00:11:35,627
<i>And just to give you</i>
<i> some context,</i>

198

00:11:35,629 --> 00:11:37,662
we can go through and understand
every line of code

199

00:11:37,664 --> 00:11:39,464

for the average threat

in minutes.

SRR —LE L, KT EE R B, IRATRENELE Lo B AR AT AR AT S TE A ZR R

200

00:11:40,066 --> 00:11:41,866
And here we are

one month into this threat

201

00:11:41,868 --> 00:11:43,802
and we were just starting

to discover what we call

202

00:11:43,804 --> 00:11:45,704
the payload

or its whole purpose.

SRS TR AT T > A I TR AT 70 e, A SO B I A e A R H 1

203

00:11:48,040 --> 00:11:49,574
<i>When looking at</i>

<i> the stuxnet code,</i>

204

00:11:49,576 --> 00:11:52,143

<i> it's 20 times the size</i>

<i> of the average piece of code</i>

205
00:11:52,645 --> 00:11:54,879
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<i> but contains almost</i>
<i> no bugs inside of it.</i>

FATITE BRI R PG HRARRS, & B LRl — B g 20 £, 1 HHA AR LT RA T

T

206

00:11:54,881 --> 00:11:56,748
<i> And that's extremely rare.</i>
KRR W

207

00:11:56,750 --> 00:11:58,650

<i> Malicious code always has</i>
<i> bugs inside of it.</i>

R A SR A A — SRR .

208

00:11:58,652 --> 00:12:00,418
<i> This wasn't the case</i>
<i> with stuxnet.</i>

IR, REMEIA XA

209

00:12:00,420 --> 00:12:03,254
<i> It's dense and every piece</i>
<i> of code does something</i>

210

00:12:03,256 --> 00:12:06,091

<i> and does something right</i>
<i>in order to conduct its attack.</i>

HAMRHER TN, 5 MU R AR 28 T BT 8.

211

00:12:07,326 --> 00:12:09,394
<i> One of the things that</i>
<i> surprised us</i>

212

00:12:09,396 --> 00:12:11,763
<i> was that stuxnet</i>

<i> utilized what's called</i>

213




RNANEFREH (Zero Day) FEEIF

00:12:11,765 --> 00:12:14,332
a zero-day exploit,
or basically,

214

00:12:14,334 --> 00:12:16,668
a piece of code

that allows it to spread

215

00:12:16,670 --> 00:12:18,503

without you having

to do anything.

1174 FRAT I 02 2 X e SO 2 A0 1 AT A9 e o s RS Bk, B ARAN
AR FZH TR T #.

216

00:12:18,505 --> 00:12:21,239
You don't have to, for example,
download a file and run it.

AT R ARAN T 2N RSB T E.

217

00:12:21,241 --> 00:12:23,441
A zero-day exploit

is an exploit that

218

00:12:23,443 --> 00:12:25,110
nobody knows about

except the attacker-

< IR T I A RS B

219

00:12:25,112 --> 00:12:26,678
So there's no protection
against it.

JIT DA ANAZAE AT 28D 75 3748 Tt R X

220

00:12:26,680 --> 00:12:28,113
There's been

no patch released.

WEA T KA
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221

00:12:28,115 --> 00:12:30,415
There's been zero days
protection,

222
00:12:30,417 --> 00:12:32,016
you know, against it.

HECAAAEZH B, IEWRATRE RIREE, R .

223
00:12:32,885 --> 00:12:34,285
<i> That's what attackers value,</i>

224
00:12:34,287 --> 00:12:36,087
<i> because they know 100 percent</i>

225

00:12:36,089 --> 00:12:38,423
<i> if they have</i>

<i> this zero-day exploit,</i>

226

00:12:38,425 --> 00:12:40,125
<i> they can get in</i>

<i> wherever they want.</i>

227

00:12:40,127 --> 00:12:41,626
<i> They're actually</i>

<i> very valuable.</i>

NG H A AL, WA AT T B B AR, A ATE A 2 ERBE AT DUZ A

FUEATABA TR NI TT o S2PR b, XX TAbA 1= AE AN E R .

228

00:12:41,628 --> 00:12:43,027
<i>You can sell these</i>

<i> on the underground</i>

229
00:12:43,029 --> 00:12:44,529
<i> for hundreds</i>
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<i> of thousands of dollars.</i
fBATTBE NG B 1 R AC By SR B SR e B, T AT SRS BTS2 oA .

230

00:12:45,898 --> 00:12:46,965

Chien:

<i> Then we became more worried</i>

231

00:12:46,967 --> 00:12:49,033

<i> because immediately we</i>
<i> discovered more zero days.</i>

g AR S5 UABAT S B 1 5 2 (% B, Bt rs BndEG

232

00:12:49,035 --> 00:12:51,770

And again, these zero days

are extremely rare.

PR IIE 4 2 % H R & R WL .

233

00:12:51,772 --> 00:12:54,072
Inside stuxnet we had,

you know, four zero days,

234

00:12:54,074 --> 00:12:55,807
and for the entire rest

of the year,

235

00:12:55,809 --> 00:12:58,376

we only saw

12 zero days used.

IEUR BT RITE Y, AE AT FE 4 1 72 W B A DO Z H I IRE S 4F 2 #A KA. RATR
RI T 2w ) 12 A% H W .

236

00:12:58,378 --> 00:13:00,044
It blows all... everything else
out of the water.

CATHPA R D), P S AR K

237
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00:13:00,046 --> 00:13:01,279
We've never seen this before.
FRATHEIX 2 H AR I X

238

00:13:01,281 --> 00:13:02,814
Actually, we've never seen it
since, either.

b b BATFRE AR WL E .

239

00:13:03,115 --> 00:13:05,717
Seeing one in a malware

you could understand

240

00:13:05,719 --> 00:13:08,620
because, you know, the malware
authors are making money;,

241

00:13:08,622 --> 00:13:10,221

they're stealing people's credit

cards and making money,

FE R A R — AN IR 2 AT LB IR o DROASSR s A T R 8 1 B B AR . T At AT 1
I ANATT S R R ek

242

00:13:10,223 --> 00:13:11,389
s0 it's worth their while

to use it,

It LU AR A 1 5

243

00:13:11,391 --> 00:13:13,758
but seeing four zero days,
could be worth

244

00:13:13,760 --> 00:13:14,959
half a million dollars

right there,

245
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00:13:14,961 --> 00:13:16,728
used in one piece
of malware,

246

00:13:16,996 --> 00:13:19,397

this is not your ordinary

criminal gangs doing this.

FE— AR ORI A2 FRi, AT RERtME 1733670, AR HIAE R Bk
S o

247

00:13:19,399 --> 00:13:20,999
This is...

This is someone bigger.

248

00:13:21,001 --> 00:13:22,901
It's definitely

not traditional crime,

RAARAEG LR,

249

00:13:22,903 --> 00:13:26,404
not hacktivists.

Who else?

WAEA BB L,

A HE?

250

00:13:27,273 --> 00:13:29,507
It was evident

on a very early stage

251

00:13:30,009 --> 00:13:32,243
that just given

the sophistication

252
00:13:32,245 --> 00:13:33,745
of this malware...
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M5 W, AERIIIBT B, FATAHIE TSGR = 2k

253

00:13:34,980 --> 00:13:37,782
Suggested that

there must have been

254
00:13:37,784 --> 00:13:39,250
a nation-state involved,

255

00:13:39,252 --> 00:13:42,487
at least one nation-state
involved in the development.

REP—m A ENERZE5HY, 20F DN EREXS5HITR.

256

00:13:42,489 --> 00:13:44,522
When we look at code

that's coming from

257

00:13:44,524 --> 00:13:46,090
what appears to be

a state attacker

258

00:13:46,092 --> 00:13:48,693
or state-sponsored attacker,
usually they're scrubbed clean.

BIATE AR B T4, KB EEACRD TR R B R A [ Sl 2 B o 58 B A 34

mrf o WHEANI ST B SR BRBE) IR -

259

00:13:48,695 --> 00:13:51,129

They don't... they don't leave

little bits behind.

fATIAN L AT B AT AT ik 22 5 38

260

00:13:51,131 --> 00:13:52,864
They don't leave

little hints behind.

HAT TR B MR Rk 22 T3
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261

00:13:53,132 --> 00:13:54,799
<i> But in stuxnet</i>

<i> there were actually</i>

262

00:13:54,801 --> 00:13:56,167

<i> a few hints left behind.</i

ESERR b, 7R R HUps 28 Hh R B B A — Lk 22 Th

263

00:13:57,436 --> 00:14:00,705
<i> One was that, in order to</i>
<i> get low-level access</i>

264
00:14:00,707 --> 00:14:02,173
<i> to Microsoft windows,</i>

265

00:14:02,374 --> 00:14:03,942
<i> stuxnet needed to use</i>
<i> a digital certificate,</i>

266

00:14:04,476 --> 00:14:06,878
<i> which certifies that</i>
<i> this piece of code</i>

267

00:14:06,880 --> 00:14:09,747

<i> came from</i>

<i> a particular company.</i>

Horp —AMER N T HRAHRZ V7 AR E R GHIBR , 5= W75 A0 H b+, iZE AT B
UESEX B ARG R B TR E R AT

268

00:14:10,649 --> 00:14:12,717
Now, those attackers obviously
couldn't go to Microsoft

269
00:14:12,719 --> 00:14:14,185
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and say,
"hey, test our code out for us.

270

00:14:14,187 --> 00:14:15,787
And give us

a digital certificate."

PUAE, REEThF BIRAS TR U Wi, NIRATRIAAS, R BAT— DR e,

271

00:14:16,488 --> 00:14:18,089
So they essentially

stole them...

272

00:14:19,325 --> 00:14:21,392
<i> From two companies</i>
<i> in Taiwan.</i>

FTEL, SEbr EXRARTR N GBI 2 "R R

273

00:14:21,394 --> 00:14:23,294

<i> And these two companies have</i>
<i> nothing to do with each other</i>

274

00:14:23,296 --> 00:14:24,963
<i> except for</i>

<i> their close proximity</i>

275

00:14:24,965 --> 00:14:26,764
<i> in the exact same</i>

<i> business park.</i>

N /A1 S A T R NI4T PP 31 5 SO S 78

276

00:14:29,335 --> 00:14:33,171

<i> Digital certificates</i>

<i> are guarded very, very closely</i>

277
00:14:33,173 --> 00:14:34,706
<i> behind multiple doors</i>
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278

00:14:34,708 --> 00:14:37,141
<i> and they require multiple</i>
<i> people to unlock.</i>

HEBRAERHER . HAZ R, HEZ AL

279
00:14:37,143 --> 00:14:38,810
Security:<i> ...To the camera.</i>

TR ORFKRER ML,

280

00:14:38,812 --> 00:14:40,511
Chien:<i> And they need to provide</i>
<i> both biometrics</i>

281

00:14:40,513 --> 00:14:42,914

<i> - and, as well, pass phrases.</i>

] ABATTANMH 75 Bl I 48 S0R A HORIE 77 El B A A 1

282

00:14:42,916 --> 00:14:44,382
<i> It wasn't like</i>

<i> those certificates were</i>

283

00:14:44,384 --> 00:14:46,084

<i> just sitting on some machine</i>
<i> connected to the Internet.</i>

EAMEIX L R ARE — BB A8 AT R A REE £ B FLIBC R (e 45— #

284

00:14:46,318 --> 00:14:49,120
<i> Some human assets</i>

<i> had to be involved, spies.</i>

NAI B2 5 5, e i

285

00:14:49,355 --> 00:14:51,189
O'murchu:<i> Like a cleaner who</i>
<i> comes in at night</i>
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286

00:14:51,191 --> 00:14:52,924
<i>and has stolen</i>

<i> these certificates</i>

287
00:14:52,926 --> 00:14:54,158
<i> from these companies.</i>

PSRt (R R LA B NIXEE N A],  fir X e S

288

00:14:57,563 --> 00:14:59,664
It did feel like walking

onto the set

289

00:14:59,666 --> 00:15:02,166
of this James Bond movie

and you...

HRAR I SE R AR AERE T A ISR R

290

00:15:02,168 --> 00:15:03,735
You've been embroiled

in this thing that,

291

00:15:03,737 --> 00:15:06,337
you know, you...

You never expected.

BN,
PRFIIE K. ...
PRMRBATRL R
292

00:15:09,008 --> 00:15:10,108
<i> We continued to search,</i>

293

00:15:10,110 --> 00:15:11,609
<i> and we continued</i>
<i>to search in code,</i>

294
00:15:11,611 --> 00:15:14,445
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<i> and eventually we found some</i>
<i> other bread crumbs left</i>

295
00:15:14,447 --> 00:15:15,847
<i> we were able to follow.</i>

AR BAL R, FATAREEIL RS, FATATRIL T — Ll AR,

ERIEN %

296

00:15:16,548 --> 00:15:18,182
<i> It was doing something</i>
<i> with Siemens,</i>

297

00:15:18,450 --> 00:15:21,252

<i> Siemens software,</i>

<i> possibly Siemens hardware.</i>

W& E, Hourr8er, toal gt i ek

298

00:15:21,553 --> 00:15:23,254
We'd never ever seen that

in any malware before,

299
00:15:23,256 --> 00:15:24,589
something targeting Siemens.

AT AT KB WL AT R3] B B A

300

00:15:24,591 --> 00:15:26,524

We didn't even know why

they would be doing that.

HATE B AFITE I AAMA T2 Z L

301

00:15:28,127 --> 00:15:30,862

<i> But after googling,</i>

<i> very quickly we understood</i>

302
00:15:30,864 --> 00:15:33,298
<i> it was targeting</i>

S5 B JRATTL FT BA 4
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<i> Siemens plcs.</i>

ER AR 25 A VR X et 24T 78171 PLC (R4 442 2D

303

00:15:33,766 --> 00:15:36,701
Stuxnet was targeting

a very specific hardware device,

304

00:15:36,703 --> 00:15:40,104

something called a plc or

a programmable logic controller.

7 X B8 2 — A B AR R B B 26— AT G A4 ) 25, AT i 5 2 “PLC”S

305

00:15:40,539 --> 00:15:43,441
Langner:<i> The plc is kind of</i>
<i>a very small computer</i>

306
00:15:43,742 --> 00:15:46,477
attached to physical equipment,

307

00:15:46,479 --> 00:15:49,113
like pumps,

like valves, like motors.

=40 PLC 52— PR/ ARE L B I I B e %, sBOR . IRTT L

308

00:15:49,915 --> 00:15:54,485
<i> So this little box is</i>
<i>running a digital program</i>

309

00:15:54,487 --> 00:15:56,788
<i> and the actions</i>

<i> of this program</i>

310

00:15:56,790 --> 00:16:00,892

<i> turns that motor on, off,</i>

<i> or sets a specific speed.</i>

FT LA 82 — N IEAT R RR S, AN HAT Oy rldsd 51 BT R B W€ — Mg Y
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R

311

00:16:00,894 --> 00:16:02,627
Chien:<i> Those program</i>
<i> module controllers</i>

312

00:16:02,629 --> 00:16:05,163
<i> control things like</i>

<i> power plants, power grids.</i>

iy AR LERE e BB ) 45 T DA Rl e RSB

313

00:16:05,165 --> 00:16:06,898
O'murchu:

<i> This is used in factories,</i>

314

00:16:06,900 --> 00:16:09,367
<i> it's used in</i>

<i> critical infrastructure.</i>

URL Y e A WIS G B 3 T L

315

00:16:10,069 --> 00:16:13,104
Critical infrastructure,

it's everywhere around us,

316

00:16:13,106 --> 00:16:15,673
<i> transportation,</i>

<i> telecommunications,</i>

317

00:16:15,675 --> 00:16:17,976
<i> financial services,</i>

<i> health care.</i>

AT B AL HR AL B MR A BONE, 1 AnAC iz . R SRRST. DBAR{E.

318

00:16:18,510 --> 00:16:21,412
<i> So the payload of stuxnet</i>
<i>was designed</i>
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319

00:16:21,414 --> 00:16:24,582
to attack some

very important part

320
00:16:24,584 --> 00:16:26,017
of our world.

FIT LR ] (AT 08 AT 5 v O B0 e AT 1A T A B A AL RS o

321

00:16:26,285 --> 00:16:27,819
The payload is gonna be
important.

A R AR H N

322

00:16:27,821 --> 00:16:30,588
What happens there could be
very dangerous.

I RE AT AR R S R A

323

00:16:32,792 --> 00:16:35,760
Langner:<i> The next</i>

<i> very big surprise came</i>

324

00:16:35,762 --> 00:16:38,062
<i>when it infected</i>

<i> our lab system.</i>

AN TORARE S BA WA G T HATH SR = R 5.

325

00:16:38,797 --> 00:16:41,799
<i> We figured out that</i>

<i> the malware was probing</i>

326

00:16:41,801 --> 00:16:43,167

<i> for controllers.</i>

FRATTR I & B AT IEAE BRI 2 %
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327

00:16:43,535 --> 00:16:45,603
<i> It was quite picky</i>

<i> on its targets.</i>

o IR B X B I By H A2 AR BRI I o

328

00:16:45,605 --> 00:16:49,941

<i>|t didn't try to manipulate any</i>
<i> given controller in a network</i>

329
00:16:49,943 --> 00:16:51,275
<i> that it would see.</i>

EBCH I EE R R E TR B 15 H 3 .

330

00:16:51,510 --> 00:16:55,713

<i>It went through several checks,</i>
<i> and when those checks failed,</i>

331

00:16:55,715 --> 00:16:57,949
<i> it would not implement</i>
<i> the attack.</i>

BRI USRI E » 24X LA s SR, B A 2 AT Bk

332

00:17:00,686 --> 00:17:04,555

<i> It was obviously probing</i>

<i> for a specific target.</i>

RIS W, ZRIy TR E B H AR,

333

00:17:05,891 --> 00:17:08,059
You've got to put this

in context that,

334

00:17:08,061 --> 00:17:09,861
at the time,

we already knew,
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335

00:17:09,863 --> 00:17:12,230
well, this is the most
sophisticated piece of malware

336

00:17:12,232 --> 00:17:13,798

that we have ever seen.

PRDZHE B AE R E AT, HIbFERS, ATC% 73], XRJATWA R E R %=
L7 G

337

00:17:14,566 --> 00:17:16,534
So it's kind of strange.
FrVER HE .

338

00:17:16,536 --> 00:17:21,539

Somebody takes that huge effort

to hit one specific target?

AN EEE EORHSS ok SEaL AT 2 1 H Fp 2

339

00:17:21,807 --> 00:17:23,741
Well, that must be

quite a significant target.

W, AR A = L H AR

340

00:17:27,346 --> 00:17:29,747
Chien:<i> So at symantec we have</i>
<i> probes on networks</i>

341
00:17:29,749 --> 00:17:30,915
<i> all over the world</i>

342

00:17:30,917 --> 00:17:33,317
<i> watching for</i>

<i> malicious activity.</i>

{7 IR SRR TE,  FRATTR M SR R X 241 B 1 SR OOR H il P 24 s 3

343
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00:17:33,719 --> 00:17:35,720
O'murchu:<i>We'd actually seen</i>
<i> infections of stuxnet</i>

344

00:17:35,722 --> 00:17:38,256
<i> all over the world,</i>
<i>in the U.S., Australia,</i>

345

00:17:38,258 --> 00:17:40,892
<i>in the u.K., in France,</i>

<i> Germany, all over Europe.</i>

PSR AT LA B A2 R U 15 A2 TH 525, S [ L KA, Se [ R fEE %

B 25 3 FR) TR A L o

346

00:17:41,393 --> 00:17:43,761
Chien:<i> It spread to any windows</i>
<i> machine in the entire world.</i>

fy e HE 2] 1 Attt ARG Windows Hlas

347

00:17:44,163 --> 00:17:46,397
You know,

we had these organizations

348

00:17:46,399 --> 00:17:48,699
inside the United States

who were in charge of

349

00:17:48,701 --> 00:17:50,401

<i> industrial control</i>

<i> facilities saying,</i>

R 503, FRA T — LB 5 [ 58 P9 0 Bt ML ) I R 4144,

350

00:17:50,403 --> 00:17:52,403
<i>"we're infected.</i>
<i>What's gonna happen?"</i>

AT “TRATIEERIRG, & RESREMFAH?
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351

00:17:52,771 --> 00:17:55,440
O'murchu:<i> We didn't know if</i>
<i> there was a deadline coming up</i>

352

00:17:55,442 --> 00:17:57,008
<i> where this threat</i>
<i>would trigger</i>

e B I8 FRATTANFITE XA BIRE 21K (14 B2 1547 S5 Jm J9IRR o

353

00:17:57,010 --> 00:17:59,343

<i> and suddenly would,</i>

<i> like, turn off all, you know,</i>

354

00:17:59,345 --> 00:18:00,912
electricity plants

around the world

355

00:18:00,914 --> 00:18:02,680
or it would start

shutting things down

356
00:18:02,682 --> 00:18:04,015
or launching some attack.

AN TR XA B R 1, ARSI 2 R A AT KA i), 75 e D) i AT 1 52

357

00:18:04,850 --> 00:18:07,885

<i>We knew that stuxnet could have</i>
<i> very dire consequences,</i>

358

00:18:07,887 --> 00:18:10,555
<i>and we were</i>

<i> very worried about</i>

359
00:18:10,557 --> 00:18:12,023
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<i> what the payload</i>
<i> contained</i>

360

00:18:12,025 --> 00:18:14,258
<i> and there was</i>

<i> an imperative speed</i>

361

00:18:14,260 --> 00:18:16,360
<i> that we had to race</i>
<i>and try and, you know,</i>

362
00:18:16,362 --> 00:18:17,762
<i> beat this ticking bomb.</i>

PAVRATE, 7 P25 ] BE AT R ARH A A JE A FRATT R A H $H0 e P (8 A0 2 A7 £

MIAN T T L, BA 6 20 5 ] BRI 4 4T WO AN S I KR

363

00:18:18,897 --> 00:18:21,432

<i> Eventually, we were able to</i>
<i> refine the statistics a little</i>

364

00:18:21,434 --> 00:18:22,934
<i> and we saw that</i>

<i> Iran was the number one</i>

365
00:18:22,936 --> 00:18:24,535
<i> infected country in the world.</i>

B2, FATATLL— U e B s . RN JRA TR AR B R R R R 2 K — A

[ 5K

366

00:18:24,537 --> 00:18:27,105
Chien:<i> That immediately raised</i>
<i> our eyebrows.</i>

Ay X AR IEAE A 1o

367
00:18:27,107 --> 00:18:29,373
We had never
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seen a threat before

368

00:18:29,375 --> 00:18:31,509
where it was

predominantly in Iran.

FEIXZ AT, BATAARE I T ZEEEXS O RIT A -

369

00:18:32,444 --> 00:18:34,045

<i> And so we began to follow</i>
<i> what was going on</i>

370
00:18:34,047 --> 00:18:35,279
<i> in the geopolitical world,</i>

371

00:18:35,447 --> 00:18:37,014
<i> what was happening</i>
<i> in the general news.</i>

BRI FATIF a6 O S B0 H 57 b B R AR T A4,

372

00:18:37,216 --> 00:18:40,451

<i> And at that time, there were</i>
<i> actually multiple explosions</i>

373

00:18:40,453 --> 00:18:43,354
<i> of gas pipelines</i>
<i>going in and out of Iran.</i>

I, Sebs A 2 AN EE A IR ORAR BB R TR

374
00:18:44,323 --> 00:18:45,723
<i> Unexplained explosions.</i>

HKE SR AL AN

375

00:18:47,259 --> 00:18:49,393
O'murchu:<i> And of course,</i>
<i>we did notice that at the time</i>

H & Brmdoa ke T4,
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376

00:18:49,395 --> 00:18:52,029

<i> there had been assassinations</i>

<i> of nuclear scientists.</i>

BeBEAE: YR, SILFER, TAICETEBGZE TR

377
00:18:53,232 --> 00:18:54,665
<i> So that was worrying.</i>

FirbA, X4 AHALH .

378

00:18:55,467 --> 00:18:57,668
<i>We knew there was</i>

<i> something bad happening.</i>
FATVHITE A AN UF RS KL .

379

00:18:58,137 --> 00:18:59,971
Gibney: Did you get concerned
for yourself?

wARE AR AL E 22

380

00:18:59,973 --> 00:19:01,906
I mean, did you begin to start
looking over your shoulder

381
00:19:01,908 --> 00:19:03,141
from time to time?

R R AT AT AR AN H /NG TR 1 ?

382

00:19:03,143 --> 00:19:04,742
Yeah, definitely

looking over my shoulder

383

00:19:04,744 --> 00:19:07,311
and... and being careful about
what | spoke about on the phone.

), =EER, NGO IR HE T TS
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384

00:19:08,313 --> 00:19:11,516
| was... pretty confident

my conversations on my...

. ARFERERAERE.

385

00:19:11,518 --> 00:19:12,984
On the phone were

being listened to.

FE R T T

386
00:19:13,318 --> 00:19:15,286
We were only half joking

387

00:19:15,288 --> 00:19:17,321
when we would

look at each other

388

00:19:17,323 --> 00:19:19,090
and tell each other

things like,

389

00:19:19,092 --> 00:19:21,325
"look, I'm not suicidal.
BAVEBW L. X TH AR,
390

00:19:21,660 --> 00:19:25,163
If | show up dead on Monday,
you know, it wasn't me."

AR — WL T RASET I R

391
00:19:33,939 --> 00:19:36,374
<i>We'd been publishing</i>

FIDIRMYL: B, WIFRA B R

, IRFHIE, RAREKACTH. 7

<i> information about stuxnet</i>

392
00:19:36,376 --> 00:19:37,775

<i> all through that summer.</i>
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AR, B EAED A= W RN

393

00:19:39,144 --> 00:19:41,779

<i> And then in November,</i>

<i> the industrial control system</i>

394

00:19:41,781 --> 00:19:44,916
<i> sort of expert</i>

<i> in Holland contacted us...</i>

SRIGTE 11 A4, A 22 T ARH R RECRIAT. ...

395

00:19:46,185 --> 00:19:48,786
<i>And he said all of these</i>
<i>devices that would be inside of</i>

396

00:19:48,788 --> 00:19:51,856

<i>an industrial control system</i>
<i>hold a unique identifier number</i>

397

00:19:51,858 --> 00:19:55,059

that identified the make

and model of that device.

fiiid, A AL T Db AR RGN X SRR R — M AR IR S A, R LA E
A 2 i A

398

00:19:56,828 --> 00:20:00,498

<i> And we actually had a couple</i>
<i> of these numbers in the code</i>

399

00:20:00,500 --> 00:20:01,866
<i> that we didn't know</i>
<i> what they were.</i

SKbr b, BATHSLESR A T U R S, HRATAREE 241,

400
00:20:02,901 --> 00:20:04,802
And so we realized
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maybe what he was referring to

401
00:20:04,804 --> 00:20:06,270
was the magic numbers we had.

PrASATEIR S, Wi R RO ER MR ET .

00:20:06,805 --> 00:20:08,339
And then when we searched
for those magic numbers

403
00:20:08,341 --> 00:20:09,507
in that context,

404

00:20:09,509 --> 00:20:11,909
<i> we saw that what</i>

<i> had to be connected</i>

405

00:20:11,911 --> 00:20:14,078

<i> to this industrial control</i>
<i>system that was being targeted</i>

406

00:20:14,080 --> 00:20:16,047
<i> were something called</i>
<i> frequency converters </i>

407

00:20:16,381 --> 00:20:18,549
<i> from two</i>

<i> specific manufacturers ,</i>

408
00:20:18,551 --> 00:20:20,318
<i> one of which was in Iran.</i>

R, EIXFERE T, JERAERIZ M, FATR IR LEYBUE v H bR Tl
P R g I Tl (AT s OB, Ak B T MRE A, ek A

ERIE

409
00:20:20,919 --> 00:20:22,687
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And so at this time,
we absolutely knew

410

00:20:22,689 --> 00:20:25,022
that the facility

that was being targeted

411
00:20:25,024 --> 00:20:26,490
had to be in Iran

412

00:20:26,825 --> 00:20:29,660
and had equipment made

from iranian manufacturers.

PV EBEAN AR, BATA 5EEW A T HArBig eI A, JF Hiz st h fr i

HeM.

413

00:20:30,596 --> 00:20:32,363
When we looked up

those frequency converters,

414

00:20:32,365 --> 00:20:34,165
<i> we immediately found out</i>
<i> that they were actually</i>

415

00:20:34,167 --> 00:20:36,567

<i> export controlled by the</i>

<i> nuclear regulatory commission.</i>

AN EE XA, FAURPARIL, sLhr b, A2l GEED B2 o Rzl

.

416

00:20:37,169 --> 00:20:38,502
<i> And that immediately</i>
<i> lead us then</i>

417
00:20:38,504 --> 00:20:40,771
to some nuclear facility.
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IXAEBA L I AR 2 1 A% Bt

418

00:20:58,390 --> 00:21:00,524
Gibney:<i> This was more than</i>
<i>a computer story,</i>

419

00:21:00,892 --> 00:21:03,327
<i>so | left the world</i>

<i> of the antivirus detectives</i>

420

00:21:03,629 --> 00:21:05,563

<i> and sought out journalist,</i>

<i> David sanger,</i>

T AT B AR T EALE A EnE, prAIE T T B RO R T R R sy, R il —
KTL5H,

421

00:21:05,565 --> 00:21:07,798
<i> who specialized in</i>

<i> the strange intersection</i>

422

00:21:07,800 --> 00:21:10,801

<i> of cyber, nuclear weapons,</i>
<i>and espionage.</i>

b — AT T AR LI AR 4 . XA B RIE Bh A 5 RAE L

423

00:21:11,770 --> 00:21:13,871
Sanger:

<i> The emergence of the code</i>

424

00:21:13,873 --> 00:21:17,174

<i> is what put me on alert</i>

<i> that an attack was under way.</i>

b IZACHS A DAL PR RO IEAE AT

425
00:21:18,610 --> 00:21:21,779
<i> And because of the</i>
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<i>covert nature of the operation,</i>

426

00:21:21,781 --> 00:21:24,782
<i> not only were official</i>
<i> government spokesmen</i>

427

00:21:24,784 --> 00:21:27,685

<i> unable to talk about it,</i>

<i>they didn't even know about it.</i

RN AR BRI, AN BUR B 77 K S AAREATFRISE, 1 BARAN T8 20— Je ki .

428

00:21:28,887 --> 00:21:30,955
<i> Eventually,</i>

<i> the more I dug into it,</i>

429

00:21:30,957 --> 00:21:35,559
the more | began to find
individuals

430

00:21:35,794 --> 00:21:37,995
who had been involved

in some piece of it

431

00:21:38,163 --> 00:21:40,231
or who had witnessed

some piece of it.

%, BEETZIRERN, FREORKBRIUA NN E Z 5 LE 1R B0d

432

00:21:40,832 --> 00:21:43,234
And that meant

talking to Americans,

433

00:21:43,236 --> 00:21:46,137
talking to Israelis,

talking to Europeans,
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434

00:21:46,139 --> 00:21:49,240
because this was obviously
the first, biggest,

435

00:21:49,242 --> 00:21:53,811
and most sophisticated
example of a state

436

00:21:53,813 --> 00:21:56,447
or two states

using a cyber weapon

437
00:21:56,449 --> 00:21:57,982
for offensive purposes.

TSR AR PR SE B A 1%, BRELE A N3, BRI A3, R 93X S 55 L A v X A
B EkT . RIS Heit i — BB K IE PLREBOY A TR T 48 s -

438

00:22:01,420 --> 00:22:04,322
<i> | came to this with</i>
<i> a fair bit of history,</i>

439

00:22:04,324 --> 00:22:07,091
<i> understanding the iranian</i>
<i> nuclear program.</i>

PERFFE — R LI 7 52 R fs A vl

440

00:22:08,126 --> 00:22:11,529
<i>How did Iran get its first</i>
<i> nuclear reactor?</i>

TR U 75 3 2 — % S NLHE 2

441

00:22:12,097 --> 00:22:15,232
We gave it to them...

Under the shah,
FAHEZ AT AR L. .
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FEPIRGERT ...

442

00:22:15,534 --> 00:22:18,969
<i>because the shah was considered</i>
<i> an American ally.</i>

DD N 2 5 B B

443

00:22:20,473 --> 00:22:24,108

<i> Thank you again for your</i>
<i>warm welcome, Mr. president.</i>

BN GEEE, HE  AZIROE F IRRs

444

00:22:24,443 --> 00:22:26,043
Gary samore:<i> During</i>

<i> the Nixon administration,</i>

445

00:22:26,045 --> 00:22:29,313
<i>the U.S. was very enthusiastic</i>
<i> about supporting</i>

446

00:22:29,315 --> 00:22:31,415
<i> the shah's</i>

<i> nuclear power program.</i>
Gary samore:

TN 2508 (R SR SO aBURFREAYIE],  SEREZ AR SCRAD IS IR BEBDT R IUH 1 -

447

00:22:32,317 --> 00:22:34,652
And at one point,

the Nixon administration

448

00:22:34,654 --> 00:22:37,488
was pushing the idea

that Pakistan and Iran

449
00:22:37,490 --> 00:22:42,093
should build a joint plant
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together in Iran.

INHL S R b, RS RABUR — B T HEST T S AR M A B A [ A R 3

SN EIERH) .

450

00:22:43,462 --> 00:22:45,162
<i> There's at least</i>

<i> some evidence that</i>

451

00:22:45,164 --> 00:22:48,666

<i> the shah was thinking about</i>
<i>acquisition of nuclear weapons,</i>

452

00:22:48,668 --> 00:22:52,203

<i> because he saw, and we were</i>
<i> encouraging him to see Iran</i>

453

00:22:52,205 --> 00:22:54,505
<i> as the so-called policemen</i>
<i> of the persian Gulf.</i>

FOA SRR IO — BAE S B A% A, O BIBA 1 EAE s At LA s &

SMMARE O

454

00:22:54,507 --> 00:22:56,674

<i> And the iranians have always</i>
<i> viewed themselves</i>

455

00:22:56,676 --> 00:22:59,910

<i>as naturally the dominant power</i>
<i> in the middle east.</i>

iy HLA AR ST BLp A X 3 T R IR R E Rl T E 2

456
00:23:22,501 --> 00:23:24,068
Samore:<i> But the revolution,</i>

457
00:23:24,070 --> 00:23:25,770
<i> which overthrew</i>
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<i>the shah in '79,</i>

458
00:23:25,772 --> 00:23:27,571
<i> really curtailed the program</i>

459

00:23:27,573 --> 00:23:29,940

<i> before it ever got any</i>

<i> head of steam going.</i>

B SRR H 2 1979 47 K AR IR RH VD e 5 10 2 iy FLIE (A3 1EAL T- 28 28 H_ ERIAZREIETT A it4)
AbT T HPIRES o

460

00:23:31,042 --> 00:23:35,613
<i>Part of our policy against Iran</i>
<i> after the revolution</i>

461

00:23:35,615 --> 00:23:37,915
was to deny them

nuclear technology.

FanRESE, BATKEI T B . R IR A TR AR EOR

462

00:23:37,917 --> 00:23:41,218
So most of the period

when | was involved

463
00:23:41,220 --> 00:23:43,220
in the '80s and the '90s

464

00:23:43,222 --> 00:23:45,623
was the U.S. running

around the world

465

00:23:45,625 --> 00:23:48,893
and persuading potential
nuclear suppliers

466
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00:23:48,895 --> 00:23:52,296

not to provide even peaceful

nuclear technology to Iran.

It DALEFR B T 0 F i) 80 AFAXAN 90 AEARIX —if i H, 56 ] 244 D8 73 I [1) 0 72 763 HH: 1 Ui
Ui, ZEULIRAS LT AE AL AL L [E A GG 7 SR AR BOR, RIS AP AR B

467

00:23:52,531 --> 00:23:55,966
And what we missed

was the clandestine transfer

468

00:23:55,968 --> 00:23:58,869
in the mid-1980s

from Pakistan to Iran.

£ 80 AN, BATARAE A I L B IH a7 A S e 8 1 I BOR

469

00:24:02,875 --> 00:24:04,108
Rolf mowatt-larssen:

<i> Abdul gadeer Khan</i>

470
00:24:04,110 --> 00:24:05,443
<i> is what we would call</i>

471

00:24:05,445 --> 00:24:07,445

<i> the father of</i>

<i> the Pakistan nuclear program.</i>

BUIRR SLJCRs ke B MR R R Tt BT i i B A i i iz A0

472

00:24:08,880 --> 00:24:11,449
<i> He had the full authority</i>
<i>and confidence</i>

473

00:24:11,451 --> 00:24:13,751

<i> of the Pakistan government</i>
<i> from its inception</i>

474
00:24:13,753 --> 00:24:15,820




RNANEFREH (Zero Day) FEEIF

<i> to the production</i>
<i> of nuclear weapons.</i>

fil B A A AT R AN DS R BEAHBUT P AL T B S

475
00:24:17,556 --> 00:24:19,890
I was a CIA officer for...

For...
PP RIERFIEA......
476

00:24:19,892 --> 00:24:22,560
For over two decades,
operations officer,

477

00:24:22,562 --> 00:24:24,361
worked overseas

most of my career.

B AR, IEAMESATEI IR B I AR S8 AR ML AT

478

00:24:24,930 --> 00:24:26,997
The a.Q. Khan network

is so notable

479
00:24:26,999 --> 00:24:30,000
because aside from building

480

00:24:30,002 --> 00:24:33,037
the Pakistani program

for decades...

a.Q. Khan MR H 4, Br 1 BRORIEE 1) L4000 R tE A i 74

481

00:24:34,272 --> 00:24:37,441
It also was the means

by which other countries

482
00:24:37,443 --> 00:24:40,077
<i> were able to develop</i>
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<i> nuclear weapons,</i>

483
00:24:40,079 --> 00:24:41,378
<i>including Iran.</i>

E A RIRHE FA [ K R R IT A A, BRI

484

00:24:41,980 --> 00:24:43,614
Samore:

<i>A.Q. Khan acting on behalf</i>

485
00:24:43,616 --> 00:24:44,682
<i> of the Pakistani government</i>

486

00:24:44,684 --> 00:24:47,785
negotiated

with officials in Iran

487

00:24:47,787 --> 00:24:50,821
and then there was a transfer
which took place

488
00:24:50,823 --> 00:24:51,889
through Dubai

489

00:24:51,891 --> 00:24:55,125
<i> of blueprints for</i>

<i> nuclear weapons design</i>

490
00:24:55,127 --> 00:24:56,727
<i> as well as some hardware.</i>

PEEE AT, AQ. Khan AU ELE I UM AR 2 5 23 s 5k, M SLER, JE

SUiEE N vl c iR e e S R BB 2 LG ey B 2 N

491
00:24:57,863 --> 00:24:59,864
<i> Throughout the mid-1980s,</i>
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492

00:24:59,866 --> 00:25:02,933

<i> the iranian program</i>

<i>was not very well-resourced.</i>

B 80 FAH I, IR TR & IR AR IR TE A

493

00:25:02,935 --> 00:25:04,768
<i> It was more of</i>
<i>anr & d program.</i>

REAEZHHIAEIH -

494

00:25:05,804 --> 00:25:09,006
<i> It wasn't really</i>

<i> until the mid-'90s</i>

495

00:25:09,008 --> 00:25:11,275

<i> that it started to take off</i>

<i> when they made the decision</i>

496

00:25:11,277 --> 00:25:13,344

<i> to build the nuclear weapons</i>
<i> program.</i>

ELH 90 FEACHI, AATIATR E sl BRI

497

00:25:20,018 --> 00:25:21,519
<i> You know,</i>

<i> we can speculate what,</i>

498

00:25:21,521 --> 00:25:22,953
in their mind,

motivated them.

R, FATATCAHEM AT AR LA A, ATl A AT

499
00:25:22,955 --> 00:25:26,123
I think it was
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the U.S. invasion of Iraq

500

00:25:26,125 --> 00:25:27,725

after Kuwait.

TN N EEERHE A NZ T .

501

00: 25: 29027 ->00: 25: 30494
<i> You know, there was an</i>

<i> eight-year war</i>

502

00: 25: 30496 ->00: 25: 32062
<i> between Irag and Iran,</i>

503

00: 25: 32,330->00: 25: 35733

<i> we had wiped out Saddam's</i>

<i> forces in a matter of weeks.</i>

AR SRS, AR SO AR BB — IR 8 1) \AE B, FRATE LA 2 N0 K T 1k a i)
HBBA o

504

00: 25: 38638 ->00: 25: 41372
<i>And | think that was enough</i>
<i> to convince the rulers</i>

505

00: 25: 41374->00: 25: 43541
<i> in Tehran</i>

<i> that they needed to pursue</i>

506

00: 25: 43543 ->00: 25: 45109
<i>nuclear weapons more seriously.</i>

AL AFIX A2 08 Ui A8 R8I GEiR & S A FUA 25 RS L R et (A% s A Jee 1Rl

507

00: 25: 47145->00: 25: 50047
George Bush: States like these

and their terrorist allies

508
00: 25: 50049 ->00: 25: 52883
constitute an axis of evil,
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509

00: 25: 52885->00: 25: 55653

arming to threaten

the peace of the world.

FeiE At VAN R SO AR e S AR B 1 AR o [, DL B S AT

510
00: 25: 57055->00: 25: 59690
Samore:<i> From 2003 to 2005</i>

511

00: 25: 59692 ->00: 26: 02993
<i> when they feared that</i>

<i> the U.S. would invade them,</i>

512

00: 26: 02995 ->00: 26: 05329

<i> they accepted limits</i>

<i> on their nuclear program.</i>

F 5K 2003 A F) 2005 FIE], AdAITHH O B AR ARATT, TR AR TN HAZ TR
B il o

513

00: 26: 05764 ->00: 26: 09400
<i> But by 2006, the iranians</i>
<i> had come to the conclusion</i>

514

00: 26: 09402 ->00: 26: 12,269
<i> that the U.S. was bogged down</i>
<i> in Afghanistan and Irag</i>

515

00: 26: 12,271->00: 26: 15,472
<i>and no longer had the capacity</i>
<i> to threaten them,</i>

516

00: 26: 15,840->00: 26: 19577
<i>and so they felt it was safe to</i>
<i>resume their enrichment program</i>

H2] 7 2006 4, FHHINCLRAH 7450, RISEE IEIRRE AR & AL o0 R e i
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AN BE AL BUBAT, BT EAARAT A D SR AT TR ik 4 TR 22 42

517

00: 26: 20,345->00: 26: 23013
<i> they started producing</i>

<i> low enriched uranium,</i>

518

00: 26: 23,281 ->00: 26: 25282
<i> producing more centrifuges,</i>
<i> installing them</i>

519

00:26:25,284 --> 00:26:29,119

<i> at the large-scale underground</i>

<i> enrichment facility at natanz.</i>

AATI R A8 N 22 RBP4 50t A 7 AR el IR AR 2 B OML, JF
HEEEAT,

520
00: 26: 40,465->00: 26: 45269
Journalist;

521

00: 26: 56448 ->00: 27: 00551
Ahmadinejad:
FriEicE . S N B

522
00: 27: 33585->00: 27: 35519
Gibney: How many times have you been to natanz?

wAi e IRELZ D RGIEZL?

523

00: 27: 35854 ->00: 27: 39256
Not that many, because | left

few years ago, the dia,

524

00: 27: 39258 ->00: 27: 41592
but | was there quite...

Quite a few times.

525
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00: 27: 45130->00: 27: 47698

<i> Natanz is just in the middle</i>

<i> of the desert.</i>

B JVERTIRER BT 7, TR IR Z R, EIRF LG LK. Ay 2% B A A T
]

526

00: 27: 49634 ->00: 27: 51602
<i> When they were building it</i>
<i> in secret,</i>

527

00: 27: 51836 ->00: 27: 55873

<i> they were calling it</i>

<i> desert irrigation facility.</i>

LA TR S BN, A ATTRRIZ AR R VD B Bt

528
00: 27: 56374 ->00: 27: 57941
For the local people,

529

00: 27: 57943 ->00: 28: 00511

you want to sell why you

are building a big complex.

XN, VR ZERIRARA 1R A B SIS KT R SR Y

530

00: 28: 03314 ->00: 28: 06016
<i> There is a lot of artillery</i>
<i>and air force.</i>

AERZTTRM. IRZH) ML,

531

00: 28: 06018 ->00: 28: 10421
<i> It's better protected</i>

<i> against attack from air</i>

532

00: 28: 10955->00: 28: 13457

<i> than any other nuclear</i>

<i> installation | have seen.</i>

XA 2 Wl B b AT ORGP H A 32 S B R i
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533

00: 28: 16227 ->00: 28: 18696
<i> So this is</i>

<i> deeply underground.</i>

DRI, 3 VR T 3 1

534

00: 28: 23301->00: 28: 27204
But then inside, natanz is like

any other centrifuge facility.

{EZ AN IE 2% 1 25 Lo Lt AT HLA R 88 Lo L it — FERCEEAE T b B

535

00: 28: 27206 ->00: 28: 31542
I have been all over the world,

from Brazil to Russia, Japan,

536

00: 28: 31544 ->00: 28: 36080
so they are all alike

with their own features,

537

00: 28: 36082 ->00: 28: 38482
their own centrifuges,

their own culture,

538
00: 28: 38484 ->00: 28: 41085
but basically,

the process is the same.

HoEME 7S, AETERMRD B BRHA, XEEOHLE RS B O, b

H OB OHLEAAMATE SrSctl, EEA L, SRR .

539

00: 28: 42153->00: 28: 45222
<i> And so are the monitoring</i>
<i> activities of the iaea.</i>

o S~ BE AT LA A M 0055 30 0 A

540
00: 28: 45224 ->00: 28: 46890
<i> There are basic principles.</i>

EATTERAT A B R
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541

00: 28: 46892 ->00: 28: 49626
<i> You want to see what goes in,</i>
<i> what goes out,</i>

542

00: 28: 49894 ->00: 28: 52062
<i>and then on top of that</i>
<i>you make sure that</i>

543

00: 28: 52064 ->00: 28: 54531
<i> it produces</i>

<i> low enriched uranium</i>

544

00: 28: 54533 ->00: 28: 56,934
<i> instead of anything to do with</i>
<i> the higher enrichments</i>

545

00: 28: 56936 - >00: 28: 59103

<i> and nuclear weapon</i>

<i> grade uranium.</i>

B FEM AR, fhaiati, HAh, RIETEEORE A B R RAIRAE N, AT
i v B2 )R i 5 1% X 2

546
00: 29: 05076 ->00: 29: 06443
Emad kiyaei:<i> Iran's nuclear facilities</i>

547
00: 29: 06445->00: 29: 08679
<i> are under 24-hour watch.</i>

548

00: 29: 09380->00: 29: 11715
<i> Of the united nations</i>

<i> nuclear watchdog,</i>

549
00: 29: 11,717->00: 29: 15018
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<i> the iaea, the international</i>

<i> atomic energy agency.</i

frpfl PR A Bt IE AR B A B IS B LM . [ B S 1~ REATLAA 24 /NI AS ) W W %
l:':‘ o

550

00: 29: 16387 ->00: 29: 20,591
Every single gram of iranian

fissile material...

I B — SRR R

551

00: 29: 21,793 ->00: 29: 23160
Is accounted for.

P B HE

552

00: 29: 25964 ->00: 29: 28,432
<i> They have, like, basically</i>
<i> seals they put</i>

553

00: 29: 28434 ->00: 29: 32002
<i> on fissile materials.</i>

<i> There are iaea seals.</i>

HEAATH — BB, AR i s A ) Lat A [ bR 5 R LR R BB .

554
00: 29: 32237 ->00: 29: 34,538
You can't break it

555
00: 29: 34540->00: 29: 36373
without getting noticed.

RABEEANTEERIEOL N R E.

556

00: 29: 38376->00: 29: 40611
Heinonen:<i> When you look</i>
<i> at the uranium</i>

557
00: 29: 40613->00: 29: 44481
<i> which was there in natanz,</i>
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<i> it was a very special uranium.</i>

BT UREBEAEIERIXAM, E PR AR A B

558

00: 29: 44649 ->00: 29: 50053
This is called isotope 236,

and that was a puzzle to us,
X2 Prig i [EA 2 236
A FRAT T N 2

559

00: 29: 50055->00: 29: 52489
because you only see

this sort of uranium

560

00: 29: 52491 ->00: 29: 55626
in states which

have had nuclear weapons.

IS IRE BRI A Al T A s R E R

561

00: 29: 57495->00: 30: 00197
<i> We realized that</i>

<i> they had cheated us.</i>
FATEIRS], HhAT9R 1 A

562

00: 30: 00899 ->00: 30: 04168
<i> This sort of equipment</i>

<i> has been bought</i>

563

00: 30: 04170->00: 30: 05969
from what they call

a black market.

IEARAATI T UL Y, XM SRR A B N A 1.

564

00: 30: 05971 ->00: 30: 09206
They never pointed out

it to a.Q. Khan
HATARAEKINIEE 4 T a.Q. Khan.
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565
00: 30: 09641 ->00: 30: 11,441
at that point of time.

566

00: 30: 16,314 ->00: 30: 19,650
<i>What | was surprised</i>

<i> was the sophistication</i>

567
00: 30: 19652 ->00: 30: 21485
<i> and the quality control</i>

568

00: 30: 21786->00: 30: 23787
<i> and the way they have</i>

<i> the manufacturing</i

569
00: 30: 23789->00: 30: 25,189
<i>was really professional.</i>

FEIANI IR 1, 2 FATVF RS AT 7 RIS i 42 1) AR e b

W

570

00: 30: 26324 ->00: 30: 28926
It was not something,

you know, you just create

571
00: 30: 28928 ->00: 30: 30460
in a few months' time.

R ER U AR R R, EIARIRAIE RS, 720G,

572

00: 30: 30462 ->00: 30: 33197
This was a result

of a long process.

eSS SUR SIS

573

00: 30: 40305->00: 30: 43106
<i> A centrifuge,</i>

<i>you feed uranium gas</i>
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574

00: 30: 43108 ->00: 30: 46210
<i>in and you have a cascade,</i>
<i> thousands of centrifuges,</i>

575

00: 30: 46212->00: 30: 49213
<i> and from the other end</i>
<i>you get enriched uranium out.</i>

AL, ARG ETEN R, AR AN BT ARl Wi, RIS E

TR

576

00: 30: 49948 ->00: 30: 53951
<i> It separates uranium based on</i>
<i> spinning the rotors.</i>

EHE T IR TR

577

00: 30: 53953->00: 30: 57721
<i> It spins so fast,</i>

<i> 300 meters per second,</i>

578

00: 30: 57723 ->00: 31: 00757
<i> the same as</i>

<i> the velocity of sound.</i>

EHeHGE I R, RENEIA B RERD 300 0K, X5 I EEAR A

579
00: 31: 02126->00: 31: 03794
<i> These are tremendous forces</i>

580

00: 31: 03796->00: 31: 06730
<i>and as a result,</i>

<i> the rotor, it twists,</i>

581

00: 31: 06732->00: 31: 08899
<i> looks like a banana</i>

<i> at one point of time.</i>

XA BRI R, HERER T, £ EA, eREERE - REE.
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582
00: 31: 10301->00: 31: 11,869
So it has to be balanced

583

00: 31: 11871->00: 31: 15239
because any small vibration

it will blow up.

BTV AT, RONARAT/INI RS A 2 51 ke IR A

584

00: 31: 16641->00: 31: 18575
<i>And here comes another trouble.</i>
X AR B 55— BRI

585

00: 31: 18,877->00: 31: 21044
<i>You have to raise</i>

<i> the temperature</i>

586

00: 31: 21,046 ->00: 31: 24147

<i> but this very thin</i>

<i> rotor was...</i>

PRAIA TR SR, AHX AP AR R T2

587

00: 31: 24149->00: 31: 26183
<i> They are made from</i>

<i> carbon fiber,</i>

588

00: 31: 26185->00: 31: 28819
<i> and the other pieces,</i>

<i> they are made from metal.</i>

EANTHBREF AR, T3 HMRTER 70 2 v < il B o

589

00: 31: 29721->00: 31: 33223
When you heat

carbon fiber, it shrinks.

— BARMERRET 4EAS I, et A
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590

00: 31: 34325->00: 31: 36627
When you heat metal,

it expands.

— BRI E, sk,

591

00: 31: 36995->00: 31: 40030
So you need to balance not only
that they spin,

592

00: 31: 40032->00: 31: 43166
they twist,

but this temperature behavior
BT, T EE A X R R

593

00: 31: 43168->00: 31: 45402
<i>in such a way that</i>

<i> it doesn't break.</i>

FITBL, AR EP AR BTN IER,, XA R, EAS .

594

00: 31: 45404 ->00: 31: 47604
<i> So this has to be</i>

<i> very precise.</i>

JIT AIZ 6 A5 E H S 1 o

595

00: 31: 48106 ->00: 31: 50574
<i> This is what makes them</i>

<i> very difficult to manufacture.</i>
TR EATTEE A DA 3 1) SR A

596

00: 31: 50576 ->00: 31: 53243
You can model it,

you can calculate it,

597
00: 31: 53245->00: 31: 55712
but at the very end,
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it's actually based

598
00: 31: 55714 ->00: 31: 58348
on practice and experience.

PR, FRATATHEE, (HUER,

599

00: 31: 58350 ->00: 32: 01652
Soit'sa..

It's a piece of art, so to say.

P AIZ & — .

ATLLX A, Bt EAR M.

600
00: 32: 12,131->00: 32: 17768
Man
FN:

601

00: 32: 42593 ->00: 32: 44928
Heinonen:<i> Iranians are very</i>
<i> proud of their centrifuges.</i>

B SEhR BRI T S ML

T AR ABATT B oL i JR B AR

602

00: 32: 44930->00: 32: 47898
<i> They have a lot of</i>

<i> public relations videos</i>

603

00: 32: 47900->00: 32: 51635
<i> given up always in April</i>

<i> when they have what they call</i>

604
00: 32: 51637 ->00: 32: 53136
<i> a national nuclear day.</i>

£ 4 A, BRI A E PR P, ARITRR 2 A3 RE il 2 8t 4.

605

00: 32: 54138->00: 32: 57641
Man:

TN
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606

00: 33: 07453 ->00: 33: 10821
Kiyaei:<i> Ahmadinejad came into</i>
<i> his presidency saying</i>

607

00: 33: 10,823 ->00: 33: 13423
if the international community
wants to derail us

608
00: 33: 13,425->00: 33: 15092
we will stand up to it.

FrEYR: WNEERIMB S S ATE, R E S EINLRAT, Hca/EER.

609

00: 33: 16,160 ->00: 33: 18862
If they want us to sign more
inspections

610

00: 33: 18864 ->00: 33: 22132
and more additional protocols

and other measures,

611

00: 33: 22134 ->00: 33: 24,868

no, we will not.

We will fight for our rights.

A0 FARAT T L FRATTRE 2 B 22 HOA B0 E 3R B8 22 B BRI UCE T HAm I AL B35, A, RATA
SRR JA28E SRR .

612

00: 33: 26105->00: 33: 29172
<i> Iran is a signature to nuclear</i>
<i> non-proliferation treaty,</i>

613

00: 33: 29174 ->00: 33: 32776
<i>and under that treaty, Iran has</i>
<i>aright to a nuclear program.</i>

PIIREE TR R, ERAKAT, PR LA R
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614

00: 33: 33344->00: 33: 36813
<i>We can have enrichment.</i>
<i>Who are you, world powers,</i>

FATTLA A A FR2HE? {5 KE?

615

00: 33: 36815->00: 33: 39282
<i>to come and tell us that we</i>
<i> cannot have enrichment?</i>

FREVRERATI A A RESIH A ?

616
00: 33: 39650->00: 33: 41385
This was his mantra,

617

00: 33: 42,120 ->00: 33: 45489
and it galvanized

the public.

R S, R RAR

618
00: 33: 49060 ->00: 33: 51461
Sanger:<i> By 2007, 2008,</i>

619

00: 33: 51463->00: 33: 53964
<i>the U.S. government</i>
<i>was in a very bad place with</i>

620
00: 33: 53966 - >00: 33: 55265
<i> the iranian program.</i>

M. BT 2007, 2008 £, S EBUG AP IR AR — MR A5 .

621
00: 33: 56,234 ->00: 33: 58335
<i> President bush recognized</i>

622
00: 33: 58337->00: 34: 00971
<i> that he could not even</i>
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<i>come out in public</i>

623

00: 34: 00973 ->00: 34: 03473
<i> and declare that the iranians</i>
<i>were building a nuclear weapon,</i>

KELGAH AN T EEEAREE AT G HE NS, b E AR P EAEHE R EAS

624

00: 34: 03475->00: 34: 05308
<i> because by this time,</i>

<i> he had gone through</i>

625
00: 34: 05310 ->00: 34: 08612
<i> the entire wmd fiasco in Iraq.</i>

DN BB AN, A2 T P s A KR A IR AR 12 I

626

00: 34: 09313 ->00: 34: 11581
He could not really take

military action.

MBI H R FE AT 3

627

00: 34: 11583 ->00: 34: 13984
<i> Condoleezza rice said to him</i>
<i> at one point,</i>

PRI s b, FEAESRITS J0 i i -

628

00: 34: 13986 ->00: 34: 17387
<i> "you know, Mr. president,</i>
<i> | think you've invaded</i>

629

00: 34: 17389->00: 34: 21058
<i>your last Muslim country,</i>
<i> even for the best of reasons."</i>

“ORENIE, WAL EGYed, EMER DLRIFR I, RAERBOERAR] T IRE S AR

%o EL)

630
00: 34: 22894 ->00: 34: 25095
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<i> He didn't want to let</i>
<i> the Israelis</i>

631
00: 34: 25097 ->00: 34: 26930
<i> conduct a military operation.</i>

AR LS R IV EFAT ) .

632

00: 34: 27265->00: 34: 33003

It's 1938, and Iran is Germany

and it's racing...

1938 FE MBI 2L E . B IEEMIZ.......

633

00: 34: 33838->00: 34: 36440
To arm itself

with atomic bombs.

634

00: 34: 37041->00: 34: 40610
Iran's nuclear ambitions

must be stopped.

N7 HE TR A O, IR RO S B

635

00: 34: 41279->00: 34: 46016

They have to be stopped.

We all have to stop it, now.

EATLAFF RN FATTEAEA L R BT B 21 1

636

00: 34: 46018 ->00: 34: 48618
That's the one message

i have for you today.

MRS RELVRIRIITH R -

637
00: 34: 48620->00: 34: 50520
- Thank you.

- Ut

638
00: 34: 50522 ->00: 34: 53390
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Israel was saying
they were gonna bomb Iran.
DA B AT 2 2 S M R B

639

00: 34: 53392 ->00: 34: 56593
And the government here

in Washington

640

00: 34: 56595->00: 34: 58962
did all sorts of scenarios

about what would happen

641
00: 34: 58964 ->00: 35: 01531
if that Israeli attack occurred.

AT BRI T BURT R T4 LA SIS T 7T REA 25 M I DL T 2% REX T 56

642

00: 35: 01933->00: 35: 04101
They were all

very ugly scenarios.

HATIHR 2 b AR A B0

643

00: 35: 04103->00: 35: 07104
Our belief was that if

they went on their own

644
00: 35: 07106 ->00: 35: 08905
knowing the limitations...

FATHIE A, WRMATE SREIZ RS

645

00: 35: 08907 ->00: 35: 10807
No, they're a very good

air force, all right?

A ABITRAR RIS ZE? XFIE?

646
00: 35: 11142 ->00: 35: 13210
But it's small
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and the distances are great

647

00: 35: 13,212->00: 35: 15612

and the target's disbursed

and hardened, all right?

B EAR/N R 2R K5 H AR AR, X ?

648

00: 35: 16614 ->00: 35: 19,182
If they would have

attempted a raid

649
00: 35: 19884 ->00: 35: 21618
on a military plane,

U SRARATT A 2R 2 L

650

00: 35: 21919->00: 35: 24721
we would have been assuming that
they were assuming

FATRHAECE AT R 1

651

00: 35: 24723->00: 35: 27,290
we would finish

that which they started.

AT 56 A AT 4 B0 A

652

00: 35: 27292->00: 35: 29,926
In other words,

there would be many of us

653

00: 35: 29928 ->00: 35: 31962

in government thinking that

the purpose of the raid

Wt iU, A RZIATEUFX TR HWNERE,

654
00: 35: 31964 ->00: 35: 34498
wasn't to destroy
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the iranian nuclear system,

B I A ZERIA T I R S8

655

00: 35: 34500->00: 35: 38168
but the purpose of the raid

was to put us at war with Iran.

656

00: 35: 39103 ->00: 35: 41138
Israel is very much

concerned about

657

00: 35: 41140->00: 35: 43807

Iran's nuclear program,

more than the United States.

DNGRTIE| SRR A= [Fi0f 37 | P S Y - $un s SRR

658

00: 35: 43809 ->00: 35: 46576

It's only natural because

of the size of the country,

XRRARE, EOYLLEHIE LA A R,

659

00: 35: 46578 ->00: 35: 48979
because we live in this
neighborhood,

R = (BRI OC &R

660

00: 35: 48981->00: 35: 52616
America lives thousands and
thousands miles away from Iran.

1117 56 [ &0 PR P B AT L

661

00: 35: 52618 ->00: 35: 56253
The two countries agreed on

the goal.

P ) H R — 2

662
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00: 35: 56521 ->00: 35: 59289
There is no page between us

663

00: 35: 59291 ->00: 36: 04628
that Iran should not have

a nuclear military capability.

AT N AT ARAR 5% T 7 BHAS S G 4% 2 e 0 (0 A5 T S A

664
00: 36: 04630->00: 36: 06630
There are some differences

665

00: 36: 06632 ->00: 36: 08999
on how to...

How to achieve it

666
00: 36: 09001 ->00: 36: 11301
and when action is needed.

AFEERWATINS , ARG 25, 00 ) 25 Se B A bR B 3RATTAAAE — 22

667

00: 36: 20811->00: 36: 23213
Yadlin:<i> We are taking</i>

<i> very seriously</i>

668

00: 36: 23215->00: 36: 25,949
leaders of countries who call to

the destruction

669
00: 36: 25951->00: 36: 28585
and annihilation of our people.

AR FRATTIEAEAR A TR 75 B BSOR AN TR R 3 AR R B

670
00: 36: 28786 ->00: 36: 31288
If Iran will get

nuclear weapons,

671
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00: 36: 31290->00: 36: 32756
now or in the future...

A BAE BB A RN T R oo

672

00: 36: 33724 ->00: 36: 36560
It means that for the first time

in human history

REWE, NRAEES K

673

00: 36: 37361 ->00: 36: 40063
islamic zealots,

religious zealots,

674
00: 36: 40731->00: 36: 43066
will get their hand on

675

00: 36: 43068 ->00: 36: 46036
the most dangerous,

devastating weapons,

I AT 7 SRBIE RS EIRE BT . ORI RS

676

00: 36: 46038 ->00: 36: 48805
and the world should

prevent this.

171 4t S 2 B LB X A A R A

677

00: 36: 50975->00: 36: 54744
Samore:<i> The Israelis believe</i>
<i> that the iranian leadership</i>

PSR LSS T =

678

00: 36: 54746 ->00: 36: 57681
<i> has already made the decision</i>
<i> to build nuclear weapons</i>

679
00: 36: 57683 ->00: 36: 59583
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<i> when they think</i>
<i> they can get away with it.</i>
— HABATTADY AT AR AR ST, e 2 A3 A s R R

680

00: 36: 59984 ->00: 37: 02752
<i> The view in the U.S.</i>

<i> is that the iranians</i>

1117 55 [ FRD 08 o U 2 A BN

681

00: 37: 02754 ->00: 37: 04921
<i> haven't made that</i>

<i> final decision yet.</i>

H AT I A Al e

682

00: 37: 05890 ->00: 37: 07824
To me, that doesn't make

any difference.

XF A, IR FFAAFAEATAT X ] o

683

00: 37: 07826 ->00: 37: 09559
I mean, it really doesn't make

any difference,

IR, KEAEAERX A,

684

00: 37: 09561 ->00: 37: 12729
and it's probably unknowable,
unless you can put, you know,
XATRERANATENN), BRIEIRAEDL,

685

00: 37: 12731->00: 37: 16099
supreme leader khamenei

on the couch and interview him.

PRAE 5 e do e e g P AR AR BIVD % B JRS HHTR

686

00: 37: 16101->00: 37: 19035
<i> | think, you know,</i>

<i> from our standpoint,</i>
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LA, IRtsniE,
MIBATHIf KT

687

00: 37: 19037 ->00: 37: 21671
<i> stopping Iran from getting</i>
<i> the threshold capacity</i>

688

00: 37: 21673 ->00: 37: 24808
<i> is, you know,</i>

<i> the primary policy objective.</i>

BEL LE B BSR4 A% s 13 RN T A 702 AT 3 ZE UK H

689

00: 37: 26110->00: 37: 28211
<i> Once they have</i>

<i> the fissile material,</i>

— BB EAR TR RL

690

00: 37: 28213->00: 37: 30614
<i> once they have the capacity to</i>
<i> produce nuclear weapons,</i>

— BRI e Ao fiE A as

691
00: 37: 30616 ->00: 37: 31982
<i> then the game is lost.</i>

IR ARIEE A T

692

00: 37: 37788->00: 37: 39589
Hayden:<i> President bush once said</i>
<i>to me, he said,</i>

. SREE g S axt Juid, b,

693

00: 37: 39591 ->00: 37: 42692
<i>"Mike, | don't want any</i>

<i> president ever to be faced</i>

694
00: 37: 42694 ->00: 37: 46730
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with only two options,
bombing or the bomb."

I, WA EMAEM B GEHA G T PIAERE: S AEEET,

695

00: 37: 46732 ->00: 37: 47964
Right?

eI 2

696

00: 37: 47966 ->00: 37: 51534
He... he wanted options that...

That made it...

... A AEEE AR T

XEEE..

697

00: 37: 51736->00: 37: 54704
Made it far less likely

he or his successor

XAt ml At ) AT BE AN T g

698

00: 37: 54706->00: 37: 57,240
Or SUCCessors

would ever get to that point

B T ORMIAMEE R KA S EIX—

699

00: 37: 57242 ->00: 37: 58875
where that's...

That's all you've got.

A ...

R VR A 2 o

700

00: 37: 59210->00: 38: 02846
We wanted to be energetic enough
in pursuing this problem

A1 BEA LI TR 1R P IXAS ]

701
00: 38: 03214->00: 38: 06216
that... that the Israelis would
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certainly believe,

SISV IDNE PN ER TR

702

00: 38: 06218 ->00: 38: 07417
"yeah, we get it."

R, BATHE.”

703

00: 38: 07419 ->00: 38: 09552
The intelligence cooperation
between Israel

704

00: 38: 09554 ->00: 38: 12989

and the United States

is very, very good.

DAt B N3 [ 1 R H 2 TR B SRR 0

705

00: 38: 13758 ->00: 38: 16059
<i> And therefore, the Israelis</i>
<i> went to the Americans</i>

Pk, BLEs AR SR E A

706

00: 38: 16061->00: 38: 19663
<i> and said, "okay, guys,</i>

<i>you don't want us to bomb Iran.</i>

Yi: “HFIE, AT, ARAIARBLEIRATTE

707

00: 38: 19,665->00: 38: 22,832
<i>Okay, let's do it differently."</i>
g, AERATME AR

708

00: 38: 23334 ->00: 38: 26903
<i> And then the American</i>

<i> intelligence community started</i>

709
00: 38: 26905->00: 38: 28605
<i> rolling in joint forces</i>
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710

00: 38: 28,607 ->00: 38: 30573
<i> with the Israeli</i>

<i> intelligence community.</i>

Bk, RETEIRALUT IR OSSR A IR SR AT .

711

00: 38: 31242 ->00: 38: 35245
One day a group of intelligence

and military officials showed up

712

00: 38: 35946 ->00: 38: 37881

in president bush's office

—R, —HEIRALNE RAMERE QAL T SG A=,

713

00: 38: 38482->00: 38: 40016
and said,

"sir, we have an idea.

YE: “Jek, BATA M.

714

00: 38: 41152->00: 38: 42485
It's a big risk.

EAFEIR KR XK -

715

00: 38: 43020->00: 38: 44821
It might not work,

but here it is."

B TTAE, HAEXE TR,

716

00: 38: 52363 ->00: 38: 55999
Langner:<i> Moving forward in</i>
<i> my analysis of the codes,</i>

22N BIARSHEAT RS AW 7 AT,

717

00: 38: 56001 ->00: 39: 00036
<i> | took a closer look</i>

<i> at the photographs</i>
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T IX el A7 d—F&

718
00: 39: 00038 ->00: 39: 01871
<i> that had been published</i>

719

00: 39: 01873 ->00: 39: 06643
by the iranians themselves

in a press tour from 2008

#i A2 BN B S 2008 I AGH0 B 2 A7 BR3HT Fl Z iR EAY

720

00: 39: 06645 ->00: 39: 09779
<i> of ahmadinejad</i>

<i> and the shiny centrifuges.</i>
SCWE I A B AN A S R RO L

721

00: 39: 12,183 ->00: 39: 14050
Sanger:<i> Well, photographs</i>
<i> of ahmadinejad</i>

722

00: 39: 14,052 ->00: 39: 16853
<i> going through</i>

<i> the centrifuges at natanz</i>

723

00: 39: 16,855->00: 39: 20290
<i> had provided some</i>

<i> very important clues.</i>

b WY, NS N BUEAE AN 2A AR B DAL T SR AL T R AR

124

00: 39: 20,991 ->00: 39: 23193
There was a huge amount

to be learned.

MARTELZ T KR A

725

00: 39: 31502->00: 39: 34,304
<i> First of all </i>

<i> those photographs showed</i>
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B, XM RN

726

00: 39: 34306 ->00: 39: 37640
<i> many of the individuals</i>
<i>who were guiding ahmadinejad</i>

727

00: 39: 37642 ->00: 39: 38808

<i> through the program.</i>

AYFZ NI A B AEAZ TR H R R

728

00: 39: 38810 ->00: 39: 41411
<i> And there's one very famous</i>
<i> photograph that shows</i>

Horph g —skAEH A4 IR 2R

729

00: 39: 41413 ->00: 39: 43413
<i> ahmadinejad being shown</i>
<i> something.</i>

S I A P DA I AR R — LR RV .

730

00: 39: 43415->00: 39: 45982
<i>You see his face, you can't see</i>
<i>what's on the computer.</i>

RN T iZi5 30 .

PReEFE BIMIRL, (EURE AR R B2t 4

731

00: 39: 45984 ->00: 39: 49419
<i> And one of the scientists</i>
<i> who was behind him</i>

732

00: 39: 49421->00: 39: 51821
<i> was assassinated</i>

<i> a few months later.</i>

3t 7 At e T AR X P — R AE T LA A B AR T .

733
00: 39: 56193 ->00: 39: 57927
Langner:<i> In one of</i>
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<i> those photographs,</i>

AN AERREEI R K E,

734

00: 39: 58195->00: 40: 01531
you could see parts

of a computer screen.

PRAT LA 21 FL 57 e R 7 0 7

735
00: 40: 01533 ->00: 40: 04,100
We... we refer to that as a scada screen.

BA..... AR RAE N SCADA (A RERG) MBE%E.

736

00: 40: 04102 ->00: 40: 07070
<i> The scada system is basically</i>
<i> a piece of software</i>

737
00: 40: 07072 ->00: 40: 08671
<i>running on a computer.</i>

W% ARG — AP AL A AR T SN 1B AT

738

00: 40: 08673 ->00: 40: 12,275
<i> It enables the operators</i>

<i> to monitor the processes.</i>

EAEAFHRAT ST DO EREEAT M .

739

00: 40: 13277->00: 40: 17414
What you could see

when you look close enough

LIRE R HATX KK, IREEE F

740

00: 40: 17948 ->00: 40: 22285
<i>was a more detailed view</i>
<i> of the configuration</i>

— VR AL

741
00: 40: 23087 ->00: 40: 26389
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<i> there were these six groups</i>
<i> of centrifuges</i>
KA B L AL S A4

742

00: 40: 26391 ->00: 40: 29826
<i>and each group</i>

<i> had 164 entries.</i>
TANHA 164 T

743

00: 40: 30394 ->00: 40: 31961
And guess what?

RAFIZ AT A2

744

00: 40: 32263 ->00: 40: 34597
That was a perfect match

to what we saw

745

00: 40: 34599 ->00: 40: 35965

in the attack code.

R PATHE LAY B WL B4R 576 3£ UL AC .

746

00: 40: 37301->00: 40: 40703
<i> It was absolutely clear</i>

<i> that this piece of code</i>

X BB 40 .

747

00: 40: 40705->00: 40: 44274
<i>was attacking an array</i>

<i> of six different groups</i>

EAEAER A AN AN FE ARG RS -

748

00: 40: 44276 ->00: 40: 48111
<i> of, let's just say,</i>

<i> thingies, physical objects,</i>

HATA R, — PRI, W,

749
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00: 40: 48113->00: 40: 54017
<i>and in those six groups,</i>
<i> there were 164 elements.</i>

FEXRX NN, A7 AE 164 T,

750

00: 40: 57721->00: 41: 00056
Gibney: Were you able to do

any actual physical tests?

TN VRAE LS SR ) ) BRI A 2

751

00: 41: 00058 ->00: 41: 02292
Or it was all just

code analysis?

R IEX— ) AR 7 #r 2

752
00: 41: 02294 ->00: 41: 04227
Yeah, so, you know,

we obviously

e, Frel, YREIE,
AT

753

00: 41: 04229->00: 41: 07297
couldn't set up our own sort
of nuclear enrichment facility.

TR AT H SRR G B -

754

00: 41: 07465->00: 41: 09766
So... but what we did was

we did obtain some plcs,

P UL SRATTIT R AR BSR4 21 7 28 ple (1

755

00: 41: 09768 ->00: 41. 11000
the exact models.

5.

756
00: 41: 18175->00: 41: 20577
<i>We then ordered an air pump,</i>
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<i> and that's what we used</i>
IRIGEATT I T — R,
XA MER T

757

00: 41: 20579 ->00: 41: 22245
<i> sort of as our sort of</i>

<i> proof of concept.</i>
VENIRA T B AL 90 UE F

758

00: 41: 23080->00: 41: 24814
O'murchu:<i> We needed</i>

<i> a visual demonstration</i>
O'murchu: AT EE AT A4k R

759

00: 41: 24816->00: 41: 27016
<i> to show people</i>

<i> what we discovered.</i>

KENATEREATHITAR I -

760

00: 41: 27318 ->00: 41: 29352
So we thought of different

things that we could do,

PRIk, BATEE T BATREMAIA R F 1

761

00: 41: 29354 ->00: 41: 31488
and we... we settled

on blowing up a balloon.

SRJE B L. FRATIAE TR ) LG [RIWRAS SR —F

762

00: 41: 35826 ->00: 41: 37794
<i>We were able to write a program</i>
<i> that would inflate a balloon,</i>
AT LS — DR IR

763

00: 41: 37796 ->00: 41: 40697
<i>and it was set to stop</i>

<i> after five seconds.</i>
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EHRE N 5 P iF IR

764

00: 41: 50674 ->00: 41: 52442
<i>So it would inflate the balloon</i>
<i> to a certain size</i>

PRI, RIERE S 78 R RO,

765

00: 41: 52444 ->00: 41: 53943
<i> but it wouldn't</i>

<i> burst the balloon</i>

EBAZ L

766

00: 41: 53945->00: 41: 55378
<i>and it was all safe.</i>

X — VIR 22 4

767

00: 41: 55380->00: 41: 57480
And we showed everybody,

this is the code

768
00: 41: 57482->00: 41: 58715
that's on the plc.

M EAVERLGE A ANHRE PLC LRI,

769

00: 41: 59149 ->00: 42: 01117
<i> And the timer says,</i>

<i> "stop after five seconds."</i>

THR R, “ B E k.7

770

00: 42: 01352 ->00: 42: 02886
<i>We know that's</i>

<i>what's going to happen.</i>

PAVFITE S TR SR 2.

771
00: 42: 03487 ->00: 42: 05755
And then we would infect
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the computer with stuxnet,
IR 5 FRA T2 A2 P B i AL

772

00: 42: 06290 ->00: 42: 08558
<i> and we would</i>

<i> run the test again.</i>

AT IS AT AR o

773

00: 42: 39757 ->00: 42: 41357
Here is

a piece of software

774

00: 42: 41359->00: 42: 44327
that should only exist

in a cyber realm

KA RAAAE T M2 R R A -

775

00: 42: 44329->00: 42: 47430
and it is able to affect

physical equipment

776

00: 42: 47,432->00: 42: 51167
in a plant or factory

and cause physical damage.

I HE RN som B A B BB AR, AT i s B 35

777
00: 42: 51169->00: 42: 53236
Real-world physical destruction.

FLSL A F B RR o

778

00: 42: 57741->00: 43: 00410
<i> At that time, things became</i>
<i> very scary to us.</i>

FEMAIHE, AFRAKS, T 2B AT,

779
00: 43: 00412 ->00: 43: 02912
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<i> Here you had malware</i>
<i> potentially killing people</i>
EXH, JRATEREERA TR RN

780

00: 43: 02914 ->00: 43: 05214
and that was something that was
always Hollywood-esque to us

FE T RE 1R 335 B BORE i a1

781
00: 43: 05216 ->00: 43: 06382
that we'd always laugh at

782

00: 43: 06384 ->00: 43: 08418
when people made

that kind of assertion.

FATR R W NATT AT =

783

00: 43: 14024 ->00: 43: 16526
Gibney:<i> At this point, you had</i>
<i>to have started developing</i>

784

00: 43: 16528 ->00: 43: 19295
<i> theories as to</i>

<i> who had built stuxnet.</i>

mATE: X b, URTEEITIRIN A R UEREE T Stuxnet Ji BRI EEE .

785

00: 43: 20230->00: 43: 21798
It wasn't

lost on us that

786

00: 43: 21800->00: 43: 25034
there were probably

only a few countries

787
00: 43: 25036 ->00: 43: 27370
in the world that would want
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788

00: 43: 27372->00: 43: 30239

and have the motivation

to sabotage
EFIRAEIRATR KT, AEXAMEA B, AR R 8 E oA S LA A

789

00: 43: 30241->00: 43: 32375
Iran's nuclear enrichment

facility.

B BA PRI AR IR 4 B

790

00: 43: 32377 ->00: 43: 34277
The U.S. government

would be up there.

5% E BUR

FAETR L.

791

00: 43: 34279->00: 43: 36446
Israeli government certainly

would be... would be up there.
LB R

792

00: 43: 36448 ->00: 43: 38548
You know, maybe u.K.,

France, Germany,

PRFNIE, BVFPSEmE ., VAE . TEE,

793
00: 43: 38550->00: 43: 39983
those sorts of countries,

AR AL\ THIE 2K,

794

00: 43: 39985->00: 43: 42285
but we never found any

information that

795
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00: 43: 42287 ->00: 43: 45321
would tie it back 100 percent
to... to those countries.

{HIATHAREA ZIAAEAT(E B2 10006 S 45 [m] X L8 [H 5 b

796

00: 43: 45323 ->00: 43: 47256
There are no telltale signs.

B Wk BT

797

00: 43: 47258 ->00: 43: 49826
You know, the attackers don't

leave a message inside

TURNE, HliE A AR I TR

798

00: 43: 49828 ->00: 43: 51995
saying, you know,

"it was me."

Ui, PRENE, “XEdK.”

799

00: 43: 52896 ->00: 43: 56165

And even if they did,

all of that stuff can be faked.

RUAEARAT 6 1, BT i B RL R e A 8 O ik

800

00: 43: 56,500 - >00: 43: 59168
So it's very, very difficult

to do attribution

801

00: 43: 59170->00: 44: 00903
when looking at

computer code.

P LA AT TH SRR A, 250 R A R XE A o

802

00: 44. 01772->00: 44. 03306
Gibney: Subsequent work

that's been done

wATE: CAEMMIREE TR
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803

00: 44: 03308 ->00: 44: 05742
leads us to believe that

this was the work of

804

00: 44: 05744 ->00: 44: 07276

a collaboration between Israel

and the United States.

{EFRATARAE, LA B RNSE E 2 [MAAAE A 1R

805

00: 44: 07278 ->00: 44: 08344
Yeah, yeah.

S,

806

00: 44: 08346 ->00: 44: 09479
Gibney: Did you have

any evidence

807
00: 44: 09481 ->00: 44: 10747
in terms of your analysis

808

00: 44: 10,749->00: 44: 12749
that would lead you

to believe that

809
00: 44. 12,751 ->00: 44. 14083
that's correct also?

WARE: FE T, AR AT R R A VR AR (5 X A A A e ?

810

00: 44: 14085->00: 44: 16185
Nothing that | could

talk about on camera.

AN BLEEAT A LU -

811
00: 44: 17688 ->00: 44: 20,490
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Gibney:

Well, can I ask why?
Ijiljﬁ)ﬁz

SPIRL, R AT LA Sy 2

812

00: 44: 20492 ->00: 44: 22325
No.

ANHTEL,

813

00: 44:. 22,327 ->00: 44: 24027
Well, you can,

but | won't answer.

W, AREr LA, (HIRA .

814

00: 44: 26464 ->00: 44: 28765

Gibney: But even in the case

of nation-states,

FHAME: HE, HERARME - ITREERK,

815

00: 44: 28767 ->00: 44: 30266
I mean, one of

the concerns is...

HEEE, BBz 2.

816

00: 44: 30268 ->00: 44: 32402
Gibney:<i> This was beginning</i>
<i> to really piss me off.</i>

HAMfE: KRR IETHRE B

817

00: 44: 32,836 ->00: 44: 36172
<i>Even civilians with an interest</i>
<i> in telling the stuxnet story</i>

B 0F 752 P B A AT R Y 2 1

818

00: 44:. 36174 ->00: 44. 39108
<i> were refusing to address</i>
<i> the role of Tel Aviv</i>
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819

00: 44: 39110->00: 44: 42345

<i> and Washington.</i>

<i> But luckily for me,</i>

2B A AR ORI 4 AN Bl 1) £
EXF KD, EiBH)E,

820

00: 44: 42613 ->00: 44: 44447
<i>while D.C.</i>

<i>is a city of secrets,</i>

SRR URE X, RS 2 Ik

821

00: 44: 44782 ->00: 44: 46549
<i> it is also a city of leaks.</i>

B AR I

822

00: 44: 47017 ->00: 44: 48718
<i> They're as regular as</i>

<i> a heartbeat</i>

823
00: 44: 48720->00: 44: 50453
<i>and just as hard to stop.</i>

EAMRIEE OB, RMEE R,

824
00: 44: 51455->00: 44: 53022
<i> That's what | was counting on.</i>

AR HIE -

825

00: 44: 58196 ->00: 45: 01731

<i> Finally, after speaking to a</i>
<i>number of people on background,</i>

wJa, fEJa B L NI,

826

00: 45: 01733->00: 45: 04333
<i>| did find a way of confirming,</i>
<i> on the record,</i>
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827
00: 45: 04335->00: 45: 06202
<i> the American role in stuxnet.</i>

FRIB LT AR BN T —F ] U NS [ 7E 72 W08 2 F 0 h a7 s A i 75 5K

828

00: 45: 07171->00: 45: 09305
<i> In exchange for details</i>

<i> of the operation,</i>

N T ARSI 1A

829

00: 45: 09307 ->00: 45: 11374
<i> | had to agree to find a way</i>
WA A Z KRB — 7%

830

00: 45: 11,376 ->00: 45: 13676
<i> to disguise the source</i>

<i> of the information.</i>

KRy il DI

831

00: 45: 13,678 ->00: 45: 15445
- Gibney:<i> We're good?</i>

- Man:<i> We're on.</i>

wAfE: WA ?

By AT

832

00: 45: 17014 ->00: 45: 18681
Gibney:<i> So the first question</i>
<i> | have to ask you</i>

TAGSE: A IR R — A i)

833
00: 45: 18683 ->00: 45: 20083
<i> is about secrecy.</i>

RHETHHN.

834
00: 45: 20584 ->00: 45. 23653
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<i> | mean, at this point,</i>
<i> everyone knows about stuxnet.</i>
KWEEE, X5 L,

A NHIT UL RE M (Stuxnet) JiEE

835

00: 45: 23655->00: 45: 25321
<i>Why can't we talk about it?</i>
N ABAIABER IR EWE?

836

00: 45: 25823 ->00: 45: 27190
<i> It's a covert operation.</i>
BKINIZ & — AT S

837

00: 45: 27,192 ->00: 45: 28991
Gibney:<i> Not anymore.</i>
e MAES—FET .

838

00: 45: 28993 ->00: 45: 31294

<i> | mean, we know what happened,</i>
<i> we know who did it.</i>
IR, FATEERE THA,
FATHNTE X A UERL

839

00: 45: 31528 ->00: 45: 34230
<i>Well, maybe you don't know</i>
<i>as much as you think you know.</i>

G, PRI AR BT R IE AR VR A RIIE -

840

00: 45: 35032->00: 45: 37600
Gibney:<i> Well, I'm talking to you</i>
<i> because I want to</i>

wAE: W, BRI RO AR

841

00: 45: 37602 ->00: 45: 39001
<i> get the story right.</i>
AR IR o
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842

00: 45: 39003 ->00: 45: 40737
<i> Well, that's the same reason</i>
<i> I'm talking to you.</i>

W, IEREFFERIE A, BAEFIRIRE U .

843

00: 45: 43207 ->00: 45: 45007
Gibney:<i> Even though it's</i>
<i> a covert operation?</i>

FHAME: REXRWETH?

844

00: 45: 46043 ->00: 45: 49879

<i> Look, this is not</i>

<i> a snowden kind of thing, okay?</i>

W&, FRIFAREEE R HEE, 2

845

00: 45: 49881 ->00: 45: 51214
<i> | think what he did</i>

<i>was wrong.</i>

A A 2

846

00: 45: 51216 ->00: 45: 54350
<i> He went too far.</i>

<i> He gave away too much.</i>

fi AR T o

fih—EE R Z T

847

00: 45: 54852 ->00: 45: 56853
<i> Unlike snowden,</i>

<i> who was a contractor,</i>

5 i g AN,

RN,

848
00: 45: 56855->00: 45. 58621
<i> | was in NSA.</i>

A 2S5

849
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00: 45: 59256 - > 00: 46: 01457
<i> | believe in the agency,</i>

<i>so what I'm willing to give you</i>
M E 2=

BT AFRAR S = 5 YRR

850

00: 46: 01459 ->00: 46: 03092

<i> will be limited,</i>

<i> but we're talking</i>

RIS L 2 52 FR A1) £
HEATRIR

851

00: 46: 03094 ->00: 46: 04927
<i> because everyone's getting</i>
<i> the story wrong</i>

PR AR N W 28] g 2 i )

852

00: 46: 04929 ->00: 46: 06529
<i>and we have to get it right.</i>
HATHBAFIEE -

853

00: 46: 06531->00: 46: 08297
<i>We have to understand</i>

<i> these new weapons.</i>

FATL AT fifp ik e 7 s o

854

00: 46: 08299 ->00: 46: 09565
<i> The stakes are too high.</i>
RN

855

00: 46: 09567 ->00: 46: 10867
Gibney:<i> What do you mean?</i>
wA e XA AEE?

856

00: 46: 12970->00: 46: 1497?37
<i>We did stuxnet.</i>
BAVRE T M 3L (Stuxnet).
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857

00: 46: 16,140->00: 46: 17306
<i> It's a fact.</i>

SRR M

858

00: 46: 17,308 ->00: 46: 21043
<i> You know, we came</i>

<i> so fucking close to disaster,</i
PRENE,  FRATALE IR & A a2 3

859
00: 46: 21045->00: 46: 22,712
<i>and we're still on the edge.</i>

i HBRAIAE AL %%

860

00: 46: 24248 ->00: 46: 29318
<i> It was a huge multinational,</i>
<i> interagency operation.</i>

RRE-ANBERWEE. BTN,

861

00: 46: 30587 ->00: 46: 33289
<i> In the U.S. it was CIA </i>
TEREEHFRA CIA (hgerEHRD

862

00: 46: 33757->00: 46: 37226
<i> NSA, and the military</i>

<i> cyber command.</i>

v EZ2JE (NSA) FIZERN R 44 7] 43 o

863

00: 46: 37728 ->00: 46: 41397
<i> From britain, we used</i>

<i> Iran intel out of gchq,</i>

KRBT, AT LR R K GCHQ,

864

00: 46: 41999 ->00: 46: 43833
<i> put the main partner</i>
<i>was Israel.</i>




RNANEFREH (Zero Day) FEEIF

HEZE SRR LS.

865

00: 46: 43835->00: 46: 45334
<i> Over there,</i>

<i> Mossad ran the show,</i>

FEREL, FERS(E (LR IR dr)m) B,

866

00: 46: 45336 ->00: 46: 48070
<i> and the technical work</i>
<i>was done by unit 8200.</i>

[F] ISR AR I By 8200 A 7 58 B o

867

00: 46: 49006 - >00: 46: 52008
<i> Israel is really the key</i>

<i> to the story.</i>

DA A 3R AN Y O B

868

00: 46: 56446 ->00: 46: 59515

Melman: Oh, traffic in Israel

is so unpredictable.

MR MR, DL B SR 2 A A v Fe !

869

00: 47: 01618 ->00: 47: 04687

Gibney: Yossi, how did you get

into this whole stuxnet story?

FHAME: o, REEARBFEANTRM (Stuxnet) HERH)?

870

00: 47: 05856 ->00: 47: 08858
I have been covering

the Israeli intelligence

871

00: 47: 08860->00: 47: 11,160
in general, in the Mossad

in particular

872
00: 47: 11,162 ->00: 47: 14564




FiEFRA

(Zero Day) FHEIF

<i> for nearly 30 years.</i>
FE— RGN, (EEEREIE,
JuFORIT 30 4, F—E FH A LT I ER .

873

00: 47: 14965->00: 47: 18034
<i>In '82, | was a London-based</i>
<i> correspondent</i>

£ 1982 4, Bt A B EHBEREAIICE .

874

00: 47: 18036->00: 47: 21470
<i>and I covered a trial</i>

<i> of terrorists,</i>

FAOE R R 7 F A BT

875

00: 47: 21472->00: 47: 25775
<i>and | became more familiar</i>

<i> with this topic of terrorism,</i>

FORE M 32 XX — ARG T R,

876

00: 47: 25777->00: 47: 29946
<i>and slowly but surely, I</i>

<i> started covering it as a beat.</i>

1&g, REPPARR[EEMEE, HITMH/NORIEK T,

877

00: 47: 32816 ->00: 47: 35852
Israel, we live in

a very rough neighborhood

FELLEA, SRATMEAE — AR H IR 48 e 2

878

00: 47: 35854 ->00: 47: 38221
where the...

The Democratic values,

FEARHL...

ENERIXIERIN

879
00: 47: 38223 ->00: 47. 41524
western values, are Very rare.
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VU5 AU EAL, A2 AR B LAY o

880

00: 47: 41959 ->00: 47: 45862
But Israel pretends

to be a free, Democratic,
EUEIRR S — A R

881
00: 47: 45864 ->00: 47: 47930
westernized society,

PEAL I 2

882

00: 47: 48398 ->00: 47: 51,701
<i> posh neighborhoods,</i>

<i> rich people,</i>

AL A

883
00: 47: 51869 ->00: 47: 54871
<i> youngsters who are having</i>

884

00: 47: 54873 ->00: 47: 57907
<i> almost similar mind-set</i>

<i> to their American</i>

885

00: 47: 57909 ->00: 48: 00142
<i> or western European</i>

<i> counterparts.</i>

FRNAAHRGRE, URRT D FE LR B 4ERR .

886

00: 48: 00144 ->00: 48: 02879
<i> On the other hand,</i>

<i>you see a lot of scenes</i>

F—Ji, REEE BIRZ

887

00: 48: 02881 ->00: 48: 07083
<i> and events which resemble</i>
<i> the real middle east,</i>
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ANSABA ) S IE A 2R F A,

888

00: 48: 07085->00: 48: 12855
<i> terror attacks, s,</i>

<i> fanatics, religious zealots.</i>

Bz Wy 1 R TR BIEIAE

889

00: 48: 17,228 ->00: 48: 20329
I knew that Israel

is trying to slow down

JRRI DY T S

890
00: 48: 20331->00: 48: 21998
Iran's nuclear program,

PR T R,

891

00: 48: 22000 ->00: 48: 24,767
and therefore,

i came to the conclusion that

(A,

R HM R

892

00: 48: 24769 ->00: 48: 27937
if there was a virus

infecting Iran's computers,

WNRAT — RIS TR R

893

00: 48: 27939->00: 48: 33743
it's... it's one more element

in... in this larger picture

FERXKRKEF, K R ADNEIMZ TR

894
00: 48: 34444 ->00: 48: 36879
<i> based on past precedents.</i>

WRYEUE S, XK EF, XX R AN e g5t

895
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00: 48: 41452 ->00: 48: 4512771
Yadlin:
<i> 1981 | was an f-16 pilot,</i>
Yadlin:
1981 [ i, Pt —248 F-16 HFHL RAT IR,

896

00: 48: 45555->00: 48: 49058
<i> and we were told that,</i>

<i> unlike our dream</i>

FATIW R0,
AMGIRATH A AL

897

00: 48: 49060 ->00: 48: 52495
<i>to do dogfights</i>

<i> and to kill migs,</i>

S SRR

898

00: 48: 53063 ->00: 48: 56699
<i> we have to be prepared</i>

<i> for a long-range mission</i>

AT AN REATE 55 I 25

899
00: 48: 57367 ->00: 49: 00002
<i>to destroy a valuable target.</i>

RS DA OMERN Hbr.

900
00: 49: 00771->00: 49: 02471
<i> Nobody told us what is</i>

B NG JRHATI 242

901

00: 49: 02473 ->00: 49: 04874
<i> this very valuable</i>

<i> strategic target.</i>

AR AT U A 1 H AR

902
00: 49: 05876 ->00: 49: 09045
<i> It was 600 miles from Israel.</i>
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X PR L) 600 9 H,

903

00: 49: 10414 ->00: 49: 13883

So we train our self

to do the job,

BRI, FRATINZRIRATTE S 8 A,

904

00: 49: 13885->00: 49: 17720
which was very difficult.

No air refueling at that time.
KRR IR R o

FEABANI fige, VA7 25

905

00: 49: 18121 ->00: 49: 20189
No satellites

for reconnaissance.

WA PEFATHIE,

906
00: 49: 22,125->00: 49: 24527
Fuel was on the limit.

T AT BRI o

907

00: 49: 25095->00: 49: 27396
Pilot:<i> What?</i>

<i>Whoa! Whoa!</i>

AT HA?

HEL O

908

00: 49: 30334->00: 49: 31,734
Yadlin:<i> At the end of the day,</i>
TAERR: FE— RETHR,

909

00: 49: 32469 ->00: 49: 34203
<i>we accomplished</i>

<i> the mission.</i>

PATTERK T
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910
00: 49: 34,671->00: 49: 35,972
Gibney:<i> Which was?</i>

wAia: fafinn?

911

00: 49: 36440 ->00: 49: 39342
Yadlin:<i> To destroy</i>

<i> the Iraqi nuclear reactor</i>

Yadlin: HESBL A% S R HE o

912

00: 49: 39344 ->00: 49: 43179
<i> near Baghdad,</i>

<i> which was called osirak.</i>
Zealiak e il

A A B v T

913

00: 49: 43413 ->00: 49: 49452
And Iraq never was able

to accomplish

P s SRR 15 BE 56 A

914

00: 49: 49454 ->00: 49: 52021
its ambition to have

a nuclear bomb.

Bl A% A B L

915

00: 49: 54024 ->00: 49: 56625
Melman:<i> Amos yadlin,</i>

<i> general yadlin,</i>

ME/R & PTsTHIARAR, — MR AR AR,

916

00: 49: 56627 - >00: 49: 59428
<i> he was the head</i>

<i> of the military intelligence.</i>

b ZEF IRk

917
00: 49: 59830->00: 50: 03299
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<i> The biggest unit</i>
<i> within that organization</i>
e A SN L DA

918

00: 50: 03301->00: 50: 05101
<i> was unit 8200.</i>

& HL07 8200,

919

00: 50: 05802 ->00: 50: 08204
<i> They'd block telephones,</i>
<i> they'd block faxes,</i>
iA1= BH IR O,

AT 2 BE SR A%

920

00: 50: 08206 ->00: 50: 10373
<i> they're breaking</i>

<i> into computers.</i>

IR 2L

921

00: 50: 12,709 ->00: 50: 15,011
<i> A decade ago,</i>

<i> when yadlin became</i>
AR,

ERNAGYI N YRS

922

00: 50: 15013 ->00: 50: 16946
<i> the chief of</i>

<i> military intelligence,</i>

HWEHEIRKE,

923

00: 50: 17447 ->00: 50: 21951
<i> there was no</i>

<i> cyber warfare unit in 8200.</i>

1 8200, 4 I35 X458 5L

924
00: 50: 24888 ->00: 50: 28657
<i> So they started recruiting</i>
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<i> very talented people,</i>

T, MR FIRA A RN,

925

00: 50: 28659 ->00: 50: 31227
<i> hackers either</i>

<i> from the military</i>
HERKATETNERE

926

00: 50: 31229 ->00: 50: 33796
or outside the military

that can contribute

927

00: 50: 33798 ->00: 50: 36966
to the project of building

a cyber warfare unit.

o S BT 2R N A R AL F AR DT N

928

00: 50: 39703 ->00: 50: 44206
Yadlin:<i> In the 19th century,</i>

<i> there were only army and Navy.</i
WAER: 7E 19 e, FRATHA R .

929

00: 50: 44208 ->00: 50: 48010
<i> In the 20th century,</i>

<i>we got air power</i>

930
00: 50: 48012 ->00: 50: 49745
<i> as a third dimension of war.</i>

B 720 2, FAVA TS S =AY N R

931

00: 50: 50380->00: 50: 52348
<i> In the 21st century,</i>

1E 21 thad,

932

00: 50: 52350->00: 50: 55885
<i> cyber will be</i>

<i> the fourth dimension of war.</i>
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W0 2204 J 9 il S A 55 DU 4 2

933
00: 50: 56853 ->00: 50: 58387
<i> It's another kind of weapon</i>

BT RIEAE

934

00: 50: 58389 ->00: 51: 02992
and it is for unlimited range

in a very high speed

935

00: 51: 03393 ->00: 51: 05528
and in

a very low signature.

I HE BLAE S BRI AR F AR PR bn S AE o 2 e A G 30

936

00: 51: 05530->00: 51: 08064
So this give you

a huge opportunity...

FrbAIZ g5 TAR—AN BRI

937

00: 51: 09166 ->00: 51: 12435
<i> And the superpowers</i>

<i> have to change</i>

938

00: 51: 12437->00: 51: 14503
<i> the way we think</i>

<i> about warfare.</i>

R £ O I a0 23 5 A 0o o 4 R4 T =

939

00: 51: 16741->00: 51: 18774
Finally we are transforming

our military

940

00: 51: 18776->00: 51: 21,444
for a new kind of war

that we're fighting now...
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e, BATIELEY H AT IEAEBEAT b ) — Rl S 5 53 AT T ZE BN o

941
00: 51: 22913->00: 51: 24346
And for wars of tomorrow.

[ 04 T B R (R A T 2L

942

00: 51: 25682 ->00: 51: 27783
<i>We have made our military</i>
<i> better trained,</i>

A DL MR T A2 T L I,

943

00: 51: 27785->00: 51: 30686
<i> better equipped,</i>

<i> and better prepared</i>

Hoas 1 LTI A%

(CES IR SRiIE R

944

00: 51: 30688 ->00: 51: 33456
<i> to meet the threats</i>

<i> facing America today</i>

945

00: 51: 33458 ->00: 51: 35691
<i> and tomorrow</i>

<i>and long in the future.</i>

RN 56 FEIAE A TR B R B 18046 SR e W P B o

946

00: 51: 39463 ->00: 51: 42098
Sanger:<i> Back in the end</i>

<i> of the bush administration,</i>

b B 2IAG AT BURFEBLRAR

947

00: 51: 42,100->00: 51: 44033
<i> people within</i>

<i> the U.S. government</i>

Sk EBUF AR

948
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00: 51: 44035->00: 51: 47236
<i> were just beginning</i>
<i> to convince president bush</i>

IEFF AU RAT A 58

949

00: 51: 47238 ->00: 51: 50139
to pour money into

offensive cyber weapons.

R BT G BN B BNE R 2% mC A BT A

950

00: 51: 51108 ->00: 51: 54143
<i> Stuxnet started off</i>

<i> in the defense department.</i>

R R dL (Stuxnet) 7E [ 5 &85 AR .

951

00: 51: 54811->00: 51: 57113
<i> Then Robert gates,</i>

<i> secretary of defense,</i>

SR E B B MARY » 22K,

952

00: 51: 57581 ->00: 51: 59748
<i> reviewed this program</i>
<i>and he said,</i>

[l X —AR R, AR Ui,

953

00: 51: 59,750 ->00: 52: 01951
<i> "this program shouldn't be</i>
<i> in the defense department.</i>

IR AL AE [ R T AT

954

00: 52: 01953 ->00: 52: 04453
<i> This should really be under</i>
<i> the covert authorities</i>

955

00: 52: 04455->00: 52: 06288
<i> over in</i>

<i> the intelligence world."</i>
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TR SN AE S TR IR B R R 2 R

956

00: 52: 07257 ->00: 52: 10,392
<i> So the CIA was</i>

<i> very deeply involved</i>

957
00: 52: 10394 ->00: 52: 11861
<i> in this operation,</i>

BTl fEMEAES, PRRIEFRANS S T HH

958

00: 52: 12162 ->00: 52: 14,797
<i> while much of</i>

<i> the coding work was done</i>

959

00: 52: 14,799 ->00: 52: 17199
<i> by the</i>

<i> national security agency</i>

960

00: 52: 17,400->00: 52: 20469
<i>and unit 8200,</i>

<i> its Israeli equivalent,</i>

961

00: 52: 20471->00: 52: 24306
<i> working together with a newly</i>
<i> created military position</i>

962

00: 52: 24308->00: 52: 26642

<i> called U.S. cyber command.</i>

TR B gt TAE T4 i [ 5K 2 4 )R R AL 8200 58/ 1, -5 BAE IS ARG — RS AR
AT, DAHAI BRI ZE S A gebc oy 36 E 4 ] 207

963

00: 52: 27444 ->00: 52: 31647
<i>And interestingly, the director</i>
<i>of the national security agency</i>

BN, HRZeERKFK
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964

00: 52: 31649->00: 52: 34250
would also have

a second role

director

e n Mt

965

00: 52: 34252 ->00: 52: 37987
as the commander

of U.S. cyber command.

1E 93 B W 28w A P45 1 -

966

00: 52: 38455->00: 52: 42124
<i>And U.S. cyber command</i>
<i> is located</i>

5[ 4 7 4 L T

967

00: 52: 42126->00: 52: 45995
<i> at fort Meade in the</i>

<i> same building as the NSA.</i>

55 [ 22 JR AR KA B2 1) ] — MR OR AR L

968

00: 52: 50200->00: 52: 52,234
Col. Gary d. Brown:

<i> | was deployed for a year</i>

IR B MERHE T —4F

969

00: 52: 52502 ->00: 52: 55671
<i>giving advice on air operations</i>
<i> in Iraq and Afghanistan,</i>

FEPRL AR i, s ssR A AR 55

970
00: 52: 55673 ->00: 52: 58507

<i>and when | was returning home</i>

<i> after that,</i>

FEMRZJa, S )5

971
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00: 52: 58509 ->00: 53: 00509
<i> the assignment | was given</i>
<i>was to go</i>

972
00: 53: 00511->00: 53: 01944
<i>to U.S. cyber command.</i>

Ftle 73 BE 211 5 [ 0 2% 7] 4 B o

973

00: 53: 03113 ->00: 53: 04680
Cyber command is a...

PR 28 7] - — A

974

00: 53: 04981 ->00: 53: 08350
Is the military command

that's responsible for

975

00: 53: 08352 ->00: 53: 11387
essentially the conducting

of the nation's military affairs

976
00: 53: 11389->00: 53: 12788
in cyberspace.

T T HE, B SR b RN A R % 2 [ A 1 R O AT R A

977

00: 53: 13290->00: 53: 15691
<i> The stated reason</i>

<i> the United States</i>

978

00: 53: 15693 ->00: 53: 17,860
<i> decided it needed</i>

<i>a cyber command</i>

979
00: 53: 17862 ->00: 53: 21063

<i> was because of an event called</i>

<i> operation buckshot yankee.</i>

I [ P BOL 28 F] 2 R IR AR E R A A B, X PUITIER “MRE AT al” F1F.
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980

00: 53: 21531->00: 53: 23132
Chris inglis:

<i> In the fall of 2008,</i>

o LT o SRR 7E 2008 fEHIRKR,

981

00: 53: 23134->00: 53: 25968
<i> we found some</i>

<i> adversaries inside</i>

982
00: 53: 25,970->00: 53: 27570
<i> of our classified networks.</i>

FEAT 73 I, AT T AR T RSO

983
00: 53: 28505->00: 53: 30072
While it wasn't completely true

984

00: 53: 30074 ->00: 53: 32675
that we always assumed that

we were successful

985

00: 53: 32677->00: 53: 34410
at defending things

at the barrier,

BIRBATR I NBAEE BRI, (HEEL IR 2R E M.

986

00: 53: 34412->00: 53: 36579
at the... at the kind of

perimeter that we might have

987

00: 53: 36581 ->00: 53: 38581
between our networks

and the outside world,

988
00: 53: 38583 ->00: 53: 40649
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there was a large confidence

989

00: 53: 40651->00: 53: 42818

that we'd been

mostly successful.

FEFRATITIHAT £ X 28 A1 A1 Fe 2 18], o6 R SRR AE A BRI S O—— AT C @ FE A
FRTII M o

990

00: 53: 43153 ->00: 53: 44720
But that was a moment in time
when we came to

991

00: 53: 44722 ->00: 53: 48290

the quick conclusion that it...

It's not really ever secure.

B, SaER—Z%1, AMERIF IS0
KIFAREIER 24,

992

00: 53: 49159 ->00: 53: 51860
<i> That then accelerated</i>

<i> the department of defense's</i>

993

00: 53: 51862 ->00: 53: 53429
<i> progress towards</i>

<i> what ultimately</i>

994
00: 53: 53431->00: 53: 54563
<i> became cyber command.</i>

RN E G5 AR A e, B RO T & ] 3T

995
00: 53: 57867 ->00: 53: 59068
Good morning.

B Egf.

996
00: 54: 00370->00: 54: 01570
Good morning.
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g,

997

00: 54: 01738 ->00: 54: 03806

Good morning, sir. Cyber has

one item for you today.

BEAF, S SRME A —MREIEHE .

998

00: 54: 04274 ->00: 54: 05941
Earlier this week,

antok analysts

A S R, 23 #r )il Antok

999

00: 54: 05943 ->00: 54: 08277
detected a foreign adversary

using known methods

R 2] — A MR EON IR SR A

1000

00: 54: 08279 ->00: 54: 10112
to access the U.S.

military network.

Vi 17 2 [ 2 S 4%

1001

00:54:10,580 --> 00:54:12,181
We identified

the malicious activity

1002

00:54:12,183 --> 00:54:14,116
via data collected through

our information assurance

1003

00:54:14,118 --> 00:54:15,618
and signals from

intelligence authorities

1004
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00:54:15,620 --> 00:54:17,786
and confirmed
it was a cyber adversary.

FATIE AL AT SR B8 1A 0 3 1 WA AR B4R O B ok C B ANIE S UG AT 32
RESGIEIN IR

1005

00:54:17,788 --> 00:54:20,456

We provided data to our

cyber partners within the dod...

TATE LU HBFEIR Btes 1 BRI 2% S AE KA.

1006

00:54:20,458 --> 00:54:22,725
You think of NSA

as an institution

1007

00:54:22,727 --> 00:54:25,594
that essentially uses

its abilities in cyberspace

21z HH M2 23 (B 1 Re 1%

1008

00:54:25,962 --> 00:54:28,364
to help defend communications
in that space.

PRIN SN [ 5 22 4 R A — LA L R a2 2 1] ) (33 15

1009

00:54:28,698 --> 00:54:30,633
<i> Cyber command extends</i>
<i> that capability</i>

1010

00:54:30,635 --> 00:54:34,003

<i> by saying that they will then</i>
<i> take responsibility to attack.</i>

5 FE X 2% ] AR AN B FRALATTR IR A DT

1011
00:54:35,472 --> 00:54:38,474
Hayden:<i> NSA has no</i>
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<i> legal authority to attack.</i>

e SCHEE K %4/ IAUR B i o

1012

00:54:38,476 --> 00:54:40,709
<i> It's never had it,</i>

<i> | doubt that it ever will.</i>

56 F X 4 Ji th MORBCE #EAT I Moy, F— BN RO PR B

1013

00:54:41,211 --> 00:54:43,279
It might explain why

U.S. cyber command

1014

00:54:43,281 --> 00:54:44,980
is sitting out at

fort Meade on top of

1015

00:54:44,982 --> 00:54:46,715

the national security agency,

ECVFAT L A4 56 [ X 248 W) 4B S A R BE B 1) [ 2K 24 Rl 2 L

1016

00:54:46,717 --> 00:54:49,485
because NSA has the abilities

to do these things.

BRI N [ 28 224 R A e X S 2R 1 .

1017

00:54:49,786 --> 00:54:52,588

Cyber command has the authority

to do these things.

1T 19X 4% ) 2 B8 A7 0K L5 S 15 AR

1018

00:54:52,590 --> 00:54:55,824
And "these things" here

refer to the cyber-attack.

X HEAE RN B M 28 B

1019
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00:54:55,826 --> 00:54:57,860
This is a huge change

1020

00:54:58,495 --> 00:55:02,164
for the nature of

the intelligence agencies.

HUEIRBUR RV BT 5 X — N E R A L.

1021

00:55:02,599 --> 00:55:05,401
<i> The NSA was supposed</i>
<i> to be a code-making</i>

1022
00:55:05,403 --> 00:55:07,770
<i> and code-breaking operation</i>

1023

00:55:07,772 --> 00:55:11,940

<i> to monitor the communications</i>
<i> of foreign powers</i>

1024
00:55:11,942 --> 00:55:13,342
<i> and American adversaries</i>

1025

00:55:13,344 --> 00:55:15,678
<i> in the defense</i>

<i> of the United States.</i>

5% [ | 2 22 4 JRI AR 5 T AR P A2 s ) A R S R R A8 705 25 IS R 34 R o 5 [

BEAT BT (4 S S 35 77 (R IR A

1026

00:55:16,179 --> 00:55:19,682

<i> But creating a cyber command</i>
<i> meant using</i>

1027

00:55:19,684 --> 00:55:22,718
<i> the same technology</i>
<i> to do offense.</i>
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SR, JE LN 4% =) & 3 R o P AR R AR R AT Ml

1028

00:55:24,854 --> 00:55:28,857

<i> Once you get inside an</i>

<i> adversary's computer networks,</i>

1029

00:55:28,859 --> 00:55:31,694
<i>you put an implant</i>
<i> in that network.</i>

1030

00:55:31,928 --> 00:55:34,530

<i> And we have tens of thousands</i>
<i> of foreign computers</i>

1031

00:55:34,532 --> 00:55:37,266

<i> and networks that the</i>

<i> United States put implants in.</i>

— BHARBEN T BTSN Z%, ARE0RT AAEXT T I R AR, Saf T BT

AT AU R 28 455 FE RN I 75

1032

00:55:38,034 --> 00:55:41,036
<i>You can use it to monitor</i>
<i> what's going across</i>

1033
00:55:41,038 --> 00:55:43,038
<i>that network and you can use it</i>

1034

00:55:43,040 --> 00:55:46,275
<i> to insert cyber weapons,</i>
<i> malware.</i>

PRAT AR ok MEAL R 46 rR A S 1015 2, IR AT DU BRI A I s, SRR AT

1035

00:55:47,377 --> 00:55:50,579

If you can spy on a network,

you can manipulate it.

W RARA] LB 45, AREI0AT DR
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1036

00:55:51,281 --> 00:55:53,015
It's already included.
ENCEBEEN.

1037

00:55:53,216 --> 00:55:55,551

The only thing you need is an act of will.
AR — 5 LR A XA R

1038

00:55:59,557 --> 00:56:01,357

NSA source:

<i> | played a role in Iraq.</i>

[ 2 Bk

RO, RN T At

1039

00:56:01,359 --> 00:56:03,726

<i> | can't tell you</i>

<i>whether it was military or not,</i>

1040
00:56:03,728 --> 00:56:05,327
<i>but I can tell you</i>

1041

00:56:05,329 --> 00:56:07,663

<i> NSA had combat support teams</i>
<i> in country.</i>

EARET VMR ER BIRFEHFA R, ERRA UG UK, E% R 4 E S # A F G HRBA .

1042

00:56:09,200 --> 00:56:11,867
<i> And for the first time,</i>
<i> units in the field</i>

1043
00:56:11,869 --> 00:56:14,269
<i>had direct access to NSA intel.</i>

XA AR AL AR 12 A 1 R BV ) [ 2R % 4 SR ) R 4%

1044
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00:56:16,841 --> 00:56:18,707
<i> Over time, we thought</i>
<i> more about offense</i>

1045
00:56:18,709 --> 00:56:20,175
<i> than defense, you know,</i>

1046

00:56:20,177 --> 00:56:21,910
<i> more about attacking</i>
<i> than intelligence.</i>

B I (A O HERS , ATV RES Ly~ BB 2, Wrar Ui i S

1047

00:56:23,213 --> 00:56:26,248

<i> In the old days, sigint units</i>
<i> would try to track radios,</i>

1048
00:56:26,250 --> 00:56:28,517
<i> but through NSA in Irag,</i>

1049

00:56:28,519 --> 00:56:30,552
<i> we had access</i>

<i> to all the networks</i>

1050

00:56:30,554 --> 00:56:32,087

<i>going in and out</i>

<i> of the country.</i>

2%, BRSO BLEER L R T, (HRRIEE R i E R 24 Rak:, JATAT
DA 7 13X A B SR T 2845 12

1051

00:56:32,089 --> 00:56:34,156
<i> And we hoovered up</i>
<i> every text message,</i>

1052
00:56:34,158 --> 00:56:35,657
<i> email, and phone call.</i>

PATATCABER GO, Pl Flle: | JEIesx.
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1053
00:56:36,192 --> 00:56:38,594
<i> A complete surveillance state.</i>

A R .

1054

00:56:39,496 --> 00:56:43,565
<i>We could find the bad guys,</i>
<i> say, a gang making ieds,</i>

1055

00:56:43,567 --> 00:56:47,102

<i> map their networks,</i>

<i> and follow them in real time.</i>

FATHENS RO A 7, LU, — AR N IEAERIE (] ) RN L, FRATT AT BAZz i At AT T i)

W 2 IS ER BRATAT o

1056

00:56:47,104 --> 00:56:48,404
Soldier:<i> Roger.</i>

it A

1057

00:56:48,406 --> 00:56:50,205
NSA source:<i> And we could</i>
<i> lock into cell phones</i>

1058

00:56:50,207 --> 00:56:52,274
<i> even when they were off</i>
<i>and send a fake text</i>

1059

00:56:52,276 --> 00:56:54,710
<i> from a friend,</i>

<i> suggest a meeting place,</i>

1060
00:56:54,712 --> 00:56:56,578
<i> and then capture...</i>

H 2 @Bkl FATATCABUE AL, HESATEIN, BN SR AGEBHE, 215

—AN T, BETT S
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1061

00:56:56,580 --> 00:56:57,946
Soldier:<i> 1A, clear to fire.</i>
it 1A, BT T K.

1062
00:56:58,415 --> 00:56:59,715
<i>..or kill.</i>

...... G

1063

00:56:59,717 --> 00:57:00,816
Soldier:<i> Good shot.</i>
it FHES

1064

00:57:03,853 --> 00:57:06,121
Brown:<i> A lot of the people</i>
<i> that came to cyber command,</i>

1065

00:57:06,123 --> 00:57:07,956
<i> the military guys,</i>

<i> came directly from</i>

1066

00:57:07,958 --> 00:57:09,958
<i>an assignment</i>

<i> in Afghanistan or Iraqg,</i>

1067

00:57:09,960 --> 00:57:12,528
<i> 'cause those are the people</i>
<i> with experience</i>

1068
00:57:12,530 --> 00:57:14,463
<i> and expertise in operations,</i>

1069

00:57:14,465 --> 00:57:16,398
and those are the ones you want
looking at this
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1070

00:57:16,400 --> 00:57:18,434
to see how

cyber could facilitate

1071

00:57:18,436 --> 00:57:20,669

traditional military operations.

21T P SR A L S |1 R R =11 M NN = K e N IR0 o S e oAt #7781 B T P S =N
HHEA LBV AIR, X IR ARARE N E B, BIPZE S2 U] SR S 22 AT
.

1072

00:57:32,382 --> 00:57:34,216
NSA source:

<i> Fresh from the surge,</i>

1073

00:57:34,218 --> 00:57:38,720

<i> | went to work at NSA in '07</i>

<i> in a supervisory capacity.</i>

[ 2 J Btk

B XTI, KT 2007 SEIIN T B % fm, MWHEHE TIE.

1074

00:57:38,722 --> 00:57:40,889
Gibney:<i> Exactly where</i>
<i> did you work?</i>

wATE: MERRNIUL, IRZATAERE R AR

1075

00:57:40,891 --> 00:57:42,224
NSA source:<i> Fort Meade.</i>
B2 Jm vkl KR

1076

00:57:42,226 --> 00:57:43,959
<i> You know, | commuted</i>
<i> to that massive complex</i>

1077

00:57:43,961 --> 00:57:45,394

<i> every single day.</i>

PRENE, FAER YRR E Il KRR L5 A T Al -
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1078

00:57:46,729 --> 00:57:51,033
<i> | was in tao-s321,</i>

<i> "the roc."</i>

FAE tao-s321,

“E5

1079

00:57:51,601 --> 00:57:53,669
Gibney:<i> Okay, the tao,</i>
<i> the roc?</i>

HAAJe: e, tao, “E57?

1080

00:57:53,837 --> 00:57:57,072
<i> Right, sorry. Tao is</i>

<i> tailored access operations.</i>

R, XA . Tao A& il KI5 ) R A

1081

00:57:57,074 --> 00:57:59,107
<i> It's where</i>

<i> NSA's hackers work.</i>
2 [ 22 ey FR 2 AR T o

1082

00:57:59,109 --> 00:58:00,876
<i> Of course,</i>

<i>we didn't call them that.</i>

IR, BRI RZRERRITARA

1083

00:58:01,144 --> 00:58:02,478
Gibney:<i> What did you call them?</i>
FATE: IARATVE ARRIFAdAT 2

1084

00:58:02,645 --> 00:58:04,012

NSA source:<i> On net operators.</i>
[E 2Rl ML IEE R .

1085
00:58:04,314 --> 00:58:06,849
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<i> They're the only people at NSA</i>
<i> allowed to break in</i>

1086
00:58:06,851 --> 00:58:08,350
<i> or attack on the Internet.</i>

FERE 2R, AT ME— B AL n] DAREIR B LR RN

1087

00:58:09,352 --> 00:58:11,453
<i> Inside tao headquarters</i>
<i> is the roc,</i>

1088

00:58:11,455 --> 00:58:13,055

<i> remote operations center.</i>

tao ML RCE >, BLEfEERfEd L.

1089

00:58:13,857 --> 00:58:17,059

<i> If the U.S. government</i>

<i> wants to get in somewhere,</i>

1090
00:58:18,127 --> 00:58:19,528
<i> it goes to the roc.</i>

IR EBUF HEE R RS, s R E S,

1091

00:58:19,696 --> 00:58:22,564
<i> | mean, we were flooded</i>
<i> with requests.</i>

AR, PR UK — B R AT

1092

00:58:23,299 --> 00:58:25,834
<i> So many that we could</i>
<i> only do about, mm,</i>

1093

00:58:25,836 --> 00:58:29,004

<i> 30% of the missions that were</i>
<i> requested of us at one time,</i>

IRZAESS T BATR BB, RN, FATARESERELF 1 30%,
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1094
00:58:29,006 --> 00:58:30,639
<i> through the web</i>

1095

00:58:30,641 --> 00:58:33,509
<i> but also by hijacking</i>
<i> shipments of parts.</i>

P A TE R BRI T T

1096

00:58:34,377 --> 00:58:36,378

<i> You know, sometimes the CIA</i>
<i> would assist</i>

1097

00:58:36,380 --> 00:58:39,014
<i> inputting implants</i>
<i> in machines,</i>

1098

00:58:40,216 --> 00:58:42,951
<i> so once inside</i>

<i> a target network,</i>

1099
00:58:43,820 --> 00:58:45,087
<i>we could just...</i>

PRENTE , A I e 130 = 2 B B 3RATT, AR TSN AR 25, Bl A— ELEE H AR R4 T,

FATHATLA.......

1100
00:58:46,055 --> 00:58:47,256
<i>Watch...</i>

1101
00:58:48,992 --> 00:58:50,559
<i> Or we could attack.</i>

o JATRREW AT T

1102
00:58:54,364 --> 00:58:57,900
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<i> Inside NSA was a strange</i>
<i> kind of culture,</i>

1103

00:58:57,902 --> 00:59:00,302
<i> like,</i>

<i> two parts macho military</i>

1104

00:59:00,304 --> 00:59:04,406

<i>and two parts cyber geek.</i>

<i> | mean, | came from lIraq,</i>

[ 22 Jm N A — A ar R Al Ak, Ban, SR ZE NSRRI R g il . IR,
KEFLIT,

1105

00:59:04,408 --> 00:59:06,308
<i>so | was used to,</i>

<i> "yes, sir. No, sir."</i>

JireL, AT, “R2r, KE. A KE.

1106

00:59:06,310 --> 00:59:08,410
<i> But for the weapons</i>
<i> programmers</i>

1107

00:59:08,412 --> 00:59:10,979

<i> we needed more</i>

<i> "think outside the box" types.</i>

(RN X 48 DS Y AR AR GOR L, BATT 5 220 U2 B 2 I F OB AR

1108
00:59:11,814 --> 00:59:13,549
<i> From cubicle to cubicle,</i>

1109

00:59:13,551 --> 00:59:16,818
<i>you'd see lightsabers,</i>
<i> tribbles,</i>

1110
00:59:16,820 --> 00:59:18,987
<i> those</i> naruto<i> action figures,</i>
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1111

00:59:18,989 --> 00:59:21,290
<i> lots of</i>
aqua teen hunger force.

M—ABEWT IR, RSB ZEOLE]. IR, KEAE. AMF. KENER.

1112

00:59:24,027 --> 00:59:27,629
<i> This one guy,</i>

<i> they were mostly guys,</i>

1113

00:59:28,598 --> 00:59:30,732
<i>who liked to wear</i>

<i> a yellow hooded cape,</i>

1114

00:59:31,200 --> 00:59:34,803

<i> he used a ton of gray legos</i>
<i>to build a massive death star.</i>

RN, MATKRZHOE %, SR HE HORERE &, IR 2 REORPURREERIET

ITA.

1115

00:59:37,840 --> 00:59:40,008
Gibney:<i> Were they all working</i>
<i> on stuxnet?</i>

A S ARATIER— BRI AT N 2

1116

00:59:40,577 --> 00:59:42,611
NSA source:

<i>We never called it stuxnet.</i>

[ @Bk FATARAIE RZ R

1117

00:59:42,613 --> 00:59:45,380

<i> That was the name invented</i>
<i> by the antivirus guys.</i>

TR & R IARX AN 7 O AR i ) 44

1118
00:59:45,382 --> 00:59:47,382
<i>When it hit the papers,</i>
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1119

00:59:47,384 --> 00:59:49,384
<i>we're not allowed to read about</i>
<i> classified operations,</i>

1120

00:59:49,386 --> 00:59:50,886

<i>even if it's in</i>

the New York times.

HE WARES, FATRA RV LS T RN EIRIE, RMERE (AL AT .

1121

00:59:50,888 --> 00:59:52,588
<i>We went out of our way</i>
<i> to avoid the term.</i>

AT BRI BA T 5 2R G (i FIARTE

1122

00:59:52,590 --> 00:59:54,523
<i> | mean,</i>

<i> saying "stuxnet" out loud</i>

1123

00:59:54,525 --> 00:59:56,692
<i>was like saying "Voldemort"</i>
<i> in</i> Harry Potter.

TR, KAUCH R SARU (R SR BRI —

1124

00:59:56,694 --> 00:59:58,327
<i> The name that</i>

<i> shall not be spoken.</i>
AFHREAN G FIRTE .

1125

00:59:58,628 --> 01:00:00,128
Gibney:<i> What did</i>

<i>you call it then?</i>

wHAE: AR e

1126

01:00:08,605 --> 01:00:12,140

<i> The natanz attack,</i>

<i>and this is out there already,</i>
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1127

01:00:13,042 --> 01:00:17,012

<i>was called</i>

<i> olympic games or 0g.</i>

“ONIHZE B, AT DIARZ N BiE 280G,

1128

01:00:20,550 --> 01:00:22,985

<i> There was a huge operation</i>
<i> to test the code</i>

1129

01:00:22,987 --> 01:00:25,354
<i> on plcs</i>

<i> here are fort Meade</i>

1130
01:00:25,922 --> 01:00:28,357
<i>and in sandia, new Mexico.</i>

FEKAELE . SOV AUE S04 7F A PLC B A KE RIS EIZ TRl .

1131
01:00:30,126 --> 01:00:31,560
<i> Remember during the bush era</i>

1132

01:00:31,562 --> 01:00:33,996
<i>when Libya turned over</i>
<i> all the centrifuges?</i>

EAEAEIT, FILER A T A R LI

1133

01:00:34,430 --> 01:00:36,598

<i> Those were the same models</i>
<i> the iranians got</i>

1134

01:00:36,600 --> 01:00:38,900
<i> from a.Q. Khan.</i>
<i>P1's.</i>

FIIAM a.Q. Khan 3453 7RI, B PL's.

1135
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01:00:40,303 --> 01:00:42,771
<i> We took them to oak Ridge</i>
<i>and used them</i>

FATHEEA T BEE

1136

01:00:42,773 --> 01:00:46,308

<i> to test the code</i>

<i> which demolished the insides.</i>

A5 F EAT R R £ A 3 AR BR ARED

1137

01:00:47,343 --> 01:00:51,213

<i> At dimona, the Israelis also</i>

<i> tested on the pl's.</i>

TE ZEGH, DL EFIELE AT P I

1138

01:00:52,649 --> 01:00:55,250
<i> Then, partly by using</i>
<i> our intel on Iran,</i>

1139

01:00:55,252 --> 01:00:58,487

<i> we got the plans for</i>

<i> the newer models, the ir-2's.</i>

W, o —3Bor AR AL intel &5, FATEF BB E 1R, ir-2,

1140

01:00:59,355 --> 01:01:01,590
<i>We tried out different</i>
<i> attack vectors.</i>

AT ZARAN ] (Bl 17

1141

01:01:01,592 --> 01:01:05,894

<i>We ended up focusing on ways to</i>
<i> destroy the rotor tubes.</i>

FATEE R T HATT R IR B O T B 1T

1142

01:01:06,796 --> 01:01:10,232
<i> In the tests we ran,</i>
<i>we blew them apart.</i>
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FATEAT G, FEENTHERI LD -

1143
01:01:11,701 --> 01:01:13,635
They swept up the pieces,

1144

01:01:13,637 --> 01:01:16,338
they put it on an airplane,

they flew it to Washington,

1145
01:01:16,340 --> 01:01:18,040
they stuck it in the truck,

1146

01:01:18,042 --> 01:01:20,008
they drove it through the gates
of the white house,

1147

01:01:20,010 --> 01:01:24,146
and dumped the shards out

on the conference room table

1148
01:01:24,148 --> 01:01:25,847
in the situation room.

MATIEH TR, AR THEERAE WL L, AL KPS BRI, BT E AR E L, il

IOFEFEEE R, AEFESWERET LA .

1149

01:01:25,849 --> 01:01:27,382
And then they invited
president bush

1150

01:01:27,384 --> 01:01:28,950
to come down

and take a look.

SRR A SRS AT B SR

1151
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01:01:28,952 --> 01:01:30,786
And when he could pick up
the shard

1152
01:01:30,788 --> 01:01:32,554
of a piece of centrifuge...

e P R S )

1153

01:01:33,523 --> 01:01:35,757
He was convinced

this might be worth it,

1154

01:01:36,059 --> 01:01:37,859
and he said,

"go ahead and try."

MR R, SRR iR,

1155
01:01:38,695 --> 01:01:41,630

Gibney: Was there legal concern

inside the bush administration

1156

01:01:41,632 --> 01:01:44,032
that this might be

an act of undeclared war?

WARJE: FEATHBUR N A BT IR R L, ORI AT RER— AN I AR 4T 42

1157

01:01:44,967 --> 01:01:48,737
If there were concerns,

i haven't found them.

B ), 3RABIE A

1158

01:01:50,006 --> 01:01:52,674
That doesn't mean that

they didn't exist

1159
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01:01:52,676 --> 01:01:54,676
and that some lawyers
somewhere

1160
01:01:54,678 --> 01:01:56,244
weren't concerned about it,

1161

01:01:56,246 --> 01:01:59,581
but this was

an entirely new territory.

RIFAEIRE CANIAAFAE, ey 2Ll H AAB0A JGE R, (HAZR IR 4

Ao

1162

01:02:00,183 --> 01:02:02,684
At the time, there were really
very few people

1163

01:02:02,686 --> 01:02:06,822
who had expertise specifically
on the law of war and cyber.

AN, FARARAT BAT S AR 2% 05 TR I

1164

01:02:07,223 --> 01:02:09,491
And basically what we did was
looking at, okay,

1165
01:02:09,493 --> 01:02:10,959
here's our broad direction.

SR ERATVHSE R AR, W, AR BAIN KT M.

1166

01:02:11,527 --> 01:02:14,129
Now, let's look...

Technically what can we do

BUAEEBRATEE ...

1167
01:02:14,530 --> 01:02:16,398
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to facilitate
this broad direction?
TEIXASRTT 1A b, FEHR EIRATRE e 4 kS 2

1168

01:02:16,666 --> 01:02:19,534
After that, maybe the...

I would come in

1169

01:02:19,536 --> 01:02:22,104
or one of my lawyers

would come in and say,

R Ja, Wr.. BeREGE N — DRI R

1170

01:02:22,106 --> 01:02:26,074

"okay, this is what we may do."

Okay.

CUFH, AT LM . A

1171

01:02:27,177 --> 01:02:28,276
There are many things

we can do,

1172

01:02:28,278 --> 01:02:30,278
but we are not allowed

to do them.

AV HERANTATLME, EHRBIDEAB RSB LM

1173

01:02:30,280 --> 01:02:32,414
And then after that,

there's still a final level

1174

01:02:32,416 --> 01:02:34,316

that we look at and that's,

what should we do?
MG, VA — ARG,
HNEE,

AT Z LA A WE?
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1175

01:02:34,717 --> 01:02:36,685
Because there are many things
that would be

1176

01:02:36,687 --> 01:02:39,955
technically possible

and technically legal

1177

01:02:39,957 --> 01:02:41,490

but a bad idea.

BFUNFERAR EAAAEIRZ AT, SVEER, M — I EE.

1178

01:02:42,024 --> 01:02:45,727

<i> For natanz,</i>

<i> it was a CIA-led operation,</i>

1179

01:02:45,729 --> 01:02:48,163
<i>so we had to have</i>

<i> agency sign-off.</i>

XEFONHZEIN S, XA RERBIT W<, BHERATB AL BT

1180

01:02:48,464 --> 01:02:49,631
Gibney:<i> Really?</i>

HAE: HH?

1181

01:02:49,799 --> 01:02:52,634
<i> Someone from the agency</i>

1182

01:02:53,469 --> 01:02:55,604
<i> stood behind the operator</i>
<i> and the analyst</i>

1183

01:02:55,606 --> 01:02:58,540

<i> and gave the order to launch</i>
<i> every attack.</i>
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K B IO RE L NS AE3RAE D3 AN )M ) B Ja AT R & i g IR Lt

1184

01:03:06,149 --> 01:03:07,983
Chien:<i> Before they had</i>
<i> even started this attack,</i>

1185

01:03:07,985 --> 01:03:10,218
<i> they put inside of the code</i>
<i> the kill date,</i>

1186

01:03:10,553 --> 01:03:12,320

<i> a date at which it would stop</i>

<i> operating.</i>

f: FEAAT DT IRBGE 2R/, A4S IRE T — e H B, XA H R 3R 2k I 1)

1187

01:03:12,889 --> 01:03:14,990
O'murchu:<i> Cutoff dates,</i>
<i>we don't normally see that</i>

1188

01:03:14,992 --> 01:03:16,658
<i> in other threats,</i>

<i> and you have to think,</i>

1189
01:03:16,660 --> 01:03:18,560
<i> "well, why is there</i>
<i> a cutoff date in there?"</i>
HUHAELE, AT H A 2 580 31 FoAt By,
PR AUEE—TF,
“Ttt A —EUEH 2

1190

01:03:18,995 --> 01:03:21,429
And when you realize that,
well, stuxnet was probably

1191
01:03:21,431 --> 01:03:24,633
written by government
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and that there are laws

1192

01:03:24,635 --> 01:03:27,502
regarding how you can use
this sort of software,

T 24 PR T R B3 — o, B2 03 55 7T 2 P BURF MR V2 R R A Y I A ik A P

1193

01:03:27,504 --> 01:03:30,138
that there may have been a legal
team who said, "no, you...

AR AAIBRI A <A, R

1194

01:03:30,140 --> 01:03:32,340
You need to have

a cutoff date in there,

1195

01:03:32,342 --> 01:03:34,442
and you can only do this

and you can only go that far
PR EA R H I,

PR A BEIX R

R REE X 4

1196

01:03:34,444 --> 01:03:36,077
and we need to check

if this is legal or not.

MRA T EREX 2B EE.

1197

01:03:38,114 --> 01:03:41,383

<i> That date is a few days before</i>
<i> Obama's inauguration.</i>

A H 72 B S At B AL I T LR

1198

01:03:42,418 --> 01:03:45,287
<i> So the theory was that</i>
<i> this was an operation</i>

1199
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01:03:45,289 --> 01:03:47,689
<i> that needed to be stopped</i>
<i> at a certain time</i>

1200

01:03:47,691 --> 01:03:50,091
<i> because there was</i>

<i> gonna be a handover</i>

1201

01:03:50,093 --> 01:03:52,427

<i> and that more approval</i>

<i>was needed.</i>

BRI, MEEE b UFIX R 7 BN € I (5 IE R, BOAIR S — A0, AN TEES
R -

1202

01:03:55,666 --> 01:03:57,532
Are you prepared to take

the oath, senator?
PRSI B 7 S R?

1203
01:03:57,534 --> 01:03:58,767
I am.

FE o

1204

01:03:59,135 --> 01:04:01,102
I,

Barack Hussein Obama...

K,

Ehior AR L

1205

01:04:01,104 --> 01:04:02,637
- |, Barack...

- Do solemnly swear...

L, B

1206
01:04:02,639 --> 01:04:05,240
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I, Barack Hussein Obama,
do solemnly swear...
L, CRiw 8N e,

1207

01:04:05,441 --> 01:04:08,977
Sanger:<i> Olympic games was</i>
<i>reauthorized by president Obama</i>

1208

01:04:08,979 --> 01:04:10,779
<i> in his first year in office,</i>
<i>2009.</i>

1209

01:04:15,284 --> 01:04:17,385

<i> It was fascinating because it</i>
<i>was the first year of</i>

1210

01:04:17,387 --> 01:04:19,387

<i> the Obama administration and</i>
<i> they would talk to you</i>

1211
01:04:19,389 --> 01:04:22,190
<i> endlessly about cyber defense.</i>

S “Buzzh RE DB GAEMAENINEE —5R0 2009 4 HFEREGHME, ORIRAERK,
PRI — 42 B Sy BURF IR 28— AR, AT 2 BRURTEAR IR bR 18 W 45 B 1 -

1212

01:04:22,959 --> 01:04:24,125
Obama:<i> We count on</i>
<i> computer networks</i>

1213

01:04:24,127 --> 01:04:27,262
<i> to deliver our oil and gas,</i>
<i> our power, and our water.</i>

R BAUKEET MBS MN AT R REIRATK.

1214
01:04:27,563 --> 01:04:30,799
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<i>We rely on them for</i>
<i> public transportation</i>

1215

01:04:30,801 --> 01:04:32,367

<i>and air traffic control.</i>

FATHAGE AT IS 2 FE A2 388 AT 25 38 (P 2 1 o

1216

01:04:32,735 --> 01:04:34,836
But just as we failed

in the past

1217

01:04:34,838 --> 01:04:36,872
to invest in

our physical infrastructure,

1218

01:04:37,173 --> 01:04:39,541
our roads,

our Bridges, and rails,

1219

01:04:39,876 --> 01:04:41,576
we failed to invest

in the security

1220

01:04:41,578 --> 01:04:43,445

of our digital infrastructure.

{H2, EFRAE IS 25 8 SR Mo 3% B JRA T IL A 500, 1 anaRATTH A 36 . MR Angkig, R4
R b 5 T B - A VRO 22 4

1221

01:04:43,646 --> 01:04:46,047
Sanger:<i> He was running</i>
<i> east room events</i>

1222

01:04:46,249 --> 01:04:48,984

<i> trying to get people to focus</i>
<i> on the need to</i>
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1223
01:04:48,986 --> 01:04:50,919
<i> defend cyber networks</i>

1224

01:04:50,921 --> 01:04:52,654
and defend

American infrastructure.

Fibt: AR RFEA IR BB AT R U R RIR T 2% 22 R4 T SC A Bt £ .

1225

01:04:53,022 --> 01:04:56,558
But when you asked questions
about the use of

1226

01:04:56,560 --> 01:05:00,161
offensive cyber weapons,
everything went dead.

(B, R Ir) ¢ TR T ) 28 s AR A el R, —DIIARAE 1

1227
01:05:00,163 --> 01:05:01,897
No cooperation.

BeA AR

1228

01:05:01,899 --> 01:05:03,999
White house wouldn't help,
Pentagon wouldn't help,

1229

01:05:04,001 --> 01:05:05,166
NSA wouldn't help.

HE ARSI,

T KA B H A,
Kz R A H.

1230

01:05:05,401 --> 01:05:06,835
Nobody would talk to you
about it.

BA NSRRI
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1231

01:05:07,737 --> 01:05:09,371
<i> But when you dug into</i>
<i> the budget</i>

1232

01:05:09,373 --> 01:05:12,607
<i> for cyber spending during</i>
<i> the Obama administration,</i>

1233
01:05:12,609 --> 01:05:14,542
<i> what you discovered was</i>

1234

01:05:14,544 --> 01:05:17,946

<i> much of it was being spent</i>

<i> on offensive cyber weapons.</i>

BiE, HUREFZI B S BUNRBUIR ST TS, IR KB, KA R HE I
[T v o

1235

01:05:19,749 --> 01:05:24,252
<i>You see phrases like</i>

<i> "title 10 cno."</i>

PRE XL FR A 10 cno™ A 1 -

1236

01:05:24,687 --> 01:05:27,956
<i> Title 10 means operations</i>
<i> for the U.S. military,</i>

1237

01:05:28,224 --> 01:05:32,494
<i>and cno means</i>

<i> computer network operations.</i>

PRAE 10 BORAE BIEREFTT, cno BIRAE THEHLIMZ R AE
1238
01:05:33,195 --> 01:05:34,763

<i> This is considerable evidence</i>

1239
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01:05:34,765 --> 01:05:37,365
that stuxnet was just
the opening wedge

1240

01:05:38,034 --> 01:05:41,836
of what is a much broader
U.S. government effort now

1241

01:05:42,271 --> 01:05:45,307
to develop an entire new class
of weapons.

XEIERERER] T R M H 3G E UG S5 0 2 T R A s (1 — R

1242

01:05:50,880 --> 01:05:53,615
Chien:<i> Stuxnet wasn't just</i>
<i>an evolution.</i>

1243

01:05:53,617 --> 01:05:56,284
<i> It was really a revolution</i>
<i> in the threat landscape.</i>

R AMXBGE A, B B A T 1 LR AR 2

o

1244

01:05:58,087 --> 01:06:01,056

<i> In the past, the vast majority</i>
<i> of threats that we saw</i>

1245

01:06:01,058 --> 01:06:03,058
<i> were always controlled by</i>
<i> an operator somewhere.</i>

fEIE 25, FRATE 2R B 48K 22 2O 2 th— 8R4 AR SR A AT 154

1246

01:06:03,060 --> 01:06:04,759
They would infect

your machines,

1247
01:06:04,761 --> 01:06:06,594
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but they would have what's
called a callback

1248

01:06:06,596 --> 01:06:08,129
or a command-and-control
channel.

EMNEBRARATHENL, RE TS EAT T K [l s dr & 51 H 8 E 2 [0 K354 .

1249

01:06:08,297 --> 01:06:10,432
The threats would actually
contact the operator

1250

01:06:10,434 --> 01:06:11,833

and say, what do you want me

to do next?

LR bR bos SRR RORRRIC R, JFUE, <R TR E AT 42 >

1251

01:06:11,835 --> 01:06:13,401
And the operator would

send down commands

1252

01:06:13,403 --> 01:06:15,337

<i> and say, maybe, search through</i>
<i> this directory,</i>

1253

01:06:15,339 --> 01:06:17,272
<i> find these folders,</i>

<i> find these files,</i>

1254

01:06:17,274 --> 01:06:19,107

<i> upload these files to me,</i>

<i> spread to this other machine,</i>

BAER AT EmS, WiFad: BRI ES, KB keorff, BRI
a3k, IRy EE A RN b, 7

1255
01:06:19,109 --> 01:06:20,575
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<i> things of that nature.</i>

KX H G AR -

1256

01:06:21,110 --> 01:06:24,179

<i> But stuxnet couldn't have</i>

<i>a command-and-control channel</i>

1257

01:06:24,647 --> 01:06:27,415
because once it got

inside in natanz

1258

01:06:27,417 --> 01:06:30,151
it would not have been able to
reach back out to the attackers.

ERR AT REEE S — MRIEIEHIEIE, oy— B e NGVHZE R4 B, Eat Al ez

HHIBER.

1259

01:06:30,153 --> 01:06:32,454
The natanz network

is completely air gapped

1260
01:06:32,456 --> 01:06:33,655
from the rest of the Internet.

YHIHZE 24 5 1 TR I 58 A= R

1261

01:06:33,657 --> 01:06:35,023
It's not connected to

the Internet.

EABEERL B ELIK

1262

01:06:35,025 --> 01:06:36,491
It's its own isolated network.
X2 JE T e H OSP4

1263
01:06:36,493 --> 01:06:38,259
Generally, getting across
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an air gap is...

1264

01:06:38,261 --> 01:06:39,861
Is one of the more difficult
challenges

1265

01:06:39,863 --> 01:06:42,130
that attackers will face

just because of the fact that

1266

01:06:42,132 --> 01:06:45,033

there... everything is in place

to prevent that.

M, B F A IR DL, Fl SRS, . — B SN R kiR —,
— VI FIEAAERHE

1267

01:06:45,035 --> 01:06:47,602
You know, everything, you know,
the policies and procedures

1268

01:06:47,604 --> 01:06:49,504
and the physical network
that's in place is

PRENGE, FE—FEZRVE, BUR. EEAY NN 1B I AR T & 11800t

1269

01:06:49,506 --> 01:06:52,974
specifically designed to prevent
you crossing the air gap.

1270

01:06:52,976 --> 01:06:55,443
But there's no

truly air-gapped network

1271

01:06:55,445 --> 01:06:57,712
in these real-world production
environments.
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FEIXSESEERA P IR, B L RERERR LA (1 25 1 o

1272

01:06:57,714 --> 01:06:59,781
People gotta get new code

into natanz.

MNIPF R BB ARG R AN 25 R 45

1273

01:06:59,783 --> 01:07:02,684

People have to get log files off

of this network in natanz.

MATTLZRAE N IR 2% 1 X 2% 4 H 28 ST

1274

01:07:02,686 --> 01:07:04,152
People have to upgrade
equipment.
MNATIRTF AL -

1275

01:07:04,154 --> 01:07:05,854
People have to upgrade
computers.

MBI HHL RS

1276

01:07:06,055 --> 01:07:09,190
This highlights

one of the major

1277

01:07:09,692 --> 01:07:12,627

security issues

that we have in the field.

KT PATHER — U A A — A T2 B2 4 ]

1278

01:07:12,629 --> 01:07:15,530
If you think,

"well, nobody can attack

1279
01:07:15,532 --> 01:07:17,799
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this power plant
or this chemical plant

1280

01:07:17,801 --> 01:07:19,534
because it's not connected

to the Internet,"”

1281

01:07:19,536 --> 01:07:21,403

that's a bizarre illusion.

WERARIN Ty, “RMWT, 3% NREBUE XA ) B0 IXME T RO E A EE T, IR 2
IRAN IS 1A o

1282

01:07:25,041 --> 01:07:28,376

NSA source:<i> The first time we</i>
<i>introduced the code into natanz</i>

1283
01:07:28,911 --> 01:07:30,712
<i> we used human assets,</i>

1284

01:07:31,580 --> 01:07:35,150
<i> maybe CIA </i>

<i> more likely Mossad,</i>

1285

01:07:35,152 --> 01:07:38,553

<i> but our team was kept in</i>

<i>the dark about the trade craft.</i>

B2z Jm gkl AT — RN T RER AR BERAEGNIEZE R G0 5] MRS, 1 VF 2 36 [ b
JuAE )R, T ATRER R EEREE, HIRN TR BMITIRAESE S B g .

1286
01:07:39,488 --> 01:07:41,990
<i> We heard rumors in Moscow,</i>

1287

01:07:41,992 --> 01:07:45,827

<i> an iranian laptop infected</i>

<i> by a phony Siemens technician</i>
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1288

01:07:45,829 --> 01:07:47,128
<i> with a flash drive...</i>

A B 7oKk B EHORHE S BRE 0T HoR N 53 R N4

ZNEERiD

1289

01:07:48,664 --> 01:07:51,800
<i> A double agent in Iran</i>
<i> with access to natanz,</i>

1290

01:07:52,368 --> 01:07:54,102

<i>but I don't really know.</i>
FEAFRA— XU A, AT AT R gh3E 2%,

1291

01:07:54,104 --> 01:07:56,805
<i>What we had to focus on</i>
<i> was to write the code</i>

1292

01:07:57,406 --> 01:08:00,842

<i> so that, once inside,</i>

<i> the worm acted on its own.</i>

{EEREAIAHIE

...... YT MR

AT AZ M F R PR I 54D, B, —BARAH, iRk 5 R AT 8.

1293

01:08:01,043 --> 01:08:03,411
They built in all the code

and all the logic

1294

01:08:03,413 --> 01:08:06,214
into the threat to be able

to operate all by itself.

EATITIE R P A A AT A 2 AR A R el B B AT ER A

1295

01:08:06,216 --> 01:08:08,450
<i> It had the ability</i>

<i> to spread by itself.</i>
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ERES B BALE

1296

01:08:08,452 --> 01:08:11,519

<i> It had the ability to figure</i>
<i> out, do I have the right plcs?</i>

ERWIHE, BOZEHEPLC LigfT?

1297

01:08:11,521 --> 01:08:14,456
<i>Have | arrived in natanz?</i>
<i>Am | at the target?</i>
HABIGNIAZE R G0 | 2

FRH H b 2 1% HL?

1298

01:08:14,458 --> 01:08:16,024
Langner:

<i>And when it's on target,</i>

1299
01:08:16,026 --> 01:08:18,193
<i> it executes autonomously.</i>

AN HERIEHAR, B AT

1300

01:08:18,561 --> 01:08:21,863
That also means you...

You cannot call off the attack.
XWERER. ...
PRANAT e 1 it

1301
01:08:22,531 --> 01:08:24,265
It was definitely the type of attack

1302
01:08:24,867 --> 01:08:26,367
where someone had decided

1303
01:08:27,069 --> 01:08:28,870
that this is what they wanted to do.

KA BE SRR, AERXAEEE T AL RE T TR E A
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1304
01:08:29,405 --> 01:08:32,207
There was no turning back once stuxnet was released.

— HRMIR ORI T, AT [ Sk i Al E

1305
01:08:37,413 --> 01:08:39,547
When it began to actually execute its payload,

1306
01:08:39,549 --> 01:08:41,816
you would have a whole bunch of centrifuges

1307

01:08:41,818 --> 01:08:44,919

in a huge array of cascades sitting in a big hall.

L H IR PATA BT IN VR AE R T B R EZRIRH 0L

1308
01:08:44,921 --> 01:08:47,122
And then just off that hall

1309
01:08:47,124 --> 01:08:48,923
you would have an operators room

1310
01:08:48,925 --> 01:08:50,792
the control panels in front of them, a big window

1311

01:08:50,794 --> 01:08:52,227

where they could see into the hall.

RIGIERITIRESA — M REE, EMATEATA RIS, B — K E DER. &),
T ATTRENS & 2 RT N B -

1312
01:08:52,795 --> 01:08:54,996
Computers monitor the activities

1313
01:08:54,998 --> 01:08:56,364
of all these centrifuges.
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TN P A X B LS 3

1314

01:08:57,233 --> 01:09:01,302

So a centrifuge, it's driven by an electrical motor.
G, XFE—ANEONL, 2 i HE) Sk IRE) 1

1315
01:09:01,904 --> 01:09:04,806
And the speed of this electrical motor

1316
01:09:04,808 --> 01:09:08,009
is controlled by another plc,

1317

01:09:08,011 --> 01:09:09,711

by another programmable logic controller.

T FEL )y 32K PR T 2 o FH 53— S P R A o 42 o 1) o

1318
01:09:11,914 --> 01:09:15,617
Chien: Stuxnet would wait for 13 days

1319

01:09:15,619 --> 01:09:16,918

before doing anything,

f7: GG RAEMAEMTFE 2 AT# 2% 13 K,

1320
01:09:16,920 --> 01:09:19,020
because 13 days is about the time it takes

1321
01:09:19,022 --> 01:09:21,990
to actually fill an entire cascade of centrifuges

1322
01:09:21,992 --> 01:09:23,525
with uranium.

PRI 13 R IE R 3 88 Lo L5 el ) B B P A2 2% (R 1]

1323
01:09:23,826 --> 01:09:26,661
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They didn't want to attack when the centrifuges essentially

1324

01:09:26,663 --> 01:09:29,030

were empty or at the beginning of the enrichment process.

A B O LR A b K BRAE IR AR AR U TF AR BNy, e TR AR Bt 1

1325
01:09:30,299 --> 01:09:32,667
What stuxnet did was it actually would sit there

1326
01:09:32,669 --> 01:09:35,370
during the 13 days and basically record

1327
01:09:35,372 --> 01:09:37,372
all of the normal activities

1328

01:09:37,374 --> 01:09:38,907

that were happening and save it.

RER R IED e Sehr b RAEI AR 13 K JEIX 13 REAHA Fids THiER
AR H TS B IR A7 IR L5 R

1329

01:09:39,708 --> 01:09:42,043

And once they saw them spinning for 13 days,
—HENERE LU T 13 K,

1330
01:09:42,045 --> 01:09:43,678
then the attack occurred.

WaBedrh = kA

1331
01:09:44,446 --> 01:09:46,714
Centrifuges spin at incredible speeds,

1332

01:09:46,716 --> 01:09:48,650

about 1,000 hertz.

0L LAME DL B ()38 B e 49 1000 #62%
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1333

01:09:48,652 --> 01:09:51,019
Langner:They have a safe operating speed,
ZANAATE — N NI AT IR,

1334

01:09:51,021 --> 01:09:53,855
63,000 revolutions per minute.
63000 %/73 %4 .

1335
01:09:54,156 --> 01:09:56,724
Chien:Stuxnet caused the uranium enrichment centrifuges

1336

01:09:56,726 --> 01:09:59,027

to spin up to 1,400 hertz.

{7 52 AP B | AL ) B 4 9 Co L e 2 1) 1400 7524

1337

01:09:59,029 --> 01:10:01,763

Langner: Up to 80,000 revolutions per minute.
240535 80000 4/

1338
01:10:05,234 --> 01:10:07,669
What would happen was those centrifuges

1339
01:10:07,671 --> 01:10:09,938
would go through what's called a resonance frequency.

BN RORE R A 2 X B Do LR 22 BT (R R R A

1340
01:10:10,472 --> 01:10:12,707
It would go through a frequency at which the metal would

1341
01:10:12,709 --> 01:10:14,576
basically vibrate uncontrollably

1342
01:10:14,578 --> 01:10:15,877
and essentially shatter.




RNANEFREH (Zero Day) FEEIF

RGN NEFRIR, ERXMIRT, SR EEEI AR,

1343

01:10:16,045 --> 01:10:18,246
There'd be uranium gas everywhere.
S TCAEAE Byl AR

1344

01:10:19,381 --> 01:10:21,249

And then the second attack they attempted

1345

01:10:21,251 --> 01:10:23,551

was they actually tried to lower it to two hertz.

R G CATA BT 28 — Rk Bdr,  Sebp bR BRI 2 R 2% .

1346

01:10:23,553 --> 01:10:27,255

They were slowed down to almost standstill.
EARE R LT

1347

01:10:28,023 --> 01:10:30,558

Chien: And at two hertz, sort of an opposite effect occurs.
fi] R SR 24 A SRR L T

1348
01:10:30,560 --> 01:10:32,827
You can imagine a toy top that you spin

1349

01:10:32,829 --> 01:10:35,730

and as the top begins to slow down, it begins to wobble.

PRATDUAR R —F, ARBER — N DuEFEIR, TREITIR18 Tk, eI ahH 2.

1350

01:10:35,732 --> 01:10:37,732

That's what would happen to these centrifuges.
a2 K AR RO .

1351

01:10:37,734 --> 01:10:39,767

They'd begin to wobble and essentially shatter

1352
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01:10:39,769 --> 01:10:41,002
and fall apart.
EAISTHIRRRER, 58 e BT 23 1 B A

1353
01:10:44,774 --> 01:10:47,609
And instead of sending back to the computer

1354
01:10:47,611 --> 01:10:49,244
what was really happening, it would send back

1355

01:10:49,246 --> 01:10:51,212

that old data that it had recorded.

B UK IH RIS TH B0 s 8 25 B i, T AN 2 1 S 10 A& ] FL g o

1356

01:10:51,214 --> 01:10:53,014

So the computer's sitting there thinking,
JIT LA R o 30 £ 08 L AR %

1357

01:10:53,016 --> 01:10:54,716

"yep, running at 1,000 hertz, everything is fine.
SR IS AT ZRAE 1000 %%, — VIHIRGEE .

1358

01:10:54,718 --> 01:10:56,618

Running at 1,000 hertz,everything is fine."
IBATIRAAE 1000 #52%, —VI#REF . >

1359

01:10:56,620 --> 01:10:59,454

But those centrifuges are potentially spinning up wildly,
BiE, XLEELOHURA AT BE IEFEIRIE B e ,

1360
01:10:59,456 --> 01:11:01,256
a huge noise would occur

R REE KK

1361
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01:11:01,258 --> 01:11:03,258
It'd be like, you know,a jet engine.

RGBSR B —FE.

1362
01:11:06,796 --> 01:11:08,396
So the operators then would know, "whoa,

1363

01:11:08,398 --> 01:11:10,031

something is going wrong here."

DRI 3R A T P X B B T — S ) i,

1364

01:11:10,033 --> 01:11:11,966

They might look at their monitors and say, "hmm,
HATTA] R =B A AATI BoR g8 JF Hjd: <1,

1365
01:11:11,968 --> 01:11:14,435
it says it's 1,000 hertz," but they would hear that in the room

1366

01:11:14,437 --> 01:11:16,237

something gravely bad was happening.

"B S 1000 2%, E SR AR TLE b 1] HLAS 2 R — 267" 5 fRRERE i RBLEAE A A

1367
01:11:16,239 --> 01:11:19,607
Not only are the operators fooled into thinking

1368
01:11:19,609 --> 01:11:21,409
everything's normal,

1369
01:11:21,411 --> 01:11:25,747
but also any kind of automated protective logic

1370
01:11:25,749 --> 01:11:27,515
is fooled.

AR AR 2R DO — VIR ® 1 BARfT—Fh H Sh R 2 B 2 L A & 5
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1371

01:11:28,384 --> 01:11:30,285

Chien:You can't just turn these centrifuges off.
T ARANBEAAN A 2 R P X L B oL

1372

01:11:30,586 --> 01:11:33,221

They have to be brought down in a very controlled manner.
AT 2R DA AT 58 16 7 2ty B3RATT T A

1373
01:11:33,223 --> 01:11:35,390
And so they would hit, literally, the big red button

1374

01:11:35,392 -->01:11:36,991

to initiate a graceful shutdown,

PV 31T o = (K (WE 5 N REAR R 31D IR N A1 P Z I

1375

01:11:37,326 --> 01:11:39,427

and stuxnet intercepts that code.

S AR 7 AT A

1376
01:11:39,429 --> 01:11:40,995
these operators

1377
01:11:40,997 --> 01:11:43,131
over and over again

1378
01:11:43,133 --> 01:11:44,299
and nothing would happen.

XA i N W IAT R, B A A KA.

1379
01:11:45,601 -->01:11:49,170
Yadlin:If your cyber weapon is good enough,

Yadlin: 4 SRR I 25 10 As 2 05 4T

1380
01:11:49,172 --> 01:11:51,906
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if your enemy is not aware of it,

1381
01:11:52,174 --> 01:11:55,810
it is an ideal weapon, because the enemy

1382

01:11:55,812 --> 01:11:57,879

even don't understand what is happening to it.

BB A TR IEAERAERER, RIRETNRA R EE B4 E R 2 — R AR )
RV

1383

01:11:58,447 --> 01:12:00,415

Gibney: Maybe even better if the enemy begins to doubt
1384

01:12:00,417 --> 01:12:02,717

- their own capability.

- Absolutely.
FHATE AR BT M SE B TR S, WIFE LT
1385

01:12:03,419 --> 01:12:06,287
Certainly one must conclude

1386
01:12:06,289 --> 01:12:09,090
that what happened at natanz

1387
01:12:09,092 --> 01:12:11,492
must have driven the engineers crazy,

1388
01:12:11,494 --> 01:12:13,961
because the worst thing that can happen

1389

01:12:13,963 --> 01:12:17,865
to a maintenance engineer is not being able to figure out

1390
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01:12:17,867 --> 01:12:20,668

what the cause of specific trouble is.

IR MG AEGIR LR AL T 4, B HES) HERR I TR AR AR IRE , DR SRk
BRI RER A 1, RI— MRS TR V4R th B 18] J ) S5 R e A4

1391

01:12:20,670 --> 01:12:24,038

So they must have been analyzing themselves to death.
FT DABATTH) 0 B — 52 2 8 H R TR .

1392

01:12:26,775 --> 01:12:29,577

Heinonen:You know, you see centrifuges blowing up.
WV T AR AE AR B O LIELE B RECK .

1393

01:12:29,945 --> 01:12:33,748

You look the computer screens,they go with the proper speed.
PRF RN B % AT IE DA 24 P T B 2K

1394

01:12:34,116 --> 01:12:37,785

There's a proper gas pressure.Everything looks beautiful.
H—MNEAWAEE S . — VIR RRIR K4 .

1395

01:12:40,389 --> 01:12:43,524

Sanger:Through 2009 it was going pretty smoothly.
FA% AT LK) 2009 4, —VIHEBEAT BUARFIR) .

1396

01:12:43,526 --> 01:12:45,360
Centrifuges were blowing up.
B HLIE S

1397
01:12:45,362 --> 01:12:48,029
The international atomic energy agency inspectors

1398
01:12:48,031 --> 01:12:50,531
would go in to natanz and they would see that

1399




RNANEFREH (Zero Day) FEEIF

01:12:50,533 --> 01:12:53,434
whole sections of the centrifuges had been removed.
[ b 57 RE MU BEAZ & N TR S NG 2L, M 12 B B 0L E AW 8 %

1400
01:12:54,670 --> 01:12:57,739
The United States knew from its intelligence channels

1401
01:12:57,741 --> 01:13:01,242
that some iranian scientists and engineers

1402
01:13:01,244 --> 01:13:05,012
were being fired because the centrifuges were blowing up

5 [ BRI T A 38— AP R SR TR AT R A 5 Co L L A 1 R 5 T e«

1403
01:13:05,014 --> 01:13:08,149
and the iranians had assumed that this was because

1404

01:13:08,151 --> 01:13:11,652

they had been making errors or manufacturing mistakes.

B BN SN I 2 R O A AT ] — B AR AR A R B E LR Y 1R

1405

01:13:11,654 --> 01:13:13,287
Clearly this was somebody's fault.
BARIX XA HERH -

1406
01:13:14,390 --> 01:13:16,424
So the program was doing

1407
01:13:16,426 --> 01:13:18,259
exactly what it was supposed to be doing,

JIT DA PP AE A8 ) I A% A ) 1,

1408
01:13:18,560 --> 01:13:21,329
which was it was blowing up centrifuges




FiEFRA

(Zero Day) FHEIF

1409
01:13:21,563 --> 01:13:23,398
and it was leaving no trace

1410
01:13:24,066 --> 01:13:26,167
and leaving the iranians to wonder

1411
01:13:26,602 --> 01:13:27,969
what they got hit by.

BV ORI E S, AR, ZAR I N AEAR AT 2 T4

1412

01:13:28,437 --> 01:13:31,072

This was the brilliance of olympic games.
KR HIE & I .

1413
01:13:31,373 --> 01:13:33,074

You know, as a former director of a couple of big

1414
01:13:33,076 --> 01:13:34,342
3-letter agencies,

1415

01:13:34,710 --> 01:13:37,145
slowing down 1,000 centrifuges
in natanz...

RFNIE, 1FN—2 M4 3 KRS TR BTE 38 fENH 24082 1000 & BOpl, Haof

WM. ...

1416

01:13:38,013 --> 01:13:39,347
Abnormally good.

S AU

1417

01:13:39,349 --> 01:13:41,949
There was a need for... for...
For buying time.

AILE L TGO L T AE 5% RIS TR SOAT gk
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1418

01:13:41,951 --> 01:13:44,585

There was a need for slowing them down.
it EOR e AT -

1419
01:13:44,587 --> 01:13:46,521
There was the need to try to push them

1420
01:13:46,523 --> 01:13:47,889
to the negotiating table.

AL BAER I R L 55 R AT

1421
01:13:47,891 --> 01:13:50,191
I mean, there are a lot of variables at play here.

MBS AREZARLEF.

1422
01:13:54,530 --> 01:13:58,166
Sanger:President Obama would go down into the situation room,

1423
01:13:58,600 --> 01:14:01,869
and he would have laid out in front of him

1424
01:14:01,871 --> 01:14:03,538
what they called the horse blanket,

1425
01:14:03,540 --> 01:14:05,740
which was a giant schematic

1426
01:14:05,742 --> 01:14:09,210
of the natanz nuclear enrichment plan..

S BB R G2 RIS = AR Oy S, Bl AN ERRIANH 8% K 46 T R i

BH.

1427
01:14:09,778 --> 01:14:12,880
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And the designers of olympic games

1428
01:14:12,882 --> 01:14:16,050
would describe to him what kind of progress they made

1429
01:14:16,052 --> 01:14:18,319
and look for him for the authorization

1430

01:14:18,321 --> 01:14:20,555

to move on ahead to the next attack.

X 56 A AR R 2 s T At R R ARAT TERAR: 1 A BRI 1 J I 3 SRA ) 5 B T 44 B2 AT T
— Il

1431

01:14:22,391 --> 01:14:24,425

And at one point during those discussions

1432
01:14:24,427 --> 01:14:26,160
he said to a number of his aides,

FEVF R ARttt A2 B TR

1433
01:14:26,162 --> 01:14:27,762
"you know,| have some concerns

1434
01:14:27,764 --> 01:14:30,231
because once word of this gets out,"

1435
01:14:30,233 --> 01:14:31,899
and eventually he knew it would get out,

1436
01:14:31,901 --> 01:14:33,901
"the Chinese may use it as an excuse

1437
01:14:33,903 --> 01:14:37,238
for their attacks on us.The Russians might or others."
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“ORFRIE, A —LEEML, PO —EOMER %, M RnE R SR A Rk, < B AT RE

SN RATE D Wl Re R E AN h A >

1438
01:14:37,773 --> 01:14:40,808
So he clearly had some misgivings,

1439
01:14:41,443 --> 01:14:43,244
but they weren't big enough to stop him

1440

01:14:43,246 --> 01:14:44,645

from going ahead with

the program.

FF LA AR — e, FLs 3 AR A2 LB 1 Al -

1441
01:14:45,848 --> 01:14:49,016
And then in 2010,

1442

01:14:49,351 --> 01:14:52,587

a decision was made to change the code.
RIGH]T 2010 4F, A ATOE B .

1443
01:14:58,427 --> 01:14:59,861
Our human assets

1444
01:15:00,496 --> 01:15:03,965
weren't always able to get code updates into natanz

1445
01:15:03,967 --> 01:15:06,100
and we weren't told exactly why,

1446
01:15:06,668 --> 01:15:10,705

but we were told we had to have a cyber solution

1447
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01:15:10,707 --> 01:15:12,206

for delivering the code.

BATAN ST R PR S BRI ACRY B B gh3H 2%, WA NS RN TN 4, (ERBATH:
FNFATT L Z58 H— AP 2 it ke 7 58 R BE AR

1448

01:15:12,641 --> 01:15:15,209

But the delivery systems were tricky.
H AR5k RGBT .

1449

01:15:15,511 --> 01:15:18,179

If they weren't aggressive enough, they wouldn't get in.
MFENAERRR I ENTHAZHENRS

1450

01:15:18,480 --> 01:15:20,848

If they were too aggressive, they could spread
1451

01:15:21,283 --> 01:15:22,517

and be discovered.

R EA T T, AT AT DAL AR R4 R

1452
01:15:24,520 --> 01:15:26,287
Chien:When we got the first sample,

1453
01:15:26,289 --> 01:15:28,623
there was some configuration information inside of it

1454
01:15:28,625 --> 01:15:31,859
And one of the pieces in there was a version number, 1.1

1455
01:15:32,861 --> 01:15:34,161
and that made us realize,

1456

01:15:34,163 --> 01:15:36,397
well, look, this likely isn't

the only copy.
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IR 78— A, B R IA SR EER, b —F AR A —MRA S, 1.1,
AEBATEIRE], 4FIe, &, Xl e —raEA.

1457
01:15:36,399 --> 01:15:38,633
We went back through our databases looking for

1458

01:15:38,635 --> 01:15:41,102

anything that looks similar to stuxnet.

FATNB] BN HAT] 0B e 25 FHRATATE R 5 R M RSB0 75

1459
01:15:42,838 --> 01:15:44,539
Chien:As we began to collect more samples,

1460
01:15:44,541 --> 01:15:46,440
we found a few earlier versions of stuxnet.

& BEE FA DT AR I FEAS ORI S, BRATRIL 1R RIS A

1461
01:15:47,509 --> 01:15:49,210
O'murchu:And when we analyzed that code,

1462
01:15:49,212 --> 01:15:51,879
we saw that versions previous to 1.1

1463
01:15:51,881 --> 01:15:53,548
were a lot less aggressive.

O 'murchu: A 13 AT X BeARRD I, FRATARIL 1.1 Z AiFEAD TIR 2 Btk

1464
01:15:54,016 --> 01:15:55,850
The earlier version of stuxnet,

1465
01:15:55,852 --> 01:15:58,019
it basically required humans to do a little bit

1466
01:15:58,021 --> 01:16:00,354
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of double clicking in order for it to spread

1467
01:16:00,356 --> 01:16:01,889
from one computer to another.

TR FIBIRAS, AR R A — AT A A R — A LSRRI — 4

1468
01:16:01,891 --> 01:16:04,158
And, so, what we believe after looking at that code

1469

01:16:04,160 --> 01:16:05,293

is two things,

Frel, HEBRBAMNZ )G, WATHEE 7.

1470
01:16:05,694 --> 01:16:07,995
one, either they didn't get in to natanz

1471
01:16:07,997 --> 01:16:09,230
with that earlier version,

1472
01:16:09,232 --> 01:16:10,831
because it simply wasn't aggressive enough,

1473
01:16:10,833 --> 01:16:12,567
wasn't able to jump over that air gap,

o, R REIRASBCHBEANGNIHLL, POV ERIRISTEA, ok 2 UR B,

1474
01:16:13,535 --> 01:16:16,370
and/or two,that payload as well

1475

01:16:16,372 --> 01:16:19,674
didn't work properly, didn't
work to their satisfaction,

1476
01:16:19,942 --> 01:16:21,776
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maybe was not explosive enough.

R A R AR IR AR, RO IR T R, XMV R AN .

1477
01:16:22,344 --> 01:16:24,579
There were slightly different versions

1478
01:16:24,581 --> 01:16:26,914
which were aimed at different parts

1479

01:16:26,916 --> 01:16:28,549

of the centrifuge cascade.

XA — SEFH G [R] R R A A2 X B oL IR () A [R50 4 o

1480
01:16:28,551 --> 01:16:31,552
Gibney:But the guys at symantec figured you changed the code

1481
01:16:31,554 --> 01:16:33,354
because the first variations couldn't get in

1482
01:16:33,356 --> 01:16:34,522
and didn't work right.
AT e A TR TR O i B3 TR BRECE 7 AAS,  BRDOY 3 — IR Jo ikt NIt Bk 1w T
E.

1483

01:16:34,790 --> 01:16:34,789
Bullshit.

l-arl

1484

01:16:36,592 --> 01:16:38,859

We always found a way to get across the air gap.
Al 5 AR B — T 5 2ok 2

1485
01:16:38,861 --> 01:16:41,128
At tao, we laughed when people thought they were
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1486
01:16:41,130 --> 01:16:42,797
protected by an air gap.
£ tao, HAMNTVNAATZ 2 — B ORI, FRATZE T .

1487

01:16:43,465 --> 01:16:46,500

And for og, the early versions of the payload did work.
X OG HLUK YL, A R 5 I RASHR & 2L

1488
01:16:46,969 --> 01:16:48,769
But what NSA did...

1489
01:16:50,372 --> 01:16:53,174
Was always low-key and subtle.
HEF 2R A SRR ARG

1490
01:16:54,276 --> 01:16:57,545
The problem was that unit 8200, the Israelis,

1491
01:16:57,547 --> 01:16:59,680
kept pushing us to be more aggressive.

[5] 7 DA 37 ) 8200 25 B AN By s ffe A5 AT T2 HL A vk

1492
01:17:01,316 --> 01:17:03,951
Chien: The later version of stuxnet 1.1,

1493
01:17:03,953 --> 01:17:06,087
that version had multiple ways of spreading.

fig: M 1.1 S RRAS AT 2 Rh ek 5 2o

1494
01:17:06,089 --> 01:17:08,289
Had the four zero days inside of it, for example,

A A E B, fla:

1495
01:17:08,291 --> 01:17:10,091
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that allowed it to spread all by itself

1496

01:17:10,093 --> 01:17:11,225

without you doing anything.

RVFE H S L3k, THIRMEUEM S

1497

01:17:11,227 --> 01:17:12,827

It could spread via network shares.
E R LA P 4 S AL

1498

01:17:12,829 --> 01:17:14,729
It could spread via USB keys.
‘B LLUEI USB L1 .

1499

01:17:14,731 -->01:17:17,131

It was able to spread via network exploits.
B Be I 1 P 45 I I HEAT A 5

1500
01:17:17,133 --> 01:17:18,666
That's the sample that

introduced us

1501
01:17:18,668 --> 01:17:20,668

to stolen digital certificates.

KR FEAN G TS BRI .

1502

01:17:20,670 --> 01:17:23,104
That is the sample that,

all of a sudden,

1503
01:17:23,106 --> 01:17:25,272

became so noisy
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1504
01:17:25,274 --> 01:17:28,376
and caught the attention

of the antivirus guys.

XA SRR ) ARAFARNE 53 5 51 SO 33 AR RIE RIFEA

1505

01:17:29,277 --> 01:17:31,912
In the first sample

we don't find that.

FESE— DR, JATIHFRA RIX — R,

1506

01:17:33,248 --> 01:17:39,320
And this is very strange,
because it tells us that

1507

01:17:39,322 --> 01:17:41,589
in the process

of this development

1508

01:17:42,124 --> 01:17:44,692
the attackers

were less concerned

1509
01:17:44,694 --> 01:17:46,527

with operational security.

RARMRAREN, BOVESIREAT, RN RN R, BB AR RIE I 2 et

1510
01:17:52,000 --> 01:17:54,568
Chien:<i> Stuxnet actually kept</i>

<i> a log inside of itself</i>

1511
01:17:55,270 --> 01:17:57,705




FiEFRA

(Zero Day) FHEIF

<i> of all the machines that</i>

<i> it infected along the way</i>

1512
01:17:57,707 --> 01:17:59,774
<i> as it jJumped from one machine</i>

<i> to another</i>

1513
01:17:59,776 --> 01:18:00,941

<i> to another to another.</i>

1514
01:18:01,376 --> 01:18:03,344

<i> And we were able to gather up</i>

1515
01:18:03,346 --> 01:18:05,379
<i> all the samples</i>

<i> that we could acquire,</i>

1516
01:18:05,547 --> 01:18:08,816
<i> tens of thousands of samples.</i>

<i>We extracted all of those logs.</i>

] 7R PE S TSR A BTBRER I %, & SEBR EORAF 1B
S HE, BATREB IR P 1B U TR,

1517
01:18:08,818 --> 01:18:11,519
O'murchu:<i> We could see the</i>

<i> exact path that stuxnet took.</i>

O'murchu: FATRICLE R, 7= MG ) A A2

1518
01:18:13,655 --> 01:18:15,690
Chien:<i> Eventually, we were able</i>

<i> to trace back</i>

HE

PRI 7 I H &

¥R

Ju
=]

(R TR AR A
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1519
01:18:15,692 --> 01:18:17,858
<i> this version of stuxnet</i>

<i>to ground zero,</i>

1520

01:18:18,160 --> 01:18:20,695

to the first five infections

in the world.

Chien: 52 FRATRENS 1E WX AN RCAS IR 72 X RO B R, ZETHE 5T B HEA AT A4 IR G IX .

1521
01:18:21,530 --> 01:18:24,365
<i> The first five infections</i>

<i>are all outside a natanz plant,</i>

1522
01:18:24,533 --> 01:18:27,368
<i> all inside of organizations</i>

<i> inside of Iran,</i>

1523
01:18:28,136 --> 01:18:30,404
<i> all organizations</i>

<i>that are involved in</i>

1524
01:18:30,406 --> 01:18:32,840
<i> industrial control systems</i>

<i> and construction</i>

1525
01:18:32,842 --> 01:18:34,475
<i> of industrial control</i>

<i> facilities,</i>

1526
01:18:34,743 --> 01:18:38,312

<i> clearly contractors who were</i>
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<i>working on the natanz facility.</i>
AT AT LA VR IXHAE NI ZZ T 4h, A TR IS A AR, 3 7 Tz &
Gt AN T A58 1AL % B N 3E 2% it e s P W 7R L 7

1527
01:18:38,314 --> 01:18:40,047
<i> And the attackers knew that.</i>

Bk 2 RE I — K

1528

01:18:40,649 --> 01:18:43,384
They were electrical companies.
They were piping companies.

1529

01:18:43,386 --> 01:18:44,985

They were, you know,

these sorts of companies.

RS AT EHEAF . RAER, EEXEAH .

1530

01:18:45,187 --> 01:18:46,821
And they knew...

They knew the technicians

1531
01:18:46,823 --> 01:18:48,556
from those companies

would visit natanz.
AT, FARN G2 AT DLIE I X A 7] 7 iR 4R 2%

1532
01:18:48,558 --> 01:18:50,124
So they would infect

these companies

1533
01:18:50,325 --> 01:18:53,360

and then technicians
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would take their computer

1534

01:18:53,362 --> 01:18:54,662

or their laptop or their USB...

P UABA T 2GR L 0 w], NTTAEROR N R B AR iR . 210 A s USB 4545,

1535
01:18:54,664 --> 01:18:56,430
That operator then goes down

to natanz

1536

01:18:56,432 --> 01:18:58,599
and he plugs in his USB key,
which has some code

1537
01:18:58,601 --> 01:19:00,501
<i> that he needs to update</i>

<i> into natanz,</i>

1538
01:19:00,503 --> 01:19:02,069

<i> into the natanz network,</i>

1539
01:19:02,071 --> 01:19:03,738
<i> and now stuxnet</i>

<i> is able to get inside natanz</i>

1540

01:19:03,740 --> 01:19:05,106

<i>and conduct its attack.</i>

HAEE MIBENGNIHZE, JEA AR USB,  Hrbof il 75 2 55 2943 22 ) A0S, AT EA 2
PYIHZERIAE%, IS LI 72 X 5L RE 6 2E NN 2L F T e it

1541
01:19:06,341 --> 01:19:08,709
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These five companies

were specifically targeted

1542
01:19:08,711 --> 01:19:10,578

to spread stuxnet into natanz

1543
01:19:10,779 --> 01:19:14,014
and that it wasn't that... that

stuxnet escaped out of natanz

1544

01:19:14,016 --> 01:19:15,516
and then spread

all over the world

1545
01:19:15,518 --> 01:19:17,952
and it was this big mistake

and "oh, it wasn't meant

1546
01:19:17,954 --> 01:19:19,687

to spread that far but it really did."

XL A FIWEGE [FONFE M R B AN 22 AT H AR, SR RE 9099 75 A2 1H 2% 326 Jid 2k 475 LA
By R AR R, KRR RIR . <, BORME B2y S A, HEHRHE 17,

1547
01:19:19,689 --> 01:19:21,422
No, that's not the way

we see it.

1548
01:19:21,424 --> 01:19:24,358
The way we see it is that they

wanted it to spread far

1549
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01:19:24,360 --> 01:19:26,026
so that they could get it
into natanz.

Ay IASEBATEE B80T 30 FATE BIE 7 AR A1 etz {Efbiigerme

TR EIGIEZE .

1550
01:19:26,228 --> 01:19:30,131
Someone decided that we're

gonna create something new,

1551
01:19:30,365 --> 01:19:31,432

something evolved,

1552
01:19:32,067 --> 01:19:34,201
that's gonna be

far, far, far more aggressive.

ANV AN TR ERIER AT, FEZHEA, XA R,

1553
01:19:34,870 --> 01:19:38,305
And we're okay, frankly,

1554
01:19:38,307 --> 01:19:41,008
with it spreading all over

the world to innocent machines

1555
01:19:41,243 --> 01:19:42,810
in order to go after

our target.

WA, WATSE, BEHE e HE AR Z LS, BT ERIAT H R,

1556
01:19:48,551 --> 01:19:53,721
The Mossad had the role,
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had the... the assignment

1557
01:19:54,422 --> 01:20:00,327
to deliver the virus

to make sure that stuxnet

1558
01:20:00,329 --> 01:20:05,199
<i>would be put in place in natanz</i>

<i> to affect the centrifuges.</i>

JEEBE AR AR A R R B0, AT B OR 72 I e BB 40 HE 2 R B i i oL

1559

01:20:07,068 --> 01:20:09,270
<i> Meir dagan,</i>

<i> the head of Mossad,</i>

1560

01:20:09,272 --> 01:20:12,573
<i>was under growing pressure</i>
<i> from the prime minister,</i>

1561

01:20:12,575 --> 01:20:15,442
<i> Benjamin netanyahu,</i>
<i> to produce results.</i>

/R SXH BERE AR 55T N T A K T A B8 JE M BB FRCR R R 0, e 72 T RCR .

1562
01:20:17,346 --> 01:20:18,512

<i> Inside the roc,</i>

1563
01:20:18,514 --> 01:20:20,581
<i> we were furious.</i>

B hbe B 5y AT BT

1564
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01:20:22,317 --> 01:20:25,152
<i> The Israelis took our code for</i>

<i> the delivery system</i>

1565
01:20:25,754 --> 01:20:27,054
<i>and changed it.</i>

NTHIERSE, LEH NI I e .

1566
01:20:28,456 --> 01:20:30,958
<i> Then, on their own,</i>

<i> without our agreement,</i>

1567

01:20:30,960 --> 01:20:32,760

<i> they just fucking launched it.</i>

RIE, fTE S RAELRINMER, B TREsh 7 E.

1568
01:20:33,428 --> 01:20:35,329
<i> 2010 around the same time</i>

1569

01:20:35,331 --> 01:20:37,131
<i> they started killing</i>
<i> iranian scientists...</i>

KALE 2010 SRR [F]—FE], AATITF R FH IR 25K

1570

01:20:37,133 --> 01:20:38,866
<i> And they fucked up</i>
<i> the code!</i>

A Al AR !

1571
01:20:39,301 --> 01:20:40,835
<i> Instead of hiding,</i>
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1572
01:20:40,837 --> 01:20:43,304
<i> the code started shutting down</i>

<i> computers,</i>

1573

01:20:43,306 --> 01:20:45,072

<i> so naturally, people noticed.</i>

HARTAR, ANATER R 75 ARG, ARG < 7 K .

1574
01:20:47,008 --> 01:20:50,010
<i> Because they were in a hurry,</i>

PONAATT AL LI 8], AT OT T3 2 R &1

1575
01:20:51,046 --> 01:20:52,146

<i>They let it out</i>

1576

01:20:52,148 --> 01:20:55,449
<i>and it spread</i>

<i> all over the world.</i>

AR BT R, B 1 A .

1577

01:21:00,622 --> 01:21:02,423
Gibney:

<i> The worm spread quickly</i>

1578
01:21:02,691 --> 01:21:04,525
<i> but somehow</i>

<i> it remained unseen</i>

1579
01:21:04,527 --> 01:21:06,560
<i> until it was identified</i>

<i> in Belarus.</i>
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AR e i SO R IR EAL R (H AR, S ORTCVE R I, BB EAE AR oA E -

1580
01:21:07,562 --> 01:21:10,130
<i> Soon after,</i>

<i> Israeli intelligence confirmed</i>

1581

01:21:10,132 --> 01:21:12,132

<i> that it had made its way into</i>
<i> the hands</i>

1582
01:21:12,134 --> 01:21:14,134
<i> of the Russian</i>

<i> federal security service,</i>

1583
01:21:14,136 --> 01:21:16,103
<i> a successor to the kgb.</i>

ARG CLEFIEARES T TIESE, EREN TR BTN 22 25— AN e I I 4R 1) T

1584
01:21:17,672 --> 01:21:21,075
<i>So it happened that the formula</i>

<i> for a secret cyber weapon</i>

1585
01:21:21,077 --> 01:21:22,743
<i> designed by</i>

<i>the U.S. and Israel</i>

1586
01:21:22,745 --> 01:21:24,278
<i> fell into the hands</i>

<i> of Russia</i>

1587
01:21:24,813 --> 01:21:26,814
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<i> and the very country</i>

<i> it was meant to attack.</i>

8 TG —A> B3 A DL BT AR 2 I 2% iCas ) A 0k N TR P 2 T, e — M EJRAZE
Bri i E 5K

1588
01:21:49,372 --> 01:21:50,905

Kiyaei:<i> In international law,</i>

1589
01:21:50,907 --> 01:21:54,441
<i> when some country</i>

<i> or a coalition of countries</i>

1590

01:21:54,676 --> 01:21:59,146

targets a nuclear facility,

it's a act of war.

Kiyaei: 7EH Frikrr, =408 E 5 ul B KB B A R Wi di T By, X2 817 8.

1591
01:22:00,048 --> 01:22:02,950

Please, let's be frank here.

1592
01:22:03,618 --> 01:22:06,320

If it wasn't Iran,

1593

01:22:06,955 --> 01:22:09,657
let's say a nuclear facility

in United States...

1594
01:22:10,926 --> 01:22:12,660

Was targeted in the same way...

1595
01:22:14,863 --> 01:22:16,497
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The American government

1596

01:22:16,898 --> 01:22:19,633

would not

sit by and let this go.

WA, mRANRAFRY], WITRaRE, — Mot b RFER T A8t 56 B BURRT
XFAT A AAE ]

1597
01:22:20,468 --> 01:22:23,037
Gibney: Stuxnet is an attack

in peacetime

1598
01:22:23,039 --> 01:22:24,104

on critical infrastructures.

1599
01:22:24,306 --> 01:22:27,408
Yes, itis. I'm...

Look, when | read about it,

1600
01:22:27,410 --> 01:22:30,110
I read it, I go,

"whoa, this is a big deal."

1601

01:22:30,112 --> 01:22:31,845

Yeah.

HAGE: RTINS T Ot R e s i) — M . eEE, RCBFR, Bk
B, W T, M, XEME KR R,

1602

01:22:33,548 --> 01:22:36,083
Sanger:<i> The people who were</i>
<i> running this program,</i>
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1603
01:22:36,085 --> 01:22:37,551

<i> including Leon panetta,</i>

1604

01:22:37,553 --> 01:22:39,553
<i> the director of the CIA</i>
<i> at the time,</i>

1605
01:22:40,155 --> 01:22:42,790
<i> had to go down</i>

<i> into the situation room</i>

1606
01:22:42,792 --> 01:22:44,992

<i> and face president Obama,</i>

1607
01:22:44,994 --> 01:22:48,529
<i> vice president biden</i>

<i> and explain that this program</i>

1608
01:22:48,797 --> 01:22:51,365

<i> was suddenly on the loose.</i>

A, FATUXANIHN, BRESRE T RERE R EERAE, BAEARMNE, [EE

LEgE. FEERLE SRR AN I H IR KL

1609
01:22:52,667 --> 01:22:54,168
Vice president biden,

1610
01:22:54,170 --> 01:22:56,737
at one point

during this discussion,

1611
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01:22:57,572 --> 01:23:00,274
sort of exploded

in biden-esque fashion

1612
01:23:00,276 --> 01:23:01,842

<i> and blamed the Israelis.</i>

RIS G EAEIX T 1 SR B — RO R B U e, RO

1613
01:23:01,844 --> 01:23:04,244
<i> He said, "it must have been</i>

<i> the Israelis</i>

1614
01:23:04,246 --> 01:23:06,313
<i>who made a change</i>

<i> in the code</i>

1615
01:23:06,315 --> 01:23:08,415
<i> that enabled it to get out."</i>

bt AB—E R A AR i 7 PR, (e R ot #= .

1616
01:23:10,285 --> 01:23:12,486
Richard Clarke:<i> President Obama</i>

<i> said to the senior leadership,</i>

1617
01:23:12,488 --> 01:23:15,522
<i>"you told me it wouldn't</i>

<i>get out of the network. It did.</i>

1618
01:23:15,524 --> 01:23:17,691
You told me the iranians would

never figure out

DRI
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1619

01:23:17,693 --> 01:23:19,660
it was the United States.

They did.

1620

01:23:19,961 --> 01:23:21,662
You told me it would have

a huge affect

1621

01:23:21,664 --> 01:23:25,332
on their nuclear program,

and it didn't."

B o v R GG R U RIS URR, A NZg itk EE 2%, BlEE
HIMEE 7o RIS VRER, PHIAAR S KBUESREM, AT 7 RIS VRR, XXl

BT RS R E R, SRS

1622
01:23:27,035 --> 01:23:30,537

Sanger:<i> The natanz plant is</i>

<i>inspected every couple of weeks</i>

1623
01:23:30,839 --> 01:23:34,041
<i> by the international atomic</i>

<i> energy agency inspectors.</i>

1624
01:23:34,476 --> 01:23:37,177
<i>And if you line up what</i>

<i> you know about the attacks</i>

1625
01:23:37,445 --> 01:23:40,347
<i> with the inspection reports,</i>

<i>you can see the effects.</i>

Sanger: HIHZZ L) LA B A7 BRI 7 RENU IR BN ST R . W RAR R A

R MBS DLREAT HES 0 A, AR RER BIRCR T .
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1626
01:23:41,683 --> 01:23:43,884
Heinonen:<i> If you go to</i>

<i> the iaea reports,</i>

1627

01:23:43,886 --> 01:23:46,153
<i> they really show that all</i>
<i> of those centrifuges</i>

1628
01:23:46,155 --> 01:23:49,056
<i> were switched off</i>

<i> and they were removed.</i>

1629
01:23:49,657 --> 01:23:53,027
<i>As much as almost couple</i>

<i>of thousand got compromised.</i>

HEvE T AR LR E PR T BRSBTSk, e R B O bR, JF Bk

R T . BEEILET G IO O .

1630
01:23:54,195 --> 01:23:55,662
When you put this

altogether,

1631
01:23:55,664 --> 01:23:58,465
I wouldn't be surprised

if their program got delayed

1632
01:23:58,467 --> 01:23:59,633
by the one year.

BIRACIX LA R ke, BRI E R 4, REASEEME T .

1633-1634
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1633
01:24:00,001 --> 01:24:03,804
<i> But go then to year 2012-13</i>

1634

01:24:03,806 --> 01:24:07,107

<i>and looking how the centrifuges</i>
<i> started to come up again.</i>

{H2% 3 2012, 2013 4F, A B OLHVEFR X EH I T1E.

1635

01:24:07,375 --> 01:24:08,976
Kiyaei:

<i> Iran's number of centrifuges</i>

1636
01:24:08,978 --> 01:24:10,844

<i> went up exponentially,</i>

1637
01:24:10,846 --> 01:24:14,915
to 20,000, with a stockpile

of low enriched uranium.

1638

01:24:14,917 --> 01:24:17,217
Thisisn't...

These are high numbers.

Kiyaei: H1 F- R4 o (1010 O B B8 o LB 1% BT, 22K E 20000 1X 2652 e 1 B R

1639
01:24:18,086 --> 01:24:20,554
<i> Iran's nuclear facilities</i>

<i> expanded</i>

1640
01:24:20,556 --> 01:24:23,157
<i> with the construction</i>

<i> of fordow</i>
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1641

01:24:23,159 --> 01:24:25,759
<i> and other highly protected</i>

<i> facilities.</i>

P BT A AR it 20 T R Al v P PR A BBt P S TR AE S K

1642
01:24:27,829 --> 01:24:30,597

So ironically, cyber warfare...

1643
01:24:31,399 --> 01:24:34,001
Assassination of

its nuclear scientists,

1644

01:24:34,436 --> 01:24:37,704
economic sanctions,

political isolation...

1645
01:24:39,575 --> 01:24:42,076
<i> Iran has gone through</i>

<i> llall tO ||X||</i>

1646

01:24:42,078 --> 01:24:46,680
<i> of every chorus of policy</i>
<i> that the U.S., Israel,</i>

1647
01:24:46,682 --> 01:24:50,818
<i> and those who ally with them</i>

<i> have placed on Iran,</i>

1648
01:24:51,352 --> 01:24:54,288

and they have actually made
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Iran's nuclear program

1649

01:24:54,290 --> 01:24:57,024

more advanced today

than it was ever before.

BRI, BAKRERE I, M. R ZEER R 5. Buaiar.. s
7 EEL LES] KRR B ECGTHE, Mea”iER] 7eX7; ERA TR, B
L SIS A B B A R A TR B e DA PR A ] Bk 8 B Ay St ik o

1650

01:25:01,197 --> 01:25:02,930
Mossad operative:

<i>This is a very</i>

1651
01:25:02,932 --> 01:25:06,066
<i> very dangerous</i>

<i> minefield that we are walking,</i>

1652
01:25:06,068 --> 01:25:08,969

and nations who decide

1653
01:25:08,971 --> 01:25:11,171

to take these covert actions

1654
01:25:12,307 --> 01:25:15,342
should be taking

into consideration

1655

01:25:15,977 --> 01:25:20,781

all the effects,

including the moral effects.

JEE AR T

AT EAE—NEEERIE X, thog RIPIZ LR 473 1) 5K N2 R8BI P 12, A5
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1656

01:25:21,416 --> 01:25:25,452

I would say

that this is the price

1657
01:25:25,454 --> 01:25:29,790
that we have to pay in this...

In this war,

1658
01:25:30,125 --> 01:25:32,659
and our blade

of righteousness

1659
01:25:32,661 --> 01:25:34,061
shouldn't be so sharp.

FARULE, X ARBAEILX I 6T AT H AR, AT 2 L2 TIAN N % 00 A

1660
01:25:39,901 --> 01:25:42,302
Gibney:<i> In Israel</i>

<i> and in the United States,</i>

1661
01:25:42,304 --> 01:25:44,638
<i> the blade of righteousness</i>

<i> cut both ways,</i>

1662

01:25:45,173 --> 01:25:47,708
<i> wounding the targets</i>
<i> and the attackers.</i>

wARJEAE LB MISE ], 2 S TMEAS Beddy B AR AN PR AT

1663-1668
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1663
01:25:48,776 --> 01:25:51,178
<i> When stuxnet infected</i>

<i> American computers,</i>

1664
01:25:51,180 --> 01:25:53,247
<i> the department</i>

<i> of homeland security,</i>

1665

01:25:53,581 --> 01:25:56,517

<i> unaware of the cyber weapons</i>
<i> launch by the NSA </i>

1666
01:25:56,784 --> 01:25:59,953
<i> devoted enormous resources</i>

<i> trying to protect Americans</i>

1667
01:25:59,955 --> 01:26:01,255

<i> from their own government.</i>

1668

01:26:01,756 --> 01:26:04,191

<i>We had met the enemy</i>

<i>and it was us.</i>

TR R R Gy 1 S NI I, ] 22 4 A R B S 1 5 2 4 SR BT A % s
TRBEANTKEMEE, KERPEEANE SHREBUT. RAOTERKBARLSRZERITE D,

1669

01:26:09,964 --> 01:26:11,632

Se # Paul mcgurk:<i> The purpose of</i>
<i> the watch stations that</i>

1670
01:26:11,634 --> 01:26:13,800
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<i> you see in front of you</i>

<i> is to aggregate the data</i>

1671
01:26:13,802 --> 01:26:15,269
- <i>coming in from multiple feeds</i>

1672
01:26:15,271 --> 01:26:17,004
<i> of what the cyber threats</i>

<i> could be,</i>

1673
01:26:17,006 --> 01:26:18,438

so if we see threats

1674

01:26:18,440 --> 01:26:21,008
we can provide

real-time recommendations

1675
01:26:21,010 --> 01:26:24,244
<i> for both private companies,</i>

<i> as well as federal agencies.</i>

TRE « 2 M v WSk i) H AAE TR AT BLS
AR T By, BATTUONRE A7, HRBABUF AL i

1676
01:26:24,979 --> 01:26:28,448

Male journalist:

1677

01:26:28,850 --> 01:26:31,285
Yep, absolutely. We'd be

more than happy to discuss that.

1678
01:26:31,287 --> 01:26:32,352

LW RIEE S, PRk, wlRIK
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Female journalist:
Se #, is it...
Bl 2m, B AT RE R @, ZidE: ZH.

1679

01:26:32,354 --> 01:26:34,955
Mcgurk:<i> Early July of 2010</i>
<i>we received a call</i>

1680
01:26:34,957 --> 01:26:37,558
<i> that said that this piece</i>

<i> of malware was discovered</i>

1681

01:26:37,560 --> 01:26:38,959

<i>and could we take a look at it.</i>

Mcgurk: 2010 4F 7 H HIFRATE S — A>3l , 2 XA SR BRI T, AT AL E T

1682
01:26:40,563 --> 01:26:42,062
When we first started

the analysis,

1683
01:26:42,064 --> 01:26:44,398
there was that

"oh, crap™ moment, you know,

1684
01:26:44,400 --> 01:26:46,233
where we sat there and said,

this is something

1685

01:26:46,235 --> 01:26:47,367

that's significant.

BIATNITTER T, BRAEME, PRI 2], VRAGER), AT ER, XHef 1 H
KK
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1686

01:26:47,369 --> 01:26:49,102

It's impacting

industrial control.

1687

01:26:49,337 --> 01:26:51,805
It can disrupt it to the point
where it could cause harm

1688
01:26:51,807 --> 01:26:53,874
and not only damage

to the equipment,

1689

01:26:53,876 --> 01:26:55,943
but potentially harm

or loss of life.

BRI TIZEH RS ERBIA RE T e8I H MU B %, HiEENDiFits

BRI .

1690
01:26:56,711 --> 01:26:58,912
<i>We were very concerned</i>

<i> because stuxnet</i>

1691

01:26:58,914 --> 01:27:00,681
<i> was something that</i>

<i> we had not seen before.</i>

PATARH RIE, PR M BATZ AT AR I AR

1692

01:27:00,683 --> 01:27:02,816

<i> So there wasn't a lot of sleep</i>
<i> that night.</i>

FTEL, ARHE . FRATERRAR 1
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1693
01:27:02,818 --> 01:27:05,719
<i>Basically, light up the phones,</i>

<i> call everybody we know,</i>

1694
01:27:05,721 --> 01:27:08,956
<i> inform the secretary,</i>

<i> inform the white house,</i>

1695
01:27:09,157 --> 01:27:11,225
<i> inform the other departments</i>

<i> and agencies,</i>

1696
01:27:11,392 --> 01:27:14,094
<i> wake up the world,</i>

<i>and figure out what's going on</i>

1697
01:27:14,096 --> 01:27:16,296

<i> with this particular malware.</i>

BA L, BATHFHER VRPN, SRERG SR, SRAE, SRS,

Ml 7R, SRR RSB R R E AR,

1698
01:27:18,099 --> 01:27:19,366
Good morning,

chairman lieberman,

1699
01:27:19,368 --> 01:27:20,634

ranking member Collins.

1700
01:27:21,202 --> 01:27:23,003

Something as simple




FiEFRA

(Zero Day) FHEIF

and innocuous as this

1701

01:27:23,005 --> 01:27:25,172
becomes a challenge

for all of us to maintain

1702
01:27:25,174 --> 01:27:28,141
accountability control of our

critical infrastructure systems.

U SRR 2 R BRI o IR AN TR B
MBI ARG, RBATIA KDL, X2 Oy — A

1703

01:27:28,610 --> 01:27:30,744
This actually contains

the stuxnet virus.

1704
01:27:30,945 --> 01:27:32,412
I've been asked on

a number of occasions,

1705
01:27:32,414 --> 01:27:34,248
"did you ever think

this was us?"

1706
01:27:34,250 --> 01:27:37,951
And at... at no point did that

ever really cross our mind,

1707
01:27:37,953 --> 01:27:40,754
because we were looking at it

from the standpoint of,

s DRFFFFIR AT St A
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1708

01:27:41,089 --> 01:27:43,056
is this something that's coming
after the homeland?

RSLhr ERE RN . RAEVFZE LY, R R RE X RRAT? " fE1E
faTif i, AL 5 AR BATI N AR, RPN WE IR, EARR A A ?

1709
01:27:43,058 --> 01:27:45,626
You know, what... what's going

to potentially impact,

1710

01:27:45,628 --> 01:27:48,428
you know, our industrial control
based here in the United States?

1711

01:27:48,863 --> 01:27:51,798
You know, | liken it to,

you know, field of battle.

PREE, VSRR 4, REE, FRATH TS S RERE A7 /R, Rt

VE—137.

1712

01:27:51,966 --> 01:27:53,934
You don't think the sniper
that's behind you

1713
01:27:53,936 --> 01:27:55,435

is gonna be shooting at you,

1714
01:27:55,603 --> 01:27:57,204
‘cause you expect him to be

on your side.

PRANGEAFIEAEAR B I (A o T i A B AEAR & PR /R A SR AL il A2 VR IX
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1715

01:27:57,739 --> 01:28:01,441
We really don't know

who the attacker was

1716
01:28:01,443 --> 01:28:02,843

in the stuxnet case.

1717
01:28:03,044 --> 01:28:05,279
So help us understand

a little more

1718
01:28:05,546 --> 01:28:07,714
what this thing is

1719

01:28:08,416 --> 01:28:13,820
whose origin and destination
we don't understand.

FERMFAE S, AT REL S R P AR B AL — 5 TR A4, ERIEIR

FH R FRATTHA T .

1720
01:28:15,056 --> 01:28:17,157
Gibney: Did anybody

ever give you any indication

1721

01:28:17,159 --> 01:28:19,326

that it was something

that they already knew about?

w A e A NEVMEFHE R RN DL HE | XA FE A2

1722
01:28:19,328 --> 01:28:22,062
No, at no time did | get
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the impression from someone

1723

01:28:22,064 --> 01:28:24,931
that that's okay, you know,

get the little pat on the head,

1724
01:28:24,933 --> 01:28:26,400
and... and scooted

out the door.

A BMRGBYEATIES, REITER], HOERM T, REATEIT.

1725
01:28:26,402 --> 01:28:28,268
I never received

a stand-down order.

1726

01:28:28,270 --> 01:28:31,905

I never... no one ever asked,

"stop looking at this."”

TMARWENLE TR L. MOREA AR F1EF 4.

1727
01:28:32,507 --> 01:28:36,310
Do we think that this

was a nation-state actor

1728
01:28:36,312 --> 01:28:38,745
and that there are a limited

number of nation-states

1729
01:28:38,747 --> 01:28:42,149
that have such

advanced capacity?

HEEFA TN R — A RIRE K AT 308, P45 et e 1 i0IF N DA PRI RO 5 2
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1730

01:28:43,985 --> 01:28:46,253
Gibney: Se # mcgurk,

the director of cyber

1731
01:28:46,255 --> 01:28:47,988
for the department

of homeland security,

1732
01:28:47,990 --> 01:28:50,824
testified before the senate

about how he thought

1733

01:28:50,826 --> 01:28:53,927
stuxnet was a terrifying threat
to the United States.

1734
01:28:54,195 --> 01:28:55,462

Is that not a problem?

AT JE 1 2 AR 2 TSR BUESE, FR T3 ER U, = — ANl i g .

AR —A [ ?

1735
01:28:55,464 --> 01:28:57,364
I don't... and... and how...

How do you mean?

1736
01:28:57,632 --> 01:29:00,033

That stuxnet was a bad idea?

AR ABHREE? BEME - MEERA?

1737
01:29:00,435 --> 01:29:03,103
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Gibney: No, no, no, just that
before he knew what it was

1738
01:29:03,105 --> 01:29:04,938
- and what it attacks...

-Oh, I... I get it.

1739

01:29:04,940 --> 01:29:06,340
- Gibney: Yeah...

- Yeah,

1740

01:29:06,342 --> 01:29:07,941
he was responding
to something that we...

HATEAANA, RREZA, MaFiER 24, eXditt 4.

MR T
FA A
M RLE RIS AT, F..

1741

01:29:07,943 --> 01:29:07,941
Gibney:

He thought it was a threat

1742

01:29:09,277 --> 01:29:11,144
to critical infrastructure

in the United States.

AR JE AR T 5 [ R R B A Bt A — A B

1743

01:29:11,146 --> 01:29:12,846
Yeah.

The worm is loose!

fef, iHROaRE T
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1744

01:29:12,848 --> 01:29:14,715
Gibney: The worm is loose.

I understand.

1745

01:29:14,717 --> 01:29:17,718
But there’s...

There's a further theory

1746
01:29:17,720 --> 01:29:19,319
having to do with

whether or not,

1747
01:29:19,321 --> 01:29:21,555

following upon David sanger...

Gibney: IFHROLRET .. LRHA.

1748

01:29:21,557 --> 01:29:23,457
I got the subplot,

and who did that?

1749

01:29:23,459 --> 01:29:25,359
Was it the Israelis?

And, yeah, I...

R EEERAE K T S ol DI EIR R AL .

WAFE) T IRENGR, AWERAE? ZLLEHI AL ?

1750
01:29:25,960 --> 01:29:28,862
I truly don't know,

and even though | don't know,

1751
01:29:28,864 --> 01:29:30,564

I still can't talk about it,
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all right?

1752
01:29:30,865 --> 01:29:34,401
Stuxnet was somebody's

covert action, all right?

WHEMAFIE, BERAKNE, HERIETRARIRIRE, F5? RZMERENKMETS),

a2

1753
01:29:34,635 --> 01:29:36,303
And the definition

of covert action

1754

01:29:36,305 --> 01:29:39,206
is an activity in which you want
to have the hand

1755
01:29:39,208 --> 01:29:41,208
of the actor forever hidden.

AT BN E SURRAETE B, VRAR AT 3 (1 7K 2 BB AE AT 3l 2 T

1756

01:29:41,576 --> 01:29:44,745
So by definition,

it's gonna end up in this

1757
01:29:44,747 --> 01:29:46,646
"we don't talk about

these things" box.

R 5 S B A 25 Rt 2 BAT AN R IX L AT

1758
01:29:52,320 --> 01:29:55,188
Sanger:<i> To this day,</i>

<i> the United States government</i>
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1759
01:29:55,190 --> 01:29:57,324

<i> has never acknowledged</i>

1760
01:29:57,326 --> 01:30:01,795
<i> conducting any offensive cyber</i>

<i> attack anywhere in the world.</i>

FMCEBISR, KEBUTIARANEFHE— 7 AT AT N 2% B o

1761
01:30:03,831 --> 01:30:08,735
<i> But thanks to Mr. snowden,</i>

<i> we know that in 2012</i>

1762
01:30:08,737 --> 01:30:11,138
<i> president Obama issued</i>

<i> an executive order</i>

1763
01:30:11,339 --> 01:30:14,074
<i> that laid out</i>

<i> some of the conditions</i>

1764
01:30:14,076 --> 01:30:16,543
<i> under which cyber weapons</i>

<i> can be used.</i>

(B B T i S SRR R, JRATTNTE 1 B B S AE 2012 SERAT T IXFERIATE AT 4 7E

SR R T DU 2 R 1

1765
01:30:16,545 --> 01:30:20,113
<i> And interestingly,</i>

<i> every use of a cyber weapon</i>

1766
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01:30:20,115 --> 01:30:23,150
<i> requires presidential</i>
<i> sign-off.</i>

AEBE, B RS R ST ELS SRS T .

1767

01:30:24,385 --> 01:30:28,221
That is only true

in the physical world

1768
01:30:28,223 --> 01:30:30,090
for nuclear weapons.

FERZ IS (R B F HEL R I — PR S

1769
01:30:41,402 --> 01:30:43,703
Clarke:<i> Nuclear war and nuclear</i>

<i> weapons are vastly different</i>

1770
01:30:43,705 --> 01:30:45,572
<i> from cyber war</i>

<i>and cyber weapons.</i>

1771

01:30:45,574 --> 01:30:48,542

<i> Having said that,</i>

<i> there are some similarities.</i>

Clarke: A% FIAZuAs 5 0 45 ik S A X 28 U AT AR ORI DX o SR il A7 — L84 1)
Ak

1772
01:30:48,544 --> 01:30:50,944
<i>And in the early 1960s,</i>

1773
01:30:51,379 --> 01:30:53,280

<i> the United States government</i>
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<i> suddenly realized</i>

1774
01:30:53,282 --> 01:30:55,348
<i> it had thousands</i>

<i> of nuclear weapons,</i>

1775
01:30:55,550 --> 01:30:57,217
<i> big ones and little ones,</i>

1776
01:30:57,219 --> 01:30:59,553
<i> weapons on jeeps,</i>

<i> weapons on submarines,</i>

1777

01:31:00,421 --> 01:31:02,556
and it really didn't have

a doctrine.

1778

01:31:02,558 --> 01:31:04,391

It really didn't have

a strategy.

IMAE 20 20 60 FAXY), £ EBURN RN IRBE A BT BT RRZ G, R AN, 5 8 421
B W REN S . X B A TR

1779

01:31:04,393 --> 01:31:06,159
It really didn't have

an understanding

1780
01:31:06,427 --> 01:31:08,562
at the policy level about

how he was going to use

1781
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01:31:08,564 --> 01:31:09,729
all of these things..
FEBUR R b, 50T fn ey 4o FH X 6 Gl 20 AR IO — NI T R AR

1782
01:31:10,298 --> 01:31:12,299

And so academics

1783

01:31:12,301 --> 01:31:15,135
started publishing

unclassified documents

1784
01:31:15,137 --> 01:31:19,005
about nuclear war

and nuclear weapons.

JITLZ2 38 T 06 A AT % TR S A s AR AR ML 2 SRS

1785
01:31:21,477 --> 01:31:22,742
Sanger:<i> And the result was</i>

1786
01:31:23,110 --> 01:31:25,445
<i> more than 20 years,</i>

<i> in the United States,</i>

1787
01:31:25,447 --> 01:31:28,148
of very vigorous

national debates

1788
01:31:28,683 --> 01:31:32,219
<i> about how we want to go use</i>

<i> nuclear weapons.</i>

S ARG 20 4 1858 B TR AR AR 0 B ST AE DT 1R FRAT TR AT 18 A% i %
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1789

01:31:35,591 --> 01:31:37,858
And not only did that cause
the congress

1790

01:31:37,860 --> 01:31:40,260
and people in the executive
branch in Washington

1791
01:31:40,262 --> 01:31:41,995
to think about these things,

1792

01:31:41,997 --> 01:31:45,265
it caused the Russians

to think about these things.

RAMGE T B2 MR T B SN E B R LR, il 7RSS,

1793
01:31:46,200 --> 01:31:49,436
<i> And out of that</i>

<i> grew nuclear doctrine,</i>

1794
01:31:49,438 --> 01:31:51,104

<i> mutual assured destruction,</i>

1795

01:31:51,106 --> 01:31:56,243

<i> all of that complicated set</i>

<i> of nuclear dynamics.</i>

Bk H A RAZ U, R SR IR S5 I X e R A% 50 ) 2 3L

1796
01:31:56,844 --> 01:31:59,813
Today, on this vital issue

at least,
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1797
01:31:59,815 --> 01:32:01,882
we have seen what can be

accomplished

1798

01:32:01,884 --> 01:32:03,550

when we pull together.

SR, BDIERZA B RH B A L, FATRER 2 ZIATFF 00 I B, FATRETE AT 4

1799
01:32:03,552 --> 01:32:07,721
We can't have that discussion

in a sensible way right now

1800
01:32:07,989 --> 01:32:10,056
about cyber war

and cyber weapons

1801
01:32:10,058 --> 01:32:11,424

because everything is secret.

XA A A 1 5, R AR AL 1 o

1800

01:32:07,989 --> 01:32:10,056
about cyber war

and cyber weapons

1801
01:32:10,058 --> 01:32:11,424
because everything is secret.

1802

01:32:12,360 --> 01:32:15,562
And when you get

into a discussion

1803
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01:32:15,564 --> 01:32:18,665
with people in the government,
people still in the government,

1804

01:32:18,667 --> 01:32:20,200
people who have

security clearances,

1805
01:32:20,468 --> 01:32:21,701
you run into a brick wall.

ARG ARLENA 2 VT BUR T NBEATT IS, IR NATIIRIEBUR, RS TERE I

1806
01:32:21,969 --> 01:32:23,303
Trying to stop Iran

1807

01:32:23,305 --> 01:32:26,640

is really the... my number

one job, and I think...

G IR, RISk TR, AL

1808

01:32:26,642 --> 01:32:28,041
Host: And let me ask you,

in that context,

1809

01:32:28,043 --> 01:32:30,076
about the stuxnet

computer virus potentially...

ERFN: FFR, ERXFEOT, KT RMTEYURSEATEE. .

1810

01:32:30,078 --> 01:32:31,645
You can ask,

but | won't comment.

PRAT AT, (B EA R RRIFIE

1811
01:32:32,714 --> 01:32:33,813
Host: Can you tell us anything?
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FEFFN: IRAETIRIEAMT A1 ?

1812

01:32:33,815 --> 01:32:34,981
No.

e

1813

01:32:34,983 --> 01:32:37,417
What do you think

has had the most impact

1814

01:32:37,419 --> 01:32:39,553
on their nuclear
decision-making,

PRI 2 ARATT A% R SR B 7 2 B K RS

1815

01:32:39,555 --> 01:32:41,254
the stuxnet virus?

R P G ?

1816

01:32:41,256 --> 01:32:43,523
I can't talk about stuxnet.
AR R IR T WU HUp 55

1817

01:32:43,525 --> 01:32:47,928
I can't even talk about the
operation of Iran centrifuges.

HH EHAGEIR IS T O HLAIERAT -

1818

01:32:48,095 --> 01:32:50,330
Was the U.S. involved

in any way

1819

01:32:50,332 --> 01:32:51,932
in the development

of stuxnet?
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5 [ 2 AE I 1A T AT RE 47 ORI A P 351 2

1820

01:32:52,400 --> 01:32:55,101
It's hard to get into any kind
of comment on that

1821

01:32:55,103 --> 01:32:57,237
till we've finished any...

Our examination.

FAVRAERATAEATIF R, ERIIRAIC 2 58 RIATHIIM .

1822

01:32:58,072 --> 01:32:59,406
But, sir,

I'm not asking you

1823

01:32:59,408 --> 01:33:01,374

if you think another

country was involved.

HR, St HAERARERINE &2 oA E

1824

01:33:01,376 --> 01:33:03,376
I'm asking you if

the U.S. was involved.

AR ]2 5 K B

1825

01:33:03,378 --> 01:33:05,745
And we're...

This is not something

AL

1826

01:33:05,747 --> 01:33:07,647
that we're gonna be able

to answer at this point.

AR AT ZIRER 10121

1827
01:33:08,049 --> 01:33:10,383
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Look, for the longest time,
i was in fear that
RE, ROKMEZARF BT TR — B[]

1828

01:33:10,385 --> 01:33:11,885
I couldn't actually say

the phrase

1829

01:33:11,887 --> 01:33:13,553

"computer network attack."

SERR b, FRASBENS BLIX AUl oL Y 2% T

1830

01:33:13,555 --> 01:33:16,423
This stuff is hideously
overclassified,

1831

01:33:16,425 --> 01:33:18,558

and it gets into the way

of a...

MRS LA, BRI

01:33:18,560 --> 01:33:21,361
Of a mature
public discussion

1833

01:33:21,363 --> 01:33:23,897
as to what it is

we as a democracy

1834

01:33:23,899 --> 01:33:28,068
want our nation to be doing

up here in the cyber domain.

TR REEZ, AR AT R TS, BA 19 AT FE S 0 25 400K

1835

01:33:28,070 --> 01:33:30,904
Now, this is a former director
of NSA and CIA
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1836

01:33:30,906 --> 01:33:32,872

saying this stuff is

overclassified.

PUAE, Ut X AN AR e BE R R A2 7 1 22 R A o e i i R R

1837

01:33:33,107 --> 01:33:36,610
One of the reasons this

is highly classified as it is

1838

01:33:36,612 --> 01:33:38,211
this is a peculiar

weapons system.

LV YRR 22—, R MR AR R L

1839

01:33:38,213 --> 01:33:40,213
This is a weapons system
that's come out of

1840
01:33:40,215 --> 01:33:41,548
the espionage community,

1841

01:33:41,550 --> 01:33:44,818

and... and so those people

have a habit of secrecy.

AR B R e UEs R, LA e N HA R S5
1842

01:33:44,820 --> 01:33:47,120

Secrecy is still justifiable

in certain cases

1843

01:33:47,122 --> 01:33:50,323
to protect sources or to protect
national security

N T RARIRARY [ 5 4, AEREE S DL P LS AR S BN,

1844
01:33:50,325 --> 01:33:53,493
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but when we deal with secrecy;,
don't hide behind it

1845

01:33:53,495 --> 01:33:57,430
to use as an excuse to not
disclose something properly

1846
01:33:57,432 --> 01:33:59,466
that you know should be

1847
01:33:59,468 --> 01:34:00,734
<i> or that the American people</i>

(EAIRATALBENLUE I, AEEEAE D, T AE F—LE R SZANTE A E 3 IR 1,

i, RENREATERSIHE.

1848
01:34:00,736 --> 01:34:02,002
<i> need ultimately to see.</i>

1849

01:34:04,672 --> 01:34:06,740
Gibney:<i> While most government</i>
<i> officials refused</i>

1850
01:34:06,742 --> 01:34:08,208
<i> to acknowledge the operation,</i>

1851

01:34:08,809 --> 01:34:11,578

<i> at least one key insider did</i>
<i> leak parts of the story</i>

1852
01:34:11,580 --> 01:34:12,679
<i> to the press.</i>

BIRKZHE GBS, (H AT /b A SRR R 25 Bk

1853
01:34:12,681 --> 01:34:16,583
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<i> In 2012, David sanger wrote</i>
<i> a detailed account</i>

1854

01:34:16,585 --> 01:34:19,919

<i> of olympic games that unmasked</i>
<i> the extensive joint operation</i>

1855
01:34:19,921 --> 01:34:21,855
<i> between the U.S. and Israel</i>

1856

01:34:21,857 --> 01:34:24,090

<i>to launch cyber attacks</i>

<i>on natanz.</i>

2012 4F, KPR EHARL | Rizss, “Hizs” [ “Hizs
H 2% 5 B X 28 T IR B & AT 30

1857

01:34:24,959 --> 01:34:26,826
Sanger:

<i> The publication of this story</i>

1858

01:34:26,828 --> 01:34:28,862
coming at a time that turned out
that there were

1859

01:34:28,864 --> 01:34:31,665
a number of other unrelated
national security stories

1860

01:34:31,667 --> 01:34:34,334
being published,

lead to the announcement

1861

01:34:34,336 --> 01:34:37,704
of investigations

by the Attorney General.

7 e 7 RE ML HIFEG

5‘%1‘% XA WAL — BUN 8] YRS A, (RTINS A — ST B B I B X A IEAE AT

XA PR AR S SR R K
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1862

01:34:38,172 --> 01:34:40,473
Gibney: In... into the press
and into the leaks?

HATE: fE. AEBE ERERG?

1863

01:34:40,475 --> 01:34:42,008
Into the press

and into the leaks.

TEREAR EREOG .

1864

01:34:44,478 --> 01:34:45,645
Gibney:

<i> Soon after the article,</i>

1865
01:34:45,647 --> 01:34:47,814

<i> the Obama administration</i>

<i> targeted</i>

1866
01:34:47,816 --> 01:34:50,850

<i> general James Cartwright</i>
<i> in a criminal investigation</i>

1867
01:34:50,852 --> 01:34:52,118
<i> for allegedly leaking</i>

1868

01:34:52,120 --> 01:34:54,454
<i> classified details</i>

<i> about stuxnet.</i>

TR R SCERAGEAA, Rt 5 52 PO s A L Ay, BB S BURPRE R i A ol

TR « RESRRHE N T B s

1869

01:34:55,823 --> 01:34:57,323
Journalist: There are reports
of cyber attacks
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1870

01:34:57,325 --> 01:35:00,126
on the iranian nuclear program
that you ordered.

CH: A RTEFRARTS 20 B I A Bt St 1 9 2% i o

o

1871

01:35:00,128 --> 01:35:01,628
What's your reaction to this
information getting out?
EAMEREMER, VRIS R A2

1872

01:35:01,630 --> 01:35:03,229
Well, first of all, I'm not
gonna comment on the...

Grmg, EHSE, WAARKEIR..

1873

01:35:03,231 --> 01:35:06,599
The details of... what are...
TEAITE L. 2.

1874

01:35:08,969 --> 01:35:13,273
Supposed to be

classified items.

R AZ LA .

1875

01:35:14,075 --> 01:35:16,443
<i> Since I've been in office,</i>
<i> my attitude has been</i>

1876

01:35:16,677 --> 01:35:19,946
<i> zero tolerance for</i>

<i> these kinds of leaks.</i>

TR -BEAEPLEE, OSSR ELT AR

1877
01:35:20,548 --> 01:35:22,215
We have mechanisms
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in place

1878

01:35:22,516 --> 01:35:26,052
where, if we can root out folks
who have leaked,

1879

01:35:26,854 --> 01:35:28,288
they will suffer

consequences.

TATEAE LRI, R IATRE IR WM EE G R, A TR A AR 5 R .

1880

01:35:28,656 --> 01:35:31,057
It became

a significant issue

1881

01:35:31,059 --> 01:35:33,326
and a very wide-ranging
investigation

1882

01:35:33,328 --> 01:35:35,762
in which I think most of

the people who were cleared

1883

01:35:35,764 --> 01:35:37,330
for olympic games

at some point

1884

01:35:37,332 --> 01:35:39,199

had been, you know, interviewed

and so forth.

EIEAR Y 7R T E A A, RN I R SR R T ¢ s e T A 48 R 2 BN IEAE
Iz R WA IR .

1885
01:35:39,201 --> 01:35:40,900
<i> When stuxnet hit the media,</i>
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1886

01:35:40,902 --> 01:35:43,103

<i> they polygraphed everyone</i>
<i> in our office,</i>,

1887

01:35:43,105 --> 01:35:44,704

<i> including people</i>

<i> who didn't know shit.</i>

7= U B B AR, FERRATH A i, A Tt 20 G435 IS 1 3 oty B AN 13 F) B> A
AT -

1888

01:35:44,706 --> 01:35:46,840
<i>You know, they polyed</i>
<i> the interns, for god's sake.</i>

fREniE, BE WKL, MhATRE TR AL,

1889
01:35:47,374 --> 01:35:48,775
These are criminal acts

1890

01:35:48,777 --> 01:35:50,410
when they release

information like this,

LA TR AT KRR BB AR AT,

1891

01:35:50,945 --> 01:35:54,781
and we will conduct

thorough investigations

1892
01:35:55,382 --> 01:35:57,150
as we have in the past.

FEH, BATKESHERNRR, AT 2 —FF.

1893

01:35:59,186 --> 01:36:01,421
Gibney:<i> The administration</i>
<i> never filed charges,</i>
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1894

01:36:01,756 --> 01:36:03,556
<i> possibly afraid that</i>
<i> a prosecution</i>

1895

01:36:03,558 --> 01:36:06,426

<i>would reveal classified details</i>

<i> about stuxnet.</i>

FATJE: MR S 8IS I BUR AT e TR AR YR, IR 2317 52 7% X 1RV 25 4019

1896

01:36:07,361 --> 01:36:10,797

<i>To this day, no one in the U.S.</i>
<i> or Israeli governments</i>

1897

01:36:10,799 --> 01:36:12,866

<i> has officially acknowledged</i>
<i> the existence</i>

1898
01:36:12,868 --> 01:36:14,334
<i> of the joint operation.</i>

HEBS R, SKEMELEHBUFHERA N AT ARG TSI

1899
01:36:16,303 --> 01:36:17,771
<i> | would never compromise</i>

1900

01:36:17,773 --> 01:36:19,539
<i> ongoing operations</i>
<i> in the field,</i>

1901

01:36:19,541 --> 01:36:23,610

<i> but we should be able to talk</i>
<i> about capability.</i>

LA AW R ERAEZ T, (BRBAINZAES IR RRE T

1902
01:36:24,979 --> 01:36:26,479
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<i>We can talk about our...</i>

1903

01:36:27,615 --> 01:36:30,383

<i> Bunker busters,</i>

<i>why not our cyber weapons?</i>

FATREWE VAL TAT.. O ERIE 5, Dt A A2 BA TR R A 2

1904
01:36:30,751 --> 01:36:31,818
<i> | mean, the secrecy</i>

1905

01:36:31,820 --> 01:36:33,520

<i> of the operation</i>

<i> has been blown.</i>

WS, BIERTLEECEBDIN.

1906

01:36:35,055 --> 01:36:37,090
<i> Our friends in Israel</i>
<i> took a weapon</i>

1907
01:36:37,092 --> 01:36:38,558
<i> that we jointly developed,</i>

1908

01:36:38,560 --> 01:36:40,693

<i> in part to keep Israel</i>

<i> from doing something crazy,</i>

FATHE CL B ACHE 1 A TR & T R i &, 870 JEL R 09 1 BELLE BB it — SS9 Y
=1,

1909

01:36:41,128 --> 01:36:42,929
<i>and then used it</i>
<i>on their own in a way</i>

1910

01:36:42,931 --> 01:36:44,297
<i> that blew the cover</i>
<i> of the operation</i>
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1911
01:36:44,299 --> 01:36:45,465
<i> and could have led to war.</i>

0, A ATTR] e Sl Al ATT B CRTT AORAE A, B SRR i AT RE T B0 IR -

1912

01:36:45,467 --> 01:36:46,900
<i>And we can't talk about that?</i>
ANBEANERA TR BT ?

1913

01:36:51,438 --> 01:36:53,339
Mowatt-larssen:<i> There's a way</i>

<i> to talk about stuxnet.</i>

Mowatt-larssen: A —Fh 77 R IR L FE M

1914

01:36:53,908 --> 01:36:55,275
It happened.

BRET.

1915

01:36:55,277 --> 01:36:58,144
That... to deny that it happened
is... is foolish.

B ABETINE R KA B ER

1916
01:36:58,146 --> 01:37:00,079
So the fact it happened

1917

01:37:00,081 --> 01:37:01,581
is really what we're talking
about here.

FTEL, BAMEX BiHe R B KA.

1918

01:37:01,583 --> 01:37:03,416
What does...

What are the implications
KRA 4.
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1919

01:37:03,418 --> 01:37:06,252
of the fact that we now are in
a post-stuxnet world?

FATIAE IEARAE 5 R P I AR — S SE AR R A A4 2

1920

01:37:06,754 --> 01:37:09,189
What | said

to David sanger was,

1921

01:37:09,191 --> 01:37:11,891
"I understand the difference

in destruction is dramatic,

1922

01:37:12,126 --> 01:37:14,594
but this has the whiff

of August 1945."

HAS K DRAR VL, <Y A BRI Z AW 1, (H2IXAT 1945 4 8 HkiE. ~

1923

01:37:15,429 --> 01:37:16,996
Somebody just used

a new weapon,

1924

01:37:17,364 --> 01:37:20,099
and this weapon will not

be put back into the box.

AANRREH - DHRE, ZXADARBEASPIEGE T

1925

01:37:20,534 --> 01:37:23,203
I... I know

no operational details

. FRAFNIE B A0S

1926

01:37:23,205 --> 01:37:26,139
and don't know what anyone did
or didn't do
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1927

01:37:26,141 --> 01:37:28,775
before someone decided to use
the weapon, all right.

AN TIE ) NAE g A, o A4, a4, fre.

1928

01:37:29,109 --> 01:37:30,343
I do know this.

TR FITEX .

1929
01:37:30,345 --> 01:37:32,245
If we go out and do something,

1930

01:37:33,013 --> 01:37:35,114
most of the rest of the world
now thinks

1931
01:37:35,316 --> 01:37:35,315
that's the new standard

1932

01:37:36,884 --> 01:37:39,752
and it's something that they now
feel legitimated to do as well.

A FNIE, G R BATHE Hh E M L RE IS T A B R 73 FAh B R O T AR e I HLIk 2

BVEACH —LE 1

1933
01:37:41,155 --> 01:37:42,622
<i> But the rules of engagement,</i>

1934

01:37:42,624 --> 01:37:45,191
<i> international norms,</i>
<i> treaty standards,</i>

1935
01:37:45,193 --> 01:37:47,026
<i> they don't exist right now.</i>

EREATII RN, E ARG, BRERbRHE, M7 B T
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1936

01:37:50,865 --> 01:37:54,033
Brown:<i> The law of war, because</i>
<i>it began to develop so long ago</i>

1937

01:37:54,035 --> 01:37:57,604

<i>is really dependent on thinking</i>

<i> of things kinetically</i>

ATE: RS HNERR A LRI a6 A e, 8 HAE R MO T S 13 /) 2 YAy s 4,

1938
01:37:57,972 --> 01:37:59,472
<i> and the physical realm.</i>

1939

01:37:59,740 --> 01:38:03,142

<i> So for example,</i>

<i> we think in terms of attacks.</i>

FTBL, 284607, BT OB i

1940

01:38:04,078 --> 01:38:06,312
You know an attack when it
happens in the kinetic world.

PREDEB G RS A .

1941

01:38:06,314 --> 01:38:08,047
<i> It's not really</i>

<i> much of a mystery.</i>

AR KK

1942

01:38:08,049 --> 01:38:10,984
But in cyberspace it is

sort of confusing to think,

1943
01:38:11,552 --> 01:38:13,019
how far do we have to go
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1944

01:38:13,021 --> 01:38:15,221

before something

is considered an attack?

HRAEM g [m]r, ERARME L G, 78— AT NN AR BT Z AT ERA IS A E 21T ?

1945

01:38:15,389 --> 01:38:19,158
So we have to take

all the vocabulary

1946

01:38:19,660 --> 01:38:22,495

and the terms that we use

in strategy

DRI, AT 200K FH A U Y RH AT TE i AN S A Th S R RS, I BLAEARAT T3 BT Y
2R,

1947
01:38:22,497 --> 01:38:24,130
and military operations

1948

01:38:24,365 --> 01:38:27,433
and adapt them

into the cyber realm.

1949

01:38:28,769 --> 01:38:30,203
Sanger:

<i> For nuclear we have these</i>

1950
01:38:30,205 --> 01:38:32,138
<i> extensive inspection regimes.</i>

S TR, BATRA T2 R A I

1951

01:38:32,439 --> 01:38:34,507
<i> The Russians come</i>
<i>and look at our silos.</i>

WENR 2 EIFE 7 EAIMFHE

1952
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01:38:34,842 --> 01:38:36,442
<i>We go and look at their silos.</i>
AR EABATIIEE T AT E R

1953

01:38:36,911 --> 01:38:38,912
<i> Bad as things get between</i>
<i> the two countries,</i>

1954

01:38:39,113 --> 01:38:41,014
those inspection regimes

have held up.

XL Bk TP B S R SR A AR

1955

01:38:41,016 --> 01:38:43,917
But working that our for...

For cyber

1956
01:38:43,919 --> 01:38:45,485
would be virtually impossible.

EREFATHI 2% () AR LF- AT e

1957

01:38:45,786 --> 01:38:47,153
Where do you

send your inspector?

PRTEV 08 B A A AR KA £ ?

1958

01:38:47,521 --> 01:38:49,589
Inside the laptop of,

you know...

PRENE, FEEICAS HLN A,

1959

01:38:49,924 --> 01:38:52,191
How many laptops are there

in the United States and Russia?

(L EARD T £ /> BB A I

1960
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01:38:52,559 --> 01:38:54,761
It's much more difficult
in the cyber area

1961

01:38:54,763 --> 01:38:57,096
to construct

an international regime

1962

01:38:57,098 --> 01:39:00,133

<i> based on treaty commitments</i>
<i>and rules of the road</i>

1963
01:39:00,135 --> 01:39:01,301
<i> and so forth.</i>

FEPR 2% X3k, L) S T 2 240 AR VAR R ez i R ) 5 55 FD T 1 52 B R e

1964

01:39:01,303 --> 01:39:04,604

<i> Although, we've tried to have</i>
<i> discussions with the Chinese</i>

1965

01:39:04,606 --> 01:39:06,639
<i> and Russians</i>

<i>and so forth about that,</i>

1966
01:39:06,641 --> 01:39:08,007
<i> but it's very difficult.</i>

BIR, BATAE S b E A B 3 B AT I IR M 28 I B, (B B2 AR 3 IR AE R

1967

01:39:09,109 --> 01:39:12,612
Brown:<i> Right now,</i>

<i> the norm in cyberspace is</i>

1968

01:39:12,614 --> 01:39:13,947
do whatever you can

get away with.

AT BUE, WL A AR HE & TR AR A R e 1L e .
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1969

01:39:14,949 --> 01:39:17,350

That's not a good norm,

but it's the norm that we have.

EARIF bR, HIZ R IRATIHA AR

1970

01:39:17,918 --> 01:39:19,986
<i> That's the norm</i>
<i>that's preferred by states</i>

1971

01:39:19,988 --> 01:39:22,622

<i> that are engaging in lots of</i>
<i> different kinds of activities</i>

EAPERE KW EZ 1, W LA EANRIZRAL I HLE 5K %2 4] DO 52 2t (R 30,

1972

01:39:22,624 --> 01:39:24,691

<i> that they feel are benefitting</i>
<i> their national security.</i>

1973
01:39:25,893 --> 01:39:28,494
Yadlin:<i> Those who excel in cyber</i>

1974

01:39:28,496 --> 01:39:31,297
are trying to slow down

the process

1975
01:39:31,299 --> 01:39:32,966
of creating regulation.

HRZEAR: AR W 4 g Nk B AR 2 e S M it A

1976

01:39:33,434 --> 01:39:37,270
Those who are victims

we like the regulation

1977
01:39:37,272 --> 01:39:41,007
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to be in the open as...
As soon as possible.
X AREE 2 EE, JATA B IR A BETR AT

1978

01:39:43,177 --> 01:39:46,012

Brown:<i> International law in this</i>

<i> area is written by custom,</i>

AR AR X [ B e AR s 2 I T S

1979

01:39:46,014 --> 01:39:49,115
<i>and customary law</i>
<i>requires a nation to say,</i>

1980

01:39:49,117 --> 01:39:50,883
<i> this is what we did</i>
<i>and this is why we did it.</i>

Wt ABEETRZ A E KU, R EATrE, YLEK A BA T A M,

1981

01:39:51,652 --> 01:39:54,587
And the U.S. doesn't want to
push the law in that direction

1982

01:39:54,589 --> 01:39:57,023
and so it chooses not

to disclose its involvement.

FEABAEZIT A, B, ERSEANEENZSY,

1983

01:39:57,591 --> 01:39:59,792
And one of the reasons

that | thought it was important

1984

01:39:59,794 --> 01:40:02,662
to tell the story

of olympic games

1985
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01:40:02,664 --> 01:40:05,465
was not simply because
it's a cool spy story,

1986

01:40:05,467 --> 01:40:08,701

it is, but it's because

as a nation...

TN EEW R E 2 — ik iz s, A REFVE R — MR SE, KA, HE
fEN—EZE.

1987

01:40:09,870 --> 01:40:13,439

We need to have a debate about
how we want to use cyber weapons

PATH AR T U FH X 2% 2 1 e

1988

01:40:13,674 --> 01:40:17,176
because we are the most
vulnerable nation on earth

1989

01:40:17,344 --> 01:40:19,178

to cyber-attack ourselves.

BRI AT Tt 7t e i 553 1 48l P P9 8 el e AT T B R 1R 5K

1990

01:40:23,150 --> 01:40:25,651
Mcgurk:<i> If you get up in the</i>
<i>morning and turn off your alarm</i>

1991

01:40:25,653 --> 01:40:30,023

<i> and make coffee and pump gas</i>
<i> and use the atm,</i>

1992

01:40:30,557 --> 01:40:32,358
<i> you've touched</i>

<i> industrial control systems.</i>

Mcgurk: QAR FALIR, P B e . 5 ATM, 7k x4 Tl hl R 4.

1993
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01:40:32,360 --> 01:40:34,027
<i> It's what powers our lives.</i>
ERBAVEIG I REE .

1994

01:40:34,361 --> 01:40:36,996
And unfortunately,

these systems are connected

1995

01:40:36,998 --> 01:40:40,666
and interconnected in some ways
that make them vulnerable.

AR, X RGUEE R N ELHERAAE R 1, A A2 g5

1996

01:40:40,668 --> 01:40:43,403
Critical infrastructure

systems generally were built

ZAELARG, @ SL GRG0l BB 8 B 4 4 )

1997

01:40:43,405 --> 01:40:46,039
years and years and years ago
without security in mind

1998

01:40:46,041 --> 01:40:48,141
and they didn't realize

how things were gonna change,

1999

01:40:48,143 --> 01:40:50,376
maybe they weren't even meant to
be connected to the Internet.

I HAAT B BIR BT AR AR 2 R AR, VPR B8 1T HE R P M .

2001

01:40:53,481 --> 01:40:56,115
and through also,
unfortunately, a lot of attacks

2002
01:40:56,417 --> 01:40:58,751
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that most of these systems
are relatively easy

2003

01:40:58,753 --> 01:41:01,421

for a sophisticated hacker

to get into.

AEWRE, BATNES KERNLEE D TIRZ B, XU K AR ZHAER LR A Gik—A
BIRIBRHNIX LR S

2004

01:41:03,391 --> 01:41:05,191
<i> Let's say you took over</i>
<i> the control system</i>

2005

01:41:05,193 --> 01:41:07,927
<i> of a railway.</i>

<i>You could switch tracks.</i>

W7, ARBET BRI R, RAT DAY,

2006

01:41:08,395 --> 01:41:10,696
<i>You could cause</i>

<i> derailments of trains</i>

2007
01:41:10,698 --> 01:41:12,498
<i> carrying explosive materials.</i>

PRI e 2 B SR S Y s S A

2008

01:41:13,700 --> 01:41:16,936
<i>What if you were in the control</i>
<i> system of gas pipelines</i>

2009

01:41:17,271 --> 01:41:19,839
<i>and when a valve was</i>
<i> supposed to be open,</i>

2010
01:41:19,841 --> 01:41:22,508
<i> it was closed</i>




RNANEFREH (Zero Day) FEEIF

<i> and the pressure built up</i>

2011

01:41:22,709 --> 01:41:24,243

<i> and the pipeline exploded?</i>

WRAR AR RN ETE RS, BT AZE TR R, (HE A 1, K K&
TR

2012

01:41:25,212 --> 01:41:29,148
There are companies that run
electric power generation

2013
01:41:29,550 --> 01:41:31,451
or electric power distribution

2014
01:41:31,718 --> 01:41:33,753
<i> that we know have been hacked</i>

2015

01:41:34,121 --> 01:41:36,556
<i> by foreign entities</i>

<i> that have the ability</i>

2016
01:41:36,558 --> 01:41:38,191
<i> to shut down the power grid.</i>

A3V 22 e F ARG F P il LA BE 7 41 L SR SR 2 A AR T 5 PAT HL A

2017
01:41:38,759 --> 01:41:40,860
Sanger:<i> Imagine for a moment</i>

Ft&: HE—T

2018

01:41:40,862 --> 01:41:43,629
<i> that not only all the power</i>
<i> went off on the east coast,</i>

2019
01:41:43,931 --> 01:41:45,965
<i> hut the entire Internet</i>
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<i> came down.</i>

MM IRE R E T 2R, 1 HABEAS KR s 1

2020

01:41:46,633 --> 01:41:49,168
Imagine what the economic
impact of that is

2021

01:41:49,636 --> 01:41:51,771

even if it only lasted

for 24 hours.

BE—, BMERYERR 1 24 AN/, XX A4 .

2022

01:41:54,141 --> 01:41:55,808
Newsreader:

<i> According to the officials,</i>

2023

01:41:55,810 --> 01:41:59,045

<i> Iran is the first country ever</i>
<i> in the middle east</i>

2024

01:41:59,047 --> 01:42:01,547
<i> to actually be engaged</i>
<i>in a cyber war</i>

2025

01:42:01,549 --> 01:42:03,749

<i> with the United States</i>

<i>and Israel.</i>

Bk JEE A T, A S DUOREE —NRENS 5 38 A DL 81 SR AN FE X 45 bk 4 1Y
MR E K

2026

01:42:03,751 --> 01:42:07,120
<i> If anything they said</i>
<i> the recent cyber attacks</i>

2027
01:42:07,122 --> 01:42:09,288
<i> were what encouraged</i>
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<i> them to plan to set up</i>

2028

01:42:09,290 --> 01:42:12,625

<i> the cyber army, which will</i>
<i> gather computer scientists,</i>

2029

01:42:12,627 --> 01:42:15,461
<i> programmers,</i>

<i> software engineers...</i>

AT 25 T ) I 48 By S b At AT T R BRAL R R T A, 3K BURE SRR TH SRR 22 50, R

AT TR

2030

01:42:15,463 --> 01:42:18,397
Kiyaei:<i> If you are a youth</i>
<i> and you see assassination</i>

2031
01:42:18,399 --> 01:42:20,032
<i> of a nuclear scientist,</i>

2032

01:42:20,434 --> 01:42:22,902
your nuclear facilities

are getting attacked,

2033

01:42:23,604 --> 01:42:26,906
wouldn't you join

your national cyber army?

Kiyaei: U RIRRE —ANEE, -G BIZRHE S IIRE S, IR A% B 1R 3 52 ORIl

AN IR FE 5% R 45 S A 2

2034

01:42:27,608 --> 01:42:28,908
Well, many did.
U, W2 NS IX A

2035

01:42:29,176 --> 01:42:32,345
And that's why today,

Iran has one of the largest...

pai

U

()

=
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2036
01:42:33,514 --> 01:42:35,915
Cyber armies in the world.

KRN A S, A A BRI ZERN ..

2037
01:42:36,416 --> 01:42:38,818
So whoever initiated this

2038

01:42:38,820 --> 01:42:41,320
and was very proud of themselves
to see that little dip

2039

01:42:41,822 --> 01:42:46,058
in Iran's centrifuge numbers,
should look back now

2040

01:42:46,527 --> 01:42:50,096
and acknowledge

that it was a major mistake.

prATE iR A XA 4, I HAR B 505 4 B B oL A B AN g

IS E BT R R KR,

2041

01:42:50,697 --> 01:42:53,933
Very quickly,

Iran sent a message

2042

01:42:53,935 --> 01:42:57,637
to the United States,

very sophisticated message,

2043

01:42:57,639 --> 01:43:00,439
and they did that

with two attacks.

IRER, AR SR EAER B IH S, IFH, AT 1PN

2044
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01:43:01,108 --> 01:43:03,910
<i> First, they attacked</i>
<i> Saudi aramco,</i>

2045

01:43:04,211 --> 01:43:06,179
<i> the biggest oil company</i>
<i> in the world,</i>

2046

01:43:06,513 --> 01:43:09,215
<i> and wiped out every piece</i>
<i> of software,</i>

2047

01:43:09,217 --> 01:43:13,619

<i> every line of code,</i>

<i>on 30,000 computer devices.</i>

e, BRI RRTSE, AR ERREA AR, IF HiGkR 30,000 THENLBE PR
AT, 4740

2048

01:43:14,988 --> 01:43:20,560

Then Iran did a surge attack

on the American banks.

PR, PR S8 EARAT O BUE AN BT IBON -

2049

01:43:20,562 --> 01:43:23,496
The most extensive attack on
American banks ever

2050

01:43:23,498 --> 01:43:26,332
launched from the middle east,
happening right now.

1 285K 1T o AR 0 S R AT 42 (Gl IR AR E T

2051

01:43:26,334 --> 01:43:26,332
Newsreader:

<i> Millions of customers</i>

2052
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01:43:27,868 --> 01:43:31,237
<i>trying to bank online this week</i>
<i> blocked, among the targets,</i>

2053

01:43:31,471 --> 01:43:34,307

<i> bank of America,</i>

<i> pnc, and Wells Fargo.</i>

WH: FLLE R PR M EARAT2H, HArEdE: RERAT, pne s EHRAT.

2054

01:43:34,575 --> 01:43:37,977
<i>The U.S. suspects hackers</i>
<i>in Iran may be involved.</i>
FEMBEHHERE RS 5 H .

2055

01:43:39,880 --> 01:43:41,914
NSA source:

<i> When lIran hit our banks,</i>

2056

01:43:41,916 --> 01:43:44,317
<i>we could have shut down</i>
<i> their botnet,</i>

2057

01:43:44,319 --> 01:43:46,485
<i> but the state department</i>
<i> got nervous,</i>

2058

01:43:46,687 --> 01:43:49,388

<i> because the servers weren't</i>

<i>actually in Iran.</i>

NSA SRi: i I8 JATTAARAT, FRATASHT LLOC A ATT OB 7 I 2%, H I 55 Be KRR oK T
R R e 55 2 S Bm B3 AE B

2059

01:43:50,057 --> 01:43:52,391
<i> So until there was</i>

<i> a diplomatic solution,</i>

2060
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01:43:52,826 --> 01:43:55,461
<i> Obama let the private sector</i>
<i> deal with the problem.</i>

FTbL, BRI S, RE SIS ERT AR B AN )

2061

01:43:56,063 --> 01:43:58,998
I imagine that in

the white house situation room

2062

01:43:59,333 --> 01:44:01,400

people sat around and said...

A, FEAE R E NN Y

2063

01:44:02,069 --> 01:44:05,104
Let me be clear,

i don't imagine, | know.

IERIAEE AT, WAL, HAIE.

2064

01:44:05,439 --> 01:44:08,007
People sat around in

the white house situation room

2065

01:44:08,009 --> 01:44:11,043
and said, "the iranians have
sent us a message

2066

01:44:11,045 --> 01:44:15,281
which is essentially,

'stop attacking us in cyberspace

2067

01:44:15,283 --> 01:44:17,817
the way you did at natanz

with stuxnet.

MMEAEROERA, Ji: “FUHOLOESEINEE, WEEAR L. FIEEHE

THZE A PR M B By T A R 2 2 [ e 341

2068
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01:44:18,252 --> 01:44:19,619
We can do it, too.™
AT IR — . >

2069

01:44:21,521 --> 01:44:24,090
Melman:<i> There are unintended</i>
<i> consequences</i>

2070

01:44:24,092 --> 01:44:26,158

<i> of the stuxnet attack.</i>

MR & RMIG R R RE SRR E R,

2071

01:44:26,593 --> 01:44:30,363
You wanted to cause confusion
and damage to the other side,

2072

01:44:30,365 --> 01:44:33,132

but then the other side

can do the same to you.

PRAERS S 7738 IR ELANAR IR, LB J5 0 77 1 T RASHRAS [ER: R 45

2073

01:44:33,900 --> 01:44:36,802

<i> The monster turned against</i>
<i> its creators,</i>

2074

01:44:36,804 --> 01:44:39,205
<i>and now everyone is</i>
<i> in this game.</i>

BEDA X PUERIANEE , IAERFIAERZ ML .

2075

01:44:40,107 --> 01:44:42,575
They did a good job

in showing the world,

2076
01:44:42,577 --> 01:44:45,978
including the bad guys,
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what you would need to do

2077

01:44:45,980 --> 01:44:48,114
in order to cause

serious trouble

2078

01:44:48,382 --> 01:44:50,883

that could lead

to injuries and death.

ATt SR T AR T — IR A, EFRIA B,
N T BERT eSS R EUZ AL B B BRI, R A A

2079

01:44:51,151 --> 01:44:53,953
It's inevitable that more
countries will acquire

2080
01:44:53,955 --> 01:44:56,255
the capacity to use cyber,

2081

01:44:56,257 --> 01:44:59,725

<i> both for espionage</i>

<i>and for destructive activities.</i>

X F IR E S A TG B, ORI 1) [ 508 3R A5 5 B E T

2082

01:45:00,494 --> 01:45:02,828

<i> And we've seen this in some of</i>
<i> the recent conflicts</i>

2083
01:45:02,830 --> 01:45:04,297
<i>that Russia's been involved in.</i>

I BB O AL i — P WIS 5 RE R TX .

2084

01:45:04,498 --> 01:45:07,166

<i>If there's a war, then somebody</i>
<i> will try to knock out</i>

XAEANR] G o
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2085

01:45:07,168 --> 01:45:09,568

<i> our communication system</i>
<i> or the radar.</i>

WARA T WA NS REGEENNEE RS EEHIE.

2086

01:45:09,570 --> 01:45:12,138
Mcgurk:<i> State-sponsored</i>
<i> cyber sleeper cells,</i>

2087

01:45:12,572 --> 01:45:14,407

<i> they're out there</i>

<i> everywhere today.</i>

Mcgurk: 404 FRATTE Ak v L 2K 55 Bl X 45 5T .

2088

01:45:14,641 --> 01:45:16,976
<i> It could be for</i>

<i> communications purposes.</i>

KT feRt LLEAE N H 1.

2089

01:45:16,978 --> 01:45:19,178
<i> It could be for</i>

<i> data exfiltration.</i>

] e A M Tt R

2090

01:45:19,446 --> 01:45:23,049
It could be to, you know,
Shepherd in the next stuxnet.

XARER, RFIIE, N DEMPSEE .

2091

01:45:23,450 --> 01:45:25,318

<i> | mean, you've been focusing</i>
<i> on stuxnet,</i>

2092
01:45:25,320 --> 01:45:26,852
<i> but that was just a small part</i>
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2093

01:45:26,854 --> 01:45:29,021
<i> of a much larger</i>

<i> iranian mission.</i>

RERL, R—EHEETEM, BRI RAE 6 i — /M

2094

01:45:29,756 --> 01:45:31,390
Gibney:<i> There was a larger</i>
<i> iranian mission?</i>

HARJE: AT AR RA G Y ?

2095
01:45:34,528 --> 01:45:37,763
<i> Nitro Zeus. Nz.</i>

[TEEE R N i

2096

01:45:39,132 --> 01:45:43,336

<i>We spent hundreds of millions,</i>
<i> maybe billions on it.</i>

HAHET UL, hHF) L.

2097

01:45:45,939 --> 01:45:49,508
<i> In the event the Israelis</i>
<i> did attack Iran,</i>

2098

01:45:49,510 --> 01:45:52,178

<i> we assumed we would be drawn</i>
<i> into the conflict.</i>

LS EAh B, A VUL, WYL, AT IRNE R T .

2099

01:45:53,547 --> 01:45:57,016
<i>We built in attacks on Iran's</i>
<i> command-and-control system</i>

2100

01:45:57,018 --> 01:45:59,385

<i> so the iranians couldn't</i>

<i> talk to each other in a fight.</i>

FATTxH A B ) AN ) 2R G St il DA 22 1 BN AN BE S AR M ELARAZ IR
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2101

01:45:59,886 --> 01:46:03,422

<i> We infiltrated their iads,</i>

<i> military air defense systems,</i>

2102

01:46:03,724 --> 01:46:05,758

<i> so they couldn't shoot down</i>
<i> our planes if we flew over.</i>

HANNSE 2NN IADS R RS AN CLERE I N A e & 3T

Ple

2103

01:46:06,526 --> 01:46:09,628
<i>We also went after</i>

<i>their civilian support systems,</i>

2104
01:46:09,630 --> 01:46:12,198
<i> power grids, transportation,</i>

2105

01:46:12,566 --> 01:46:15,368
<i> communications,</i>

<i> financial systems.</i>

WATHIERPFRIF RS, BN, BRRS. BERS. MBRS.

2106

01:46:15,969 --> 01:46:19,271
<i>We were inside waiting,</i>
<i> watching,</i>

2107

01:46:19,539 --> 01:46:22,541
<i> ready to disrupt, degrade,</i>
<i> and destroy those systems</i>

2108
01:46:22,543 --> 01:46:23,876
<i> with cyber-attacks.</i>

PATE R ImER . B, M MBBEERBIR, RS RS,

2109
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01:46:27,514 --> 01:46:28,981
<i>And in comparison,</i>

2110

01:46:29,216 --> 01:46:31,450

<i> stuxnet was a back alley</i>
<i> operation.</i>

FHEEZN, RRE A NERAE.

2111

01:46:32,586 --> 01:46:36,088
<i> Nz was the plan</i>

<i> for a full-scale cyber war</i>

2112
01:46:36,090 --> 01:46:37,957
<i> with no attribution.</i>

TP 2 B VR P 2 T X 2% S Rl

2113

01:46:38,725 --> 01:46:40,226
The question is,

is that the kind of world

2114
01:46:40,228 --> 01:46:40,226
we want to live in?

R FATVAR A AR AEAT AR (O T 5 BL?

2115

01:46:41,762 --> 01:46:45,531
And if we don't, as citizens,
how do we go about a process

2116

01:46:45,533 --> 01:46:47,533
where we have

a more sane discussion?

IERAR, WRRATRICREN, RAVE AT BB

2117

01:46:47,535 --> 01:46:49,935
We need an entirely new way
of thinking about
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2118

01:46:49,937 --> 01:46:51,504

how we're gonna solve

this problem.

FATHTEE A (75 7R 5 A ] R A ) L

2119

01:46:52,439 --> 01:46:54,573
You're not going to get

an entirely new way

2120
01:46:54,575 --> 01:46:55,975
of solving this problem

2121

01:46:56,276 --> 01:46:59,078

until you begin to have

an open acknowledgement

R FRATINA M2 3 Es, IRA A2 A48 8077 AR AN [, BRI URIT 4R — IR
INFH

2122

01:46:59,579 --> 01:47:01,914
that we have cyber weapons
as well,

2123

01:47:02,783 --> 01:47:05,818
and that we may have to agree
to some limits on their use

2124

01:47:06,353 --> 01:47:08,687

if we're going to get other

nations to limit their use.

(RIS, SR A T AE 22 A [ 5 R ) sl P P9 5 e, AT T AN AN (] e HL A FH — S R o 12 1 oA
EECJTEVEC N

2125

01:47:08,689 --> 01:47:10,256
It's not gonna be

a one-way street.
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EASR A PATIE.

2126

01:47:10,457 --> 01:47:13,125
I'm old enough to have worked
on nuclear arms control

2127

01:47:13,460 --> 01:47:15,961
and biological weapons

arms control

2128

01:47:15,963 --> 01:47:18,130
and chemical weapons

arms control.

=30 S B CQARY; 276 B vt ol /NG o /e Wi KR k| A B A v A ol (ST

2129

01:47:19,299 --> 01:47:23,769
And | was told in each of those
types of arms control,

2130
01:47:23,771 --> 01:47:25,104
when we were beginning,

I AT IR, s meERE—Fh &2 H] 1288,

2131

01:47:25,405 --> 01:47:28,374
"it's too hard.

There are all these problems.
CIRERHE T o XX ]

2132

01:47:28,642 --> 01:47:30,743
It's technical.

There's engineering.

EaRRAEBORIER, IR,

2133
01:47:30,745 --> 01:47:32,411
There's science involved.

X RE TR
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2134

01:47:32,413 --> 01:47:34,747
There are real verification
difficulties.

X SAFAE — SE N X

2135

01:47:34,749 --> 01:47:36,282
You'll never get there."
PRARIEASRIEIR ., »

2136

01:47:36,716 --> 01:47:39,118
Well, it took 20,

30 years in some cases,

2137

01:47:39,553 --> 01:47:41,320
but we have

a biological weapons treaty

2138
01:47:41,322 --> 01:47:42,721
that's pretty damn good.

EFIE, ATIHRAE T 204 30 4F, (EZFATA — AR B AV ERAR 56 40

2139

01:47:42,723 --> 01:47:44,223
We have

a chemical weapons treaty

2140
01:47:44,225 --> 01:47:45,624
that's pretty damn good.

FATA — DA L AR 26 20

2141

01:47:45,792 --> 01:47:48,127
We've got three or four
nuclear weapons treaties.

P =AML KL

2142
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01:47:48,428 --> 01:47:50,029
Yes, it may be hard,
M), ERTREIRAE,

2143

01:47:50,297 --> 01:47:52,398
and it may take

20 or 30 years,

B ARETR E 20 4F Bk 30 4F,

2144

01:47:52,799 --> 01:47:55,367
but it'll never happen

unless you get serious about it

2145

01:47:55,836 --> 01:47:57,803

and it'll never happen

unless you start it.

BRAFRAEXN R EIR R e, BNRKaE sk,

2146

01:48:03,610 --> 01:48:06,579
Today, after two years

of negotiations,

2147

01:48:07,013 --> 01:48:10,316
the United States, together with
our international partners,

2148

01:48:10,784 --> 01:48:14,186
has achieved something that
decades of animosity has not,

2149

01:48:14,821 --> 01:48:16,722
a comprehensive,

long-term deal

2150
01:48:17,157 --> 01:48:20,826
with Iran that will prevent it
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from obtaining a nuclear weapon.
EEH5EErEEK R, 22515 T 5FBIRJLHER VIR — BERA T 4mr . K
P, IR BE e IR AR s

2151

01:48:21,027 --> 01:48:23,496
It was reached in

lausanne, Switzerland,

2152

01:48:23,498 --> 01:48:25,998
by Iran, the U.S.,

britain, France,

2153

01:48:26,000 --> 01:48:27,933

Germany, Russia,

and China.

MZRa BT g, FR, £E, JeE, wE, EE, fZ5hnhE.

2154

01:48:27,935 --> 01:48:31,036
It is a deal in which Iran

will cut

2155

01:48:31,038 --> 01:48:35,241

its installed centrifuges

by more than two thirds.

XR—AILG, PERTIN =2 DL B2 L.

2156

01:48:35,442 --> 01:48:38,677
Iran will not enrich uranium
with its advanced centrifuges
2157

01:48:38,679 --> 01:48:40,679
for at least

the next ten years.

FOFERRKAAE, IS A St MO AL T ik .

2158
01:48:40,681 --> 01:48:43,315




FiEFRA

(Zero Day) FHEIF

It will make our country,
our allies,

2159
01:48:43,317 --> 01:48:44,950
and our world safer.

R ERATE S, TATREA, MBATHIH ARAR RS N2 4

2160

01:48:45,852 --> 01:48:49,855
Netanyahu: Seventy years after
the murder of 6 million Jews

2161

01:48:49,857 --> 01:48:54,927
Iran's rulers promised

to destroy my country,

WESJEWLIA: 70 2 Jm, VA 600 3L AN BB BAGEG A Ve B A T L 2K

2162

01:48:55,228 --> 01:48:58,964
and the response from nearly
every one of the governments

2163

01:48:58,966 --> 01:49:03,035
represented here

has been utter silence.

JUFAE LB AR D HE R TE

2164
01:49:03,670 --> 01:49:05,471
Deafening silence.

e HAK A PTER -

2165

01:49:13,179 --> 01:49:15,247
Perhaps you can

now understand

WVFIRPLAE REEE AR

2166
01:49:15,982 --> 01:49:19,485
why Israel is not joining you
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in celebrating this deal

N AL EFIA AR RALIZ AL 5 o

2167

01:49:20,654 --> 01:49:23,055
History shows

that America must lead,
Jisa&n], 3 E B aE T,

2168

01:49:23,057 --> 01:49:25,991

not just with our might,

but with our principles.

AN HRRLAT I, 2R TR SR

2169

01:49:26,927 --> 01:49:30,095
It shows we are stronger,

not when we are alone,

2170

01:49:30,097 --> 01:49:32,264

but when we bring

the world together.

LA AR RAE i, &8s A TR B 9RO ANZ — AJRAL b,

2171

01:49:33,433 --> 01:49:35,701
Today's announcement marks
one more chapter

2172

01:49:35,703 --> 01:49:39,972
in this pursuit

of a safer and more helpful,

2173

01:49:40,340 --> 01:49:43,676

more hopeful world.

Thank you.

SRR EE MR MNMERE 24, LRTWA, BAHENHIUE 8T, Wi,

2174
01:49:44,210 --> 01:49:47,446
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God bless you, and god bless
the United States of America.
B B RAGRATT, R B DR SRR R AR

2175

01:49:51,851 --> 01:49:53,619

NSA source:

<i> Everyone | know is basically</i>

2176

01:49:53,621 --> 01:49:55,154

<i> thrilled with the Iran deal.</i>

NSA Kili: FRATARIRE— SR B AHEHIBAANZ TAERN, IRB 5B 5 2#s)
A

2177
01:49:55,722 --> 01:49:57,590
<i>Sanctions and diplomacy worked.</i>

2178

01:49:57,958 --> 01:50:00,225
<i> But behind that deal</i>
<i> was a lot of confidence</i>

2179
01:50:00,227 --> 01:50:01,827
<i> in our cyber capability.</i>

ERAE 5 a2 AT R BE TR B 15

2180

01:50:02,896 --> 01:50:05,764

<i>We were everywhere inside Iran.</i>
<i> Still are.</i>

PATAEFABE N, BUAETSIR It

2181

01:50:06,633 --> 01:50:08,867
<i> I'm not gonna tell you</i>
<i> the operational details</i>

A G IR

2182
01:50:08,869 --> 01:50:11,503
<i>of what we can do going forward</i>
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<i> or where...</i>

A B A2 7T LAk S BE sl L ..

2183

01:50:13,039 --> 01:50:17,142

<i> But the science fiction</i>

<i> cyber war scenario is here.</i>

ER KT 28 % (K37 SR AR X L

2184

01:50:17,144 --> 01:50:18,611
<i> That's nitro Zeus.</i>
XA AL .

2185

01:50:20,046 --> 01:50:22,715

<i> But my concern</i>

<i>and the reason I'm talking...</i>

(B2 FRAR O AT FR L A

2186

01:50:24,217 --> 01:50:27,152

<i> Is because when you shut down</i>
<i>a country's power grid...</i>

7 RN 4 R AT [ 2 rL

2187

01:50:28,455 --> 01:50:31,423
<i> It doesn't just</i>

<i> pop back up, you know?</i>
EA R, PREITEND?

2188
01:50:31,425 --> 01:50:33,225
<i>It's more like humpty-dumpty...</i>

EEGRREREER, YR

2189

01:50:34,594 --> 01:50:38,464

<i> And if all the king's men</i>
<i> can't turn the lights back on</i>

2190
01:50:38,466 --> 01:50:40,366
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<i> or filter the water</i>
<i> for weeks,</i>

U0 SR RE I N B AN BERE R ] B E K

2191

01:50:40,567 --> 01:50:42,468
<i> then lots of people die.</i>
LR 2 NoAETs

2192

01:50:44,738 --> 01:50:46,672
<i> And something</i>

<i> we can do to others,</i>

FATRT LA 5 Nl L F 1,

2193
01:50:46,973 --> 01:50:48,507
<i> they can do to us too.</i>

AT AT DA ) AT I

2194

01:50:49,909 --> 01:50:52,578
<i> Is that something</i>

<i> that we should keep quiet?</i>
B AR LETRATORFFITER ?

2195

01:50:53,747 --> 01:50:55,414

<i> Or should we talk about it?</i>
BRATTNZ R IR 2

2196
01:50:56,349 --> 01:50:58,250

Gibney:<i> I've gone to many people</i>

<i> in this film,</i>

2197

01:50:58,252 --> 01:51:00,019
<i> even friends of mine,</i>
<i>who won't talk to me</i>

2198
01:51:00,021 --> 01:51:02,187
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<i> about the NSA or stuxnet</i>
<i> even off the record</i>

2199

01:51:02,189 --> 01:51:03,489

<i> for fear of going to jail.</i>

FATE: LILZEE P REE N, ERRIAA, HBASIRIUT K NSA 5= M
Fifg, HEEMER 7ids, By,

2200
01:51:03,857 --> 01:51:05,658
<i> Is that fear protecting us?</i>

R RARLE R BAT 2

2201
01:51:06,826 --> 01:51:09,428
<i> No, but it protects me.</i>

BH, BeRy 7K.

2202
01:51:10,196 --> 01:51:11,597
<i> Or should | say we?</i>

BH BN AL IAT?

2203
01:51:12,932 --> 01:51:14,667
I'm an actor playing a role

2204

01:51:14,669 --> 01:51:16,802
written from the testimony

of a small number of people

2205

01:51:16,804 --> 01:51:18,337

from NSA and CIA,

ARG, P — AR H E 2 24 RSB RN, B2 AN BN ) T IE i H
5 A,

2206

01:51:18,672 --> 01:51:21,040
all of whom are angry about
the secrecy
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2207

01:51:21,042 --> 01:51:22,775
but too scared

to come forward.

FITA BN R s, (B ANERBE B T 1

2208
01:51:23,109 --> 01:51:24,543
Now, we're forward.

DUEBA T

2209

01:51:25,812 --> 01:51:28,614
Well, forward-leaning.

LFH, —ERIT!




